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Application
This unit describes the skills and knowledge required to set up network security infrastructure scalable to a medium to large organisation. 
It applies to individuals who work as networking engineers and cloud engineers and specialise in cyber security in an Information and Communications Technology (ICT) and digital team environment. 
No licensing, legislative or certification requirements apply to this unit at the time of publication.
Unit Sector
Cyber security
Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Prepare to design and implement network security infrastructure
	1.1 Obtain work details and scope from required personnel and arrange for site access in compliance with required security arrangements, legislation, codes, regulations and standards 
1.2 Establish security threats impacting organisation with required personnel and assess its likelihood
1.3 Confirm and document established requirements and risks according to organisational procedures

	2. Design network security infrastructure 
	2.1 Establish requirements and features of network security infrastructure
2.2 Identify and evaluate a range of industry standard network security providers
2.3 Discuss and confirm selected network security provider with required personnel according to infrastructure requirements

	3. Implement network security infrastructure
	3.1 Establish and create secure network boundaries 
3.2 Implement server, application and user security technologies according to network security requirements
3.3 Confirm required levels of user access throughout organisation
3.4 Establish maintenance and alert processes for risk and security threats according to organisational procedures

	4. Finalise and monitor network security infrastructure  
	4.1 Test deployment of network security infrastructure and its components according to organisational testing procedures
4.2 Gather and review test results and logs and adjust accordingly
4.3 Confirm completion of requirements with required personnel 
4.4 Document work performed and results according to organisational procedures
4.5 Conduct routine reviews of network security infrastructure according to organisational procedures


Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	Skill
	Description

	Learning
	Identifies and gathers information applicable to business, infrastructure and network 

	Reading
	Selects and applies network infrastructure features and procedures suited to job requirements and system design from range of routine texts

	Writing
	Uses required and industry specific terminology in documenting research findings and network security policies

	Technology
	Uses required technological tools and software in designing and implementing network security infrastructure
Applies skills in systems administration, network security, applications and programming


Unit Mapping Information
No equivalent unit. New unit.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
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Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
design and implement a network security infrastructure according to organisational requirements.

In the course of the above, the candidate must: 
identify at least three security risks and at least three threats impacting business 
identify and evaluate the advantages and disadvantages of at least two industry standard network security providers suitable to infrastructure being designed and implemented.
Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
network infrastructure features, including: 
connectivity
routing and switching capabilities
network security
access control 
organisational business processes and applicable organisational, infrastructure, network and security requirements in each area
organisational procedures applicable to designing and implementing network security infrastructure, including:
documenting established requirements, risks and work performed
establishing requirements and features of network security infrastructure
establishing maintenance and alert processes
conducting routine reviews of network security infrastructure
testing methods and procedures
security risks, and tolerance of risk in an organisation
industry standard network security providers
industry standards and regulations applicable to implementing network security infrastructure in an organisation. 
Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
required hardware, software and its components
organisational procedures and policies applicable to network security infrastructure 
required network security providers and solutions
site server
application and user security technologies.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
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Application
This unit describes the skills and knowledge required to identify, confirm and report cyber security incidents in an organisation.
It applies to individuals who work in information technology security, and gather logs from systems, networks and applications to identify the occurrence of incidents in any business environment.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
Unit Sector
Cyber security
Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Identify cyber security incidents
	1.1 Identify and review legislative requirements and organisational procedures and policies applicable to cyber security incidents and incident response plans 
1.2 Obtain and analyse system, network and application infrastructure and logs according to organisational security procedures 
1.3 Analyse and test application and confirm assumptions of incidents according to organisational security procedures
1.4 Discuss differences between network and systems incidents with required personnel 

	2. Confirm cyber security incidents
	2.1 Confirm whether incidents are network or systems related
2.2 Discuss and confirm incident with required personnel
2.3 Identify and discuss potential changes required to system, network and application 

	3. Report and document cyber security incidents
	3.1 Report cyber security incident to required personnel, according to legislative requirements and organisational policies and procedures
3.2 Document exposed vulnerability and changes, solutions and actions discussed according to organisational policies and procedures 


Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	Skill
	Description

	Learning
	Identifies and gathers information applicable to business, systems, network and infrastructure 

	Oral communication
	Uses effective communication techniques to discuss details of cyber security incidents using industry standard technical language intended for audience and environment 

	Reading
	Interprets information in a range of formats when identifying cyber security incidents
Reads and applies information of relevance to cyber security incident and suggests potential changes 

	Writing
	Uses required and industry specific terminology in documenting cyber security incidents and proposed actions and solutions 

	Technology
	Uses required technological tools and software in identifying and confirming cyber security incidents


Unit Mapping Information
No equivalent unit. New unit.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
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Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
identify and confirm occurrence of at least:
one network incident 
one system incident 
one wireless or Wi-Fi incident 
one application incident.

In the course of the above, the candidate must: 
discuss and contribute at least one potential change to each incident 
adhere to legislative requirements and organisational security procedures.
Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
different types of cyber security incidents and attacks, including: 
security vulnerabilities and malware 
denial-of-service attack (DDOS)
SQL injection (SQLi)
cross-site scripting (XSS) attacks 
scripted attacks  
hardware attacks 
attacks against Wi Fi
cyber security risks 
methods of testing systems, networks and applications and confirming incidents
common procedures in:
following organisational cyber security incident response plans
responding to cyber security incidents
legislative requirements applicable to identifying and reporting cyber security incidents 
organisational policies and procedures applicable to cyber security incidents, including:
documenting established requirements, incidents and work performed
security procedures
obtaining and analysing system, network and application information 
cyber security incident response processes and plans
establishing reporting procedures.
Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
required hardware, software and its components
system, network and application infrastructure and logs 
the internet 
organisational security procedures including incident response plans.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
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Application
This unit describes the skills and knowledge required to develop an information security and risk management strategy (ISRM) within an organisation that supports business processes.
It applies to individuals who work in information technology security and have the knowledge and skills in cyber security to support business functions in planning and implementing information security strategies. In this instance, the individual may work internally within an organisation, or be engaged externally in supporting organisations with their development of information security strategies. 
No licensing, legislative or certification requirements apply to this unit at the time of publication.
Unit Sector
Cyber security
Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Plan information security strategies
	1.1 Discuss implementation opportunities for organisational information security strategies with required personnel
1.2 Gain management buy in and approval in planning and implementing information security strategy 
1.3 Identify and confirm organisational policies including password policies, bring your own device (BYOD) and on boarding processes with required personnel
1.4 Analyse organisational environments, processes and risk profile requirements 
1.5 Identify legislation and industry requirements to implement information security strategies in an organisation 

	2. Design and implement information security strategy
	2.1 Develop action plan with specific goals and objectives of information security strategy according to organisational needs
2.2 Design secure network infrastructure and security strategy according to organisational needs 
2.3 Analyse data classifications and levels of access in operational processes and integrate with strategy 
2.4 Document designed information security strategy according to organisational procedures
2.5 Implement information security strategy according to design and organisational needs

	3. Test and finalise information security strategy
	3.1 Establish security baselines and metrics according to organisational needs
3.2 Perform testing procedures and confirm information security strategy addresses organisational needs
3.3 Record and compare test results to established metrics and benchmarks
3.4 Finalise documentation and report information security strategy outcomes to required personnel
3.5 Obtain feedback from required personnel and amend information security strategy accordingly 
3.6 Review final information security strategy and obtain sign-off from required personnel


Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	Skill
	Description

	Learning
	Identifies and gathers information applicable to business, organisational security and environment  

	Numeracy
	Uses tools when developing security baselines and metrics 

	Reading
	Selects and applies procedures and strategies required in developing information security strategies after reading required texts 

	Writing
	Uses required and industry specific terminology in documenting action plans and information security strategies 

	Teamwork
	Works collaboratively with required personnel and interdisciplinary teams in developing information security strategies

	Planning and organising
	Manages development of information security strategies using logical sequencing 

	Technology
	Uses required technological tools and software in planning and implementing information security strategies
Applies skills in systems administration, network security, applications and programming


Unit Mapping Information
No equivalent unit. New unit.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
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Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
plan and implement an information security strategy according to organisational needs.

In the course of the above, the candidate must:
establish at least three security baselines and at least three testing metrics
comply with legislation and industry requirements 
follow organisational procedures.
Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
function of information security strategy testing procedures, including: 
vulnerability tests
basic penetration tests
key organisational environment and business processes required to plan and implement information security strategies for an organisation
network and cyber security features and principals
types of data and classifications including sensitivity levels
advantages and importance of implementing information security strategies
organisational procedures applicable to developing information security strategies, including: 
documentation processes 
designing secure network infrastructure
establishing requirements and features of information security strategies 
establishing baselines and metrics
testing methodologies. 


Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
required hardware, software and its components
information and documents applicable to organisational procedures and processes
information security strategy testing software.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.

Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
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Application
This unit describes the skills and knowledge required to run vulnerability assessments and basic penetration tests to identify potential threats to an organisation. It includes the ability to minimise risk and remediate vulnerabilities to confirm that the security of an organisation is maintained.
It applies to individuals who work as penetration tester and security consultants in any business environment.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
Unit Sector
Cyber security
Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Prepare to run vulnerability assessment 
	1.1 Obtain work details and scope from required personnel and arrange for site access in compliance with required security arrangements, legislation, codes, regulations and standards
1.2 Discuss and evaluate scanning tools and select according to vulnerability assessment requirements 
1.3 Establish testing regime and schedule, and documentation requirements according to organisational needs

	2. Run vulnerability assessment and penetration test
	2.1 Perform vulnerability assessment according to organisational procedures 
2.2 Identify and document vulnerabilities arising from vulnerability assessment according to organisational procedures
2.3 Run a simple penetration test according to organisational procedures 
2.4 Identify and document potential threats arising from penetration test according to organisational procedures
2.5 Contribute and develop ideas in addressing vulnerabilities

	3. Finalise vulnerability assessment process
	3.1 Discuss vulnerabilities identified in vulnerability assessment and penetration testing with required personnel
3.2 Contribute ideas with required personnel and remediate vulnerabilities identified according to organisational procedures
3.3 Escalate unresolved vulnerabilities to required personnel
3.4 Document identified vulnerabilities and work performed according to organisational procedures
3.5 Report to management and confirm vulnerability assessment with required personnel


Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	Skill
	Description

	Learning
	Identifies and gathers information applicable to business, systems and network

	Numeracy
	Measure and record data and interpret testing results using tools

	Reading
	Interprets information from a range of sources when establishing vulnerability assessment procedures 

	Writing
	Prepares documentation detailing vulnerability assessments according to organisational requirements using concise industry specific terminology applicable to cyber security 

	Planning and organising
	Prepares and manages vulnerability assessment process logically and sequentially  

	Problem solving
	Uses problem solving skills when interpreting the nature and threat of vulnerabilities identified 

	Technology
	Uses required technological tools and software in identifying potential threats in an organisation


Unit Mapping Information
No equivalent unit. New unit.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
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Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
perform at least one vulnerability test assessment
define and run at least one basic penetration test.

In the course of the above, the candidate must: 
assess web based, network based and hardware-based vulnerabilities
adhere to organisational procedures
document and report activities.
Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
security risks and vulnerabilities in software systems
tools used in testing a network for vulnerabilities including scanning tools  
basic level penetration testing of a system 
methods and tools used to protect data in an organisation 
risk mitigation strategies that may be used running vulnerability assessments for an organisation 
organisational procedures applicable to running vulnerability assessments, including:
establishing goals and objectives of vulnerability assessments 
defining scope of testing and establishment of testing regime
documenting established requirements   
establishing penetration testing procedures
documenting findings, threats and work performed
key organisational environments, systems and networks required to run vulnerability assessments.
Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
required software testing packages 
required hardware and its components
vulnerability scanning tools 
a server 
text-editing software
information applicable to organisational environment, systems and network
required organisation network, systems or applications.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
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Application
This unit describes the skills and knowledge required to plan for and develop a response plan for cyber security incidents. 
It applies to individuals who work in information technology security, including network and security specialists, and apply a range of cyber security threat skills and knowledge to support all business functions plans for incidents. 
No licensing, legislative or certification requirements apply to this unit at the time of publication.
Unit Sector
Cyber security
Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Plan incident response plans 
	1.1 Identify and gather information on organisational environment, procedures and processes and cyber security threats 
1.2 Discuss and confirm ideas and plans with management and gain approval in developing response plans 
1.3 Establish response committee and roles and responsibilities of each individual according to organisational procedures 
1.4 Identify required services and assets in developing test plans  

	2. Develop and confirm incident response plans
	2.1 Establish and confirm recovery time objective (RTO) and recovery point objective (RPO) in disaster recovery according to organisational requirements 
2.2 Discuss and establish test scenarios
2.3 Establish and confirm test frequency according to organisational requirements 
2.4 Develop test baselines and metrics according to organisational procedures
2.5 Confirm and document draft test plans with required personnel and respond to feedback accordingly 
2.6 Test cyber security incident response plan according to testing procedures 
2.7 Identify, address and report errors noted in testing phase, within scope of own role

	3. Finalise incident response plans 
	3.1 Discuss lessons learnt in testing response plans and adjust test plans accordingly 
3.2 Obtain sign-off with required personnel according to organisational policies and procedures
3.3 Record, document and store test plans according to organisational procedures


Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	Skill
	Description

	Learning
	Identifies and gathers information applicable to organisational procedures and developing response plans 

	Numeracy
	Uses tools to measure and record data and interpret test plan results

	Reading
	Identifies and analyses information from a broad range of sources in determining required incident response plans suited to an organisation 

	Writing
	Prepares complex workplace documentation detailing response plans  using required structure, layout and technical programming language 

	Technology
	Uses required technology tools and software in testing cyber security response plans 


Unit Mapping Information
No equivalent unit. New unit.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
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Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
develop a plan in response to cyber security incidents for each of the following areas:
organisation’s network
organisation’s system 
Wi-Fi network 
an application
a human error.

In the course of the above, the candidate must: 
establish at least two test scenarios in each plan
develop at least two test metrics and at least two baselines in each plan
adhere to organisational procedures.
Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
features and principals of networking, Wi-Fi networks and applications
procedures in testing cyber security incident test plans 
metrics and baselines used in cyber security incident test plans 
roles and responsibilities of test committees 
organisational procedures and requirements applicable to developing cyber security incident response plans, including:
documenting established requirements and incident response plans 
establishing response committees 
testing methodologies 
establishing baselines and metrics
cyber incidents and scenarios.
Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
software required in testing cyber security incident response plans 
required hardware and its components
Wi-Fi network
an application
text-editing software
information applicable to organisational environment, processes and previous cyber security incidents.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
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Application
This unit describes the skills and knowledge required to establish and respond to cyber security incidents in an organisation, and evaluate actions performed to mitigate risk of future incidents.
It applies to individuals who work in information technology security, including network specialists and security, to support all business functions responding to cyber incidents. These individuals have a broad range of knowledge and skills in cyber security, networks and systems. In this context, the individual works as an internal function for an organisation, however, the same can be applied in the context of an external security specialist advising and implementing the response and action items of a cyber-attack to an external client.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
Unit Sector
Cyber security
Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Establish cyber security incident  
	1.1 Establish and confirm occurrence and nature of cyber security incident 
1.2 Identify legislative requirements, organisational policies and procedures and cyber security incident response plans
1.3 Analyse and assess source, impact and consequences of incident according to organisational response plans 
1.4 Notify and explain cyber incident to required personnel according to legislative requirements and communications plans 

	2. Activate cyber security incident response plan 
	2.1 Activate incident response plan and confirm cyber incident is contained 
2.2 Escalate and involve third party services and specialists as required according to organisational policies and procedures
2.3 Confirm no further risks exist according to legislative requirements and organisational response procedures
2.4 Discuss solutions with required personnel and action accordingly
2.5 Test solution implemented, and escalate as required according to organisational security procedures

	3. Perform post cyber security incident response procedures
	3.1 Evaluate actions taken and confirm incident is fixed and secure according to organisational procedures
3.2 Document cyber security incident, actions performed and solution, according to organisational policies and procedures 
3.3 Discuss and document lessons learnt with required personnel
3.4 Discuss and implement preventative measures and mitigation methods as required 
3.5 Amend incident response plan accordingly 
3.6 Share documentation and communicate with required personnel according to organisational communications plan


Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	Skill
	Description

	Learning
	Identifies and gathers information applicable to organisational procedures and incident response procedures 

	Numeracy
	Measures and records mathematical data and uses tools when interpreting results

	Reading
	Identifies and interprets information from incident response plans, and extracts applicable areas when dealing with cyber security incidents 

	Writing
	Uses required industry specific terminology when documenting cyber security incidents and solutions 

	Problem solving
	Uses problem solving skills when identifying the nature and impact of cyber security incidents 

	Technology
	Uses required technological tools and software in responding to cyber security incidents
Applies skills in systems administration, network security, applications and programming


Unit Mapping Information
No equivalent unit. New unit.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
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Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
respond to at least two different cyber security incidents in at least two different business functions
develop and follow a basic communications plan.

In the course of the above, the candidate must: 
comply with organisational cyber security incident response plan
adhere to legislative requirements and organisational policies and procedures.
Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
key features of incident response plans
cyber security incidents and the source and causes of these incidents 
types of attacks, including:
denial-of-service attack (DDOS)
SQL injection (SQLi)
cross-site scripting (XSS) attacks 
scripted attacks  
hardware attacks 
attacks against Wi Fi
cyber security incident detection methodologies
preventative measures and mitigation methods applicable to cyber security incidents 
documentation processes that may be used in the process of responding to cyber security incidents  
organisational policies and procedures applicable to cyber security incident response, including procedures for: 
determining nature and location of incidents 
containing incidents, including installation of security patches and disabling network access
notifying and reporting to required personnel 
encryptions
assessing impact on business function and other areas
procedures in developing communications plans.
Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
organisation cyber security incident response plan
required hardware and software 
text-editing software
legislative requirements and organisational procedures and policies applicable to cyber security incident.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.

Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
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Application
This unit describes the skills and knowledge required to gather data from various sources, analyse, and interpret information for threats, inconsistencies and discrepancies.
It applies to individuals who work in information technology security, including network and security specialists, and gather logs from devices, check abnormalities and respond accordingly. These individuals are responsible for supporting and preventing cyber threats attacking data in all business functions and in any industry context.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
Unit Sector
Cyber security 
Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Gather threat data 
	1.1 Identify legislative requirements and organisational policies and procedures to gather, analyse and interpret threat data
1.2 Identify security equipment on network and data sources 
1.3 Discuss and confirm data log requirements and strategy to process data with required personnel
1.4 Collect information from alerts, logs and reported events and create a dataset according to organisational policies and procedures 

	2. Analyse threat data
	2.1 Ingest data logs into analytic platform according to user instructions 
2.2 Obtain and analyse results for reliability and consistency
2.3 Check for false positives and false negative results 
2.4 Detect and describe discrepancies and inconsistencies in data 

	3. Interpret and finalise threat data 
	3.1 Discuss and review threat data and results with required personnel 
3.2 Discuss and assess identified threats, risks and their likelihood of occurrence and impacts of risks, 
3.3 Suggest and confirm lessons learnt, action steps, recommendations and mitigation strategies with required personnel 
3.4 Document results, findings and recommendations into report according to organisational procedures 
3.5 Distribute documentation to required personnel and store according to organisational policies and procedures 


Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	Skill
	Description

	Learning
	Identifies and gathers information applicable to organisational procedures and threat data 

	Numeracy
	Uses tools when measuring and recording data, and interprets results through mathematical data 

	Reading
	Interprets information from different sources in a range of formats when identifying threat data 

	Writing
	Prepares complex workplace documentation detailing research findings and recommendations using required structure, layout and technical programming language 

	Planning and organising
	Uses problem solving skills when interpreting the nature and impact of threat data 

	Technology
	Uses required technological tools and software in gathering, analysing and interpreting threat data


Unit Mapping Information
No equivalent unit. New unit.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2



[bookmark: _Toc13494111][bookmark: _Toc36568541]Assessment Requirements for ICTCYS407 Gather, analyse and interpret threat data 
Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
gather, log and create dataset from a single security device or whole organisation device, including: 
basic router info
firewall info 
systems 
identify and describe at least three different inconsistencies or discrepancies within data
document finding, recommendations and outcomes.

In the course of the above, the candidate must:
interpret meaning from dataset and suggest action items.
Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
data recognition software tools 
data sources, including: 
firewalls
intrusion detection systems (IDS) 
access control systems 
security and event management systems (SIEM)
basic troubleshooting processes related to cyber security threats
network and cyber security features and principals 
types of attacks, including:
denial-of-service attack (DDOS)
SQL injection (SQLi)
cross-site scripting (XSS) attacks 
scripted attacks  
hardware attacks 
attacks against Wi Fi
legislative requirements applicable to gathering, analysing and interpreting threat data 
common cyber security threats and their impacts on business functions
organisational policies and procedures applicable to gathering, analysing and interpreting threat data, including: 
documentation established requirements, findings and recommendations 
establishing security equipment and data sources
information collection processes 
processes in obtaining and analysing results. 
Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
required hardware, software and digital devices
required analytic platform and applicable user instructions
data recognition software
single security device and whole organisation device	
legislative requirements and organisational policies and procedures applicable to gathering, analysing and interpreting threat data.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2



[bookmark: _Toc36568542]ICTCYS601 Create cyber security standards for organisations 
[bookmark: _Toc23523696][bookmark: _Toc24098503]Application
This unit describes the skills and knowledge required to research, plan and implement cyber security standards for an organisation.
It applies to those who work in information technology security in roles including cyber security analysts and specialists, business development managers, cyber risk and assurance managers responsible for creating cyber security standards for an organisation. 
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: _Toc23523697][bookmark: _Toc24098504]Unit Sector
Cyber security
[bookmark: _Toc23523698][bookmark: _Toc24098505]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Determine cyber security needs 
	1.1 Identify and document organisational cyber security needs 
1.2 Identify existing organisational cyber security standards framework
1.3 Identify external cyber security standards according to organisational requirements
1.4 Identify core components and implementation tiers of framework according to organisational requirements
1.5 Identify and document cyber security framework profile according to organisational policies and procedures

	2. Create standards framework  
	2.1 Determine and document objectives of standards framework
2.2 Document standards framework according to organisational and cyber security standards requirements 
2.3 Submit documentation to required personnel and respond to required changes

	3. Implement cyber security standards 
	3.1 Distribute cyber security framework to required personnel 
3.2 Lodge documentation according to organisational policies and procedures 

	4. Finalise and monitor cyber security standards
	4.1 Analyse organisation’s adherence to cyber security standards 
4.2 Detect areas of non-compliance and resolve according to organisational requirements 
4.3 Analyse recovery strategies according to cyber standards requirements 
4.4 Confirm completion of requirements from required personnel 


[bookmark: _Toc23523699][bookmark: _Toc24098506]Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	Skill
	Description

	Reading
	Interprets information from technical, manufacturer and organisational documentation to determine and confirm job requirements

	Writing
	Prepares complex workplace documentation detailing processes and outcomes using required structure, layout and applicable language

	Planning and organising
	Operates from a broad conceptual plan, developing the operational detail in stages, regularly reviewing priorities and performance during implementation, and identifying and addressing issues

	Problem solving
	Uses provided context to identify recognise anomalies and subtle deviations to normal expectations, focusing attention and remedying problems as they arise

	Self-management
	Uses systematic processes, setting goals, gathering required information and identifying and evaluating options against agreed criteria


[bookmark: _7yld2csgdbb9][bookmark: _Toc23523700][bookmark: _Toc24098507]Unit Mapping Information
No equivalent unit. New unit.
[bookmark: _Toc23523701][bookmark: _Toc24098508]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2



[bookmark: _1t3h5sf][bookmark: _Toc36568543]Assessment Requirements for ICTCYS601 Create cyber security standards for organisations 
[bookmark: _Toc23523703][bookmark: _Toc24098510]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
create, implement and monitor cyber security standards for an organisation on at least one occasion.

In the course of the above, the candidate must:
document plans and outcomes. 
[bookmark: _Toc23523704][bookmark: _Toc24098511]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
advanced features of network security 
organisational business processes applicable to creating cyber security standards including:
documenting established standards and requirements
establishing requirements and features of network security infrastructure
establishing maintenance and alert processes
conducting routine reviews of network security infrastructure
testing methods and procedures
security risks, and tolerance of risk in an organisation
industry standard network security providers
industry standards and regulations applicable to implementing network security infrastructure in an organisation 
key organisation, infrastructure and network requirements required to create cyber security standards for organisations.
[bookmark: _Toc23523705][bookmark: _Toc24098512]

Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
software and its components relating creating cyber security standards 
standards for Cyber security ISO/IEC 27000 series, Information security management systems standards
network security providers and solutions required for creating cyber security standards 
application and user security technologies.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: _Toc23523706][bookmark: _Toc24098513]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
 


[bookmark: _Toc36568544]ICTCYS602 Implement cyber security operations	 
[bookmark: _Toc23523708][bookmark: _Toc24098515]Application
This unit describes the skills and knowledge required to research, implement and monitor cyber security operations.
It applies to those in cyber security roles including network and server administrators and cyber security architects working in security operations within an organisation.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: _Toc23523709][bookmark: _Toc24098516]Unit Sector
Cyber security
[bookmark: _Toc23523710][bookmark: _Toc24098517]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Assess organisational cyber security operations
	1.1 Identify existing organisational cyber security operations 
1.2 Identify organisational cyber security requirements 
1.3 Analyse effectiveness of organisations existing cyber operations against organisational requirements 
1.4 Document findings of analysis according to organisational requirements 

	2. Determine and document organisational operations
	2.1 Determine and document required updates to existing organisational operation 
2.2 Determine and document service disruption and task requirements for implementing cyber operations 
2.3 Distribute document to required personnel in preparation for required implementation 

	3. Implement organisational cyber security operations
	3.1 Initiate implementation of cyber security operations according to task requirements 
3.2 Implement required operational and analytical processes 
3.3 Implement personnel requirements according to task requirements
3.4 Implement incident reporting and escalating procedures 
3.5 Implement required hardware and software support requirements

	4. Test and finalise 
	4.1 Test operational processes of cyber security operations and determine alignment to requirements 
4.2 Analyse performance and document required operational changes 
4.3 Update cyber security operations according to analysis results and determine required alignment to task requirements 
4.4 Review final cyber security strategy and document and lodge document according to organisational procedures


[bookmark: _Toc23523711][bookmark: _Toc24098518]Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	Skill
	Description

	Reading
	Interprets information from technical, manufacturer and organisational documentation to determine and confirm job requirements

	Writing
	Prepares complex workplace documentation detailing analysis,  findings and recommendations using required structure, layout and technical programming language

	Planning and organising
	Develops information security strategies using logical sequencing

	Problem solving
	Identifies context to recognise anomalies and subtle deviations to normal expectations, focusing attention and remedying problems as they arise

	Self-management
	Takes full responsibility for identifying and considering organisational protocols and requirements

	Technology
	Identifies principles, concepts, language and practices associated with the digital and cyber world


[bookmark: _Toc23523712][bookmark: _Toc24098519]Unit Mapping Information
[bookmark: _Toc23523713][bookmark: _Toc24098520]No equivalent unit. New unit.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2



[bookmark: _Toc36568545]Assessment Requirements for ICTCYS602 Implement cyber security operations	 
[bookmark: _Toc23523715][bookmark: _Toc24098522]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
plan, implement and test cyber security operations on at least one occasion.

In the course of the above, the candidate must:
establish existing operational environment within organisation 
analyse effectiveness of existing operations. 
[bookmark: _Toc23523716][bookmark: _Toc24098523]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
inherent requirements of cyber security operations environment 
organisational procedures applicable to implementing cyber security operations, including: 
documentation processes 
establishing requirements and features of cyber security operations strategies 
testing methodologies. 
[bookmark: _Toc23523717][bookmark: _Toc24098524]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
software and its components applicable to implementing cyber security operations
network security providers and solutions required to implement cyber security operations
site server
standards for Cyber security ISO/IEC 27000 series, Information security management systems standards
application and user security technologies.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: _Toc23523718][bookmark: _Toc24098525]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
 


[bookmark: _Toc36568546]ICTCYS603 Undertake penetration testing for organisations
[bookmark: _Toc23523720][bookmark: _Toc24098527]Application
This unit describes the skills and knowledge required to use a range of methodologies to simulate an attack on an organisation’s information and security systems and report the results back to the organisation.
It applies to those who work as network security specialists or administrators and conduct a simulated attack on an organisation’s cyber assets to determine the effectiveness of the organisation’s cyber security measures. 
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: _Toc23523721][bookmark: _Toc24098528]Unit Sector
Cyber security
[bookmark: _Toc23523722][bookmark: _Toc24098529]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Prepare for penetration testing 
	1.1 Analyse organisation’s existing cyber security environment, systems and network requirements 
1.2 Identify individual data types and level of security requirements 
1.3 Establish and outline goal and objectives of performing penetration testing 
1.4 Evaluate scanning tools and select according to vulnerability assessment requirements
1.5 Establish and document testing regime and schedule, and requirements according to organisational procedures

	2. Conduct penetration tests
	2.1 Perform penetration test according to testing plan and procedures 
2.2 Identify and document vulnerabilities arising from vulnerability assessment 
2.3 Identify and document potential threats arising from penetration test according to organisational and testing procedures

	3. Conduct follow up activities 
	3.1 Remediate identified vulnerabilities according to testing procedures 
3.2 Determine and document improvement plan 
3.3 Evaluate penetration testing effectiveness against testing plan and procedures 
3.4 Escalate unresolved vulnerabilities to required personnel 
3.5 Submit documentation to required personnel and seek and respond to feedback 


[bookmark: _Toc23523723][bookmark: _Toc24098530]Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	Skill
	Description

	Numeracy
	Uses mathematical formulae to determine requirements for penetration testing

	Reading
	Identifies information from technical, manufacturer and organisational documentation to determine and confirm job requirements

	Writing
	Prepares complex workplace documentation findings, threats and work performed using required structure, layout and required language

	Planning and organising
	Operates from a broad conceptual plan, developing the operational detail in stages, regularly reviewing priorities and performance during implementation, and identifying and addressing issues

	Problem solving
	Identifies context to recognise anomalies and subtle deviations to normal expectations, focusing attention and remedying problems as they arise

	Self-management
	Takes full responsibility for identifying and considering organisational protocols and requirements

	Technology
	Identifies principles, concepts, language and practices associated with the digital and cyber world


[bookmark: _Toc23523724][bookmark: _Toc24098531]Unit Mapping Information
[bookmark: _Toc23523725][bookmark: _Toc24098532]No equivalent unit. New unit.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2



[bookmark: _Toc36568547]Assessment Requirements for ICTCYS603 Undertake penetration testing for organisations 
[bookmark: _Toc23523727][bookmark: _Toc24098534]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
plan and implement penetration testing and resolve queries and vulnerabilities on at least three vulnerabilities.

In the course of the above, the candidate must:
identify weaknesses as part of penetration testing process.
[bookmark: _Toc23523728][bookmark: _Toc24098535]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
security risks and vulnerabilities in software systems
tools used in testing a network for vulnerabilities including scanning tools  
advanced level penetration testing of a system 
methods and tools used to protect data in an organisation 
risk mitigation strategies 
organisational procedures applicable to undertaking penetration testing, including:
establishing goals and objectives of penetration testing
defining scope of testing and establishment of testing regime
documenting established requirements   
establishing penetration testing procedures
documenting findings, threats and work performed
key organisational environments, systems and networks required to undertake penetration testing for organisations.
[bookmark: _Toc23523729][bookmark: _Toc24098536]

Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
hardware, software and digital devices required to undertake penetration testing
analytic platform and applicable user instructions
data recognition software
single security device and an organisation device	
legislative requirements and organisational policies and procedures applicable to undertaking penetrations testing.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: _Toc23523730][bookmark: _Toc24098537]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
 


[bookmark: _Toc36568548]ICTCYS604 Implement best practices for identity management 
[bookmark: _Toc23523732][bookmark: _Toc24098539]Application
This unit describes the skills and knowledge required to identify, confirm and implement best practices for identity management in the cyber environment to minimise threats, risks and cybercrime attacks.
It applies to those who work as network security specialists or administrators and are responsible for overseeing and implementing an organisation’s best practices to confirm that safe cyber security management of personal and identifiable information.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: _Toc23523733][bookmark: _Toc24098540]Unit Sector
Cyber security
[bookmark: _Toc23523734][bookmark: _Toc24098541]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Analyse organisation’s identity management best practices
	1.1 Identify and summarise organisation’s identity management practices
1.2 Analyse organisation’s identity management environment, processes and requirements 
1.3 Identify legislation and industry requirements required to implementing best practices for identity management 

	2. Design and implement best practices 
	2.1 Develop and document strategy for identity management best practices plan 
2.2 Develop and document implementation strategy in consideration of technical, personnel, performance benchmarks and timeline requirements, according to organisational policies and procedures  
2.3 Distribute documents to required personnel in preparation for implementation 
2.4 Conduct implementation of best practices strategy according to organisational requirements and implementation plan

	3. Finalise implementation of strategy 
	3.1 Analyse organisation’s performance against best practices benchmark 
3.2 Summarise outcomes of analysis and identify areas risk and high vulnerability
3.3 Update plan with suggested remediation strategy for identified areas of risk and vulnerability 
3.4 Submit finalised documentation to required personnel and seek and respond to feedback 
3.5 Lodge all documentation according to organisational policies and procedures


[bookmark: _Toc23523735][bookmark: _Toc24098542]Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	SKILL
	DESCRIPTION

	Learning
	· Obtains information applicable to organisational procedures and identity management standards and principles
Monitors outcomes of decisions, considering results and identifying key concepts and principles that may be adaptable in the future

	Reading
	· Interprets information from different sources in a range of formats when identifying best practices and interpreting how these standards apply to the organisation

	Writing
	Prepares complex workplace documentation detailing processes and outcomes using required structure, layout and required language

	Planning and organising
	Uses problem solving skills to identify anomalies and subtle deviations to normal expectations, focusing attention and remedying problems as they arise


[bookmark: _Toc23523736][bookmark: _Toc24098543]Unit Mapping Information
[bookmark: _Toc23523737][bookmark: _Toc24098544]No equivalent unit. New unit.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2



[bookmark: _Toc36568549]Assessment Requirements for ICTCYS604 Implement best practices for identity management
[bookmark: _Toc23523739][bookmark: _Toc24098546]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
design, implement and analyse best practices for identity management in an organisation on at least one occasion.

In the course of the above, the candidate must:
identify an organisation’s operating environment 
document processes and outcomes. 
[bookmark: _Toc23523740][bookmark: _Toc24098547]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
organisation’s operating and cyber environment applicable to identity management 
identity management methodologies required in the cyber environment 
best practices and legislation required to implement best practices for identity management 
organisational procedures applicable to implementing best practices for identity management including: 
documentation processes 
designing secure network infrastructure
establishing requirements and features of information security strategies 
establishing baselines and metrics
testing methodologies. 
[bookmark: _Toc23523741][bookmark: _Toc24098548]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
hardware, software and digital devices required to undertake identity management tasks 
software that identifies data categorise and access privilege
legislation and policies and procedures required to identity management best practices.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.

[bookmark: _Toc23523742][bookmark: _Toc24098549]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
 


[bookmark: _Toc36568550]ICTCYS606 Evaluate an organisation’s compliance with cyber security standards and law
[bookmark: _Toc23523744][bookmark: _Toc24098551]Application
This unit describes the skills and knowledge required to identify cyber security standards and laws and evaluate an organisation’s working practices and compliance to these standards and laws as well as determine changes required to continue compliance. 
It applies to those who work in an internal audit function, including those who specialise in cyber security and compliance and are responsible for implementing and monitoring an organisation’s compliance to cyber security standards and laws both locally and internationally.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: _Toc23523745][bookmark: _Toc24098552]Unit Sector
Cyber security
[bookmark: _Toc23523746][bookmark: _Toc24098553]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Research existing security standards and laws 
	1.1 Identify standards and laws required for organisations cyber security operations and summarise findings 
1.2 Analyse and align required laws and standards to organisational cyber operations 
1.3 Obtain and analyse organisation’s existing cyber security compliance strategies and document outcomes according to organisational policies and procedures 
1.4 Determine time periods and benchmarking of compliance evaluation requirements

	2. Analyse compliance activities 
	2.1 Conduct compliance assessment according to organisational and legislative requirements 
2.2 Document assessment findings according to organisational policies and procedures 
2.3 Identify and document areas of non-compliance and near misses

	3. Align organisation’s activities to required standards 
	3.1 Develop and document all compliance requirements 
3.2 Distribute requirements to required personnel in preparation to realign business activities to requirements
3.3 Develop an evaluation strategy according to organisational policies and procedures 
3.4 Submit all documents to required personnel and seek and respond to feedback


[bookmark: _Toc23523747][bookmark: _Toc24098554]Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	SKILL
	DESCRIPTION

	Learning
	· Obtains information applicable to legislative requirements and organisational procedures and identity management standards and principles
Monitors outcomes of decisions, considering results and identifying key concepts and principles that may be adaptable in the future

	Reading
	· Interprets information from different sources in a range of formats when identifying best practices and interpreting how these standards apply to the organisation

	Writing
	· Uses industry specific terminology in documenting research findings, recommendations and best practice implementation 

	Planning and organising
	Uses problem solving skills to identify anomalies and subtle deviations to normal expectations, focusing attention and remedying problems as they arise


[bookmark: _Toc23523748][bookmark: _Toc24098555]Unit Mapping Information
[bookmark: _Toc23523749][bookmark: _Toc24098556]No equivalent unit. New unit.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2



[bookmark: _Toc36568551]Assessment Requirements for ICTCYS606 Evaluate an organisation’s compliance with cyber security standards and law 
[bookmark: _Toc23523751][bookmark: _Toc24098558]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
identify cyber security standards and laws and analyse an organisation’s operations and compliance to required laws and standards on at least one occasion.

In the course of the above, the candidate must:
document processes, and summarise findings. 
[bookmark: _Toc23523752][bookmark: _Toc24098559]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
security risks, and tolerance of risk in an organisation
cyber security standards, regulations and laws applicable to the organisation
organisational business processes and applicable cyber security requirements in each area
principles of cyber security
methods of identifying cyber security incidents
different types of cyber security incidents including security vulnerabilities and malware. 
[bookmark: _Toc23523753][bookmark: _Toc24098560]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
standards outlining cyber security standards and laws applicable to the organisation
software required to implement cyber security standards and laws.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: _Toc23523754][bookmark: _Toc24098561]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
 


[bookmark: _Toc36568552]ICTCYS607 Acquire digital forensic data 
[bookmark: _Toc23523756][bookmark: _Toc24098563]Application
This unit describes the skills and knowledge required to acquire, extract and analyse data from devices and work stations, including mobile devices, networked devices, smart devices, Internet of Things (IoT) devices and microcontrollers, USBs, applications, networks and systems. It applies to skills needed to extract evidence pertaining to either a forensic investigation directly caused on a computer, or as part of evidence relating to a crime or e-crime.
It applies to those working in cyber and forensic roles including, digital forensic examiners, incident responders and corporate investigators and are responsible for forensic data retrieval.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: _Toc23523757][bookmark: _Toc24098564]Unit Sector
Cyber security
[bookmark: _Toc23523758][bookmark: _Toc24098565]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Confirm incident and prepare to acquire data 
	1.1 Confirm and gather initial information on reported incident according to organisational policies and procedures
1.2 Research and assess occurrence according to organisational forensic data extraction requirements 
1.3 Research and identify all laws and legislation required for data extraction tasks 
1.4 Discuss and confirm if acquisition is required with required personnel
1.5 Consult and gather key incident information from required personnel
1.6 Identify device and components pertaining to incident according to task requirements 
1.7 Develop and document data extraction plan and information gathered according to organisational requirements 
1.8 Submit documentation to required personnel and seek and respond to feedback

	2. Acquire forensic data 
	2.1 Contact and gather information from required personnel
2.2 Seize device pertaining to incident according to incident and legislation 
2.3 Access and open device according to data extraction task requirements
2.4 Secure device’s networks, data logs, firewalls and hashing according to task requirements
2.5 Initiate data extraction according to task requirements and confirm that no data is tampered or deleted
2.6 Confirm completion of retrieval according to task requirements
2.7 Verify the hash according to task requirements
2.8 Document observations and findings and methodology 

	3. Analyse forensic data 
	3.1 Analyse data and verify against incident scope, information, devices and evidence
3.2 Document findings and analysis and submit to required personnel
3.3 Discuss abnormalities and confirm further evidence, devices  and information needed 
3.4 Make additional extractions according to task and technical requirements
3.5 Analyse network conversations according to task requirements
3.6 Verify chain of custody according to hash according to task requirements
3.7 Update findings and methodology in documentation according to organisational needs

	4. Finalise data acquisition 
	4.1 Prepare data extracts and documentation for submission according to organisational and legislative requirements 
4.2 Submit data extracts and analysis according to organisational and legislative requirements
4.3 Retrieve sign off from required personnel and gather feedback according to organisational policies and procedures


[bookmark: _Toc23523759][bookmark: _Toc24098566]Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	Skill
	Description

	Reading
	Interprets information from technical, manufacturer, organisational and legislative documentation to determine and confirm job requirements

	Writing
	Develops workplace and legislative documentation for a specific audience, using detailed language to convey explicit information, requirements and recommendations

	Planning and organising
	Develops a strategic plan form task specification that include developing the operational detail in stages, regularly reviewing priorities and performance during data extraction tasks, and identifying and addressing issues as they arise

	Problem solving
	Initiates ways to engage in strategic problem-solving approaches that incorporates linear and non-linear methodologies 

	Self-management
	Uses systematic processes, setting goals, gathering required information and identifying and evaluating options against agreed criteria

	Technology
	Demonstrates a sophisticated understanding of principles, concepts, language and practices associated with the digital world


[bookmark: _Toc23523760][bookmark: _Toc24098567]Unit Mapping Information
[bookmark: _Toc23523761][bookmark: _Toc24098568]No equivalent unit. New unit.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2



[bookmark: _Toc36568553]Assessment Requirements for ICTCYS607 Acquire digital forensic data 
[bookmark: _Toc23523763][bookmark: _Toc24098570]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
identify, acquire and analyse digital forensic data from at least three device types, according to a reported incident.

In the course of the above, the candidate must:
document analysis findings 
adhere to required organisational and legislative guidelines.
[bookmark: _Toc23523764][bookmark: _Toc24098571]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
industry standard legislation and organisational procedures relating to acquiring digital forensic data, including 
privacy standards and policies
data standards and policies
internet and user identification protocols
mobile technology protocols 
data extraction methodologies and seizure techniques on a variety of devices, including how not to damage or destroy digital evidence 
features and markers of hashing
communication investigation techniques 
functions and features of computer systems and data stores
data logs, including server, network and firewall logs
function and features of system back ups
data extraction and forensic copying techniques 
file formats including structures, locations and file systems
data acquisition, identification and extraction methodologies including:
industry standard forensic tools
[bookmark: _Toc23523765][bookmark: _Toc24098572]non-invasive and invasive methodologies.
Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
three or more devices with data required for data extraction tasks
forensic software tools required to extract data from device
legislative and organisational procedures and requirements relating to the acquisition of digital forensic data.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: _Toc23523766][bookmark: _Toc24098573]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
 


[bookmark: _Toc36568554]ICTCYS608 Perform cyber security risk assessments
[bookmark: _Toc23523768][bookmark: _Toc24098575]Application
This unit describes the skills and knowledge required to conduct a risk assessment and analysis in a business environment. The risk assessment requires the identity and alignment of an organisation’s operating environment to their required risk register and the realignment of their operations.
It applies to those who work in risk functions of an organisation, including ICT risk managers, cyber security engineers, network engineers, DevOps engineers and cyber security solutions architects, and are responsible for designing security solutions.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: _Toc23523769][bookmark: _Toc24098576]Unit Sector
Cyber security
[bookmark: _Toc23523770][bookmark: _Toc24098577]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Prepare to perform risk assessment 
	1.1 Analyse organisations risk culture and document findings according to organisational requirements 
1.2 Research and document legislative and organisational cyber security risk requirements 
1.3 Obtain and analyse organisation’s risk register and determine its currency against organisational legislative requirements
1.4 Develop and document risk assessment plan according to organisational requirements 
1.5 Communicate risk assessment plan with required personnel and seek and respond to feedback

	2. Perform risk assessment 
	2.1 Initiate risk assessment according to plan
2.2 Document process and outcomes of risk assessment according to organisational policies and procedures 

	3. Finalise risk assessment 
	3.1 Analyse and document findings against risk register and determine operations outside of organisation’s risk appetite
3.2 Develop and document operational measures to align operations against risk register requirements 
3.3 Communicate risk assessment findings to required personnel and highlight areas of non-compliance and solutions 
3.4 Lodge documentation according to organisational requirements


[bookmark: _Toc23523771][bookmark: _Toc24098578]Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	Skill
	Description

	Reading
	Interprets and applies technical, legislative and organisational documentation to determine and confirm compliance and job requirements and compliance 

	Writing
	Develops workplace and legal documentation for a specific audience, using detailed language to convey explicit information, requirements and recommendations

	Planning and organising
	Develops the operational detail in stages, regularly reviewing priorities and performance during assessment procedure, and identifies and addresses issues of non-compliance

	Problem solving
	Demonstrates an understanding of context to recognise anomalies and subtle deviations to normal expectations, focusing attention and remedying problems as they arise


[bookmark: _Toc23523772][bookmark: _Toc24098579]Unit Mapping Information
[bookmark: _Toc23523773][bookmark: _Toc24098580]No equivalent unit. New unit.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2



[bookmark: _Toc36568555]Assessment Requirements for ICTCYS608 Perform cyber security risk assessments
[bookmark: _Toc23523775][bookmark: _Toc24098582]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
conduct a cyber security risk assessment on at least one occasion.

In the course of the above, the candidate must:
identify and analyse an organisation’s risk appetite and risk register against their daily operations 
research cyber security legislation and align organisational risk assessment to require legislation
document processes and outcomes.
[bookmark: _Toc23523776][bookmark: _Toc24098583]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
risk assessment methodologies and processes required in cyber security 
methodologies of identifying and measuring risk culture and risk appetite in the cyber environment
sources of legislative requirements required in cyber security 
organisational procedures applicable to conducting a cyber security risk assessment including, 
documenting risk assessment processes and findings
establishing requirements and features of cyber security risk assessment processes.
[bookmark: _Toc23523777][bookmark: _Toc24098584]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
software required to conduct a risk assessment
legislative documentation required to conduct a cyber security risk assessment 
information applicable to organisational environment, culture and operations required to conduct a cyber security risk assessment.

[bookmark: _Toc23523778][bookmark: _Toc24098585]Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.

Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
 


[bookmark: _Toc36568556]ICTCYS609 Evaluate threats and vulnerabilities of IoT devices 
[bookmark: _Toc23523792][bookmark: _Toc24098599]Application
This unit describes the skills and knowledge required to gather Internet of Things (IoT) devices and data from various sources and evaluate and identify threats and vulnerabilities.
It applies to those who work as IoT developers or cyber security and risk analysts and are responsible for cyber security activities including the evaluating IoT devices for threats and vulnerabilities.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: _Toc23523793][bookmark: _Toc24098600]Unit Sector
Cyber security
[bookmark: _Toc23523794][bookmark: _Toc24098601]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Develop evaluation strategy
	1.1 Research and determine an organisation’s requirements for evaluation of IoT devices
1.2 Research organisational operations, environment and culture and determine perceived threats and vulnerabilities
1.3 Develop and document evaluation strategy according to organisational requirements, policies and procedures
1.4 Submit evaluation strategy to required personnel and seek and respond to feedback 

	2. Prepare to valuate IoT devices 
	2.1 Prepare devices for evaluation according to technical specifications 
2.2 Secure data and networks according to technical specifications 

	3. Conduct evaluation 
	3.1 Run evaluation according to documented strategy and organisational policies and procedures
3.2 Confirm and document identified vulnerabilities and threats according to organisational policies and procedures
3.3 Document evaluation results according to organisational guidelines and requirements 

	4. Interpret and finalise findings
	4.1 Analyse evaluation findings and determine completeness and accuracy 
4.2 Categorise negative findings into threats and vulnerability and determine level of potential impact to operational activities 
4.3 Develop and document recommendations to remediate threat potential and lessen vulnerabilities 
4.4 Document finalised results and recommendations according to organisational requirements
4.5 Lodge documentation according to organisational policies and procedures


[bookmark: _Toc23523795][bookmark: _Toc24098602]Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	Skill
	Description

	Numeracy
	Uses mathematical formulae to determine requirements for evaluating quantitative findings

	Reading
	Identifies technical, manufacturer and organisational from documentation to determine and confirm job requirements

	Writing
	Prepares complex workplace documentation detailing processes and outcomes using required structure, layout and required language

	Planning and organising
	Develops the operational detail in stages, regularly reviewing priorities and performance during assessment procedure, and identifies and addresses issues of non-compliance

	Problem solving
	Identifies context to recognise anomalies and subtle deviations to normal expectations, focusing attention and remedying problems as they arise

	Self-management
	Takes full responsibility for identifying and considering organisational protocols and requirements

	Technology
	Identifies principles, concepts, language and practices associated with the digital and cyber world


[bookmark: _Toc23523796][bookmark: _Toc24098603]Unit Mapping Information
[bookmark: _Toc23523797][bookmark: _Toc24098604]No equivalent unit. New unit.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2



[bookmark: _Toc36568557]Assessment Requirements for ICTCYS609 Evaluate threats and vulnerabilities of IoT devices
[bookmark: _Toc23523799][bookmark: _Toc24098606]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
research and analyse an organisation’s internal and external operating culture, systems and networks to evaluate threats and vulnerabilities of IoT devices and interpret findings from at least three different IoT devices 

In the course of the above, the candidate must:
document processes and outcomes. 
[bookmark: _Toc23523800][bookmark: _Toc24098607]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
security risks and vulnerabilities in software systems
security risks and vulnerabilities of IoT devices
tools used in testing a network for vulnerabilities of IoT devices
tools used in testing a network for threats and vulnerabilities 
penetration testing methodologies required to evaluate threats and vulnerabilities of IoT devices 
risk mitigation strategies 
organisational procedures applicable to running vulnerability and threat assessments for IoT devices, including:
establishing goals and objectives of vulnerability assessments 
defining scope of testing and establishment of testing regime
documenting established requirements   
establishing penetration testing procedures
documenting findings, threats and work performed
key organisational environments, systems and networks required to evaluate threats and vulnerabilities of IoT devices.
[bookmark: _Toc23523801][bookmark: _Toc24098608]

Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
required hardware, software and IoT devices required to evaluate threats and vulnerabilities
required analytic platform and applicable user instructions
data recognition software required to evaluate threats and vulnerabilities
	organisational policies and procedures applicable to gathering, analysing and interpreting threat data.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: _Toc23523802][bookmark: _Toc24098609]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
 


[bookmark: _Toc36568558]ICTCYS610 Protect critical infrastructure for organisations
[bookmark: _Toc23523804][bookmark: _Toc24098611]Application
This unit describes the skills and knowledge required to analyse an organisation’s critical cyber operations and develop and implement a critical protections strategy that addresses the needs of the organisation. 
It applies to those who work as senior network and server administrators, cyber security analysts, security engineers, network engineers other cyber security related roles and are responsible for cyber security activities, including researching, developing and implementing protection strategies.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: _Toc23523805][bookmark: _Toc24098612]Unit Sector
Cyber security
[bookmark: _Toc23523806][bookmark: _Toc24098613]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Research critical infrastructure need for an organisation
	1.1 Research organisation’s need for critical infrastructure protection and document findings according to organisational requirements
1.2 Analyse organisation’s existing critical infrastructure protection plan 
1.3 Determine effectiveness and alignment of existing plan to organisational requirements
1.4 Identify operational systems, critical assets, segmentation and legislative requirements
1.5 Determine level of protection, vulnerability, risk and mitigation according to organisational requirements

	2. Develop protection strategy 
	2.1 Consolidate research findings and map critical processes according to organisational requirements 
2.2 Develop and document critical infrastructure protection plan according to organisational policies and procedures
2.3 Submit protection plan to required personnel and seek and respond to feedback 

	3. Implement protection strategy 
	3.1 Backup data according to organisational policies and procedures
3.2 Secure devices according to protection plan and technical requirements
3.3 Implement network segmentation according to protection plan and technical requirements
3.4 Apply software patches according to technical requirements
3.5 Implement additional protection plan requirements and asset management processes

	4. Test implementation outcomes 
	4.1 Test deployment of protection plan according to organisational policies and procedures 
4.2 Obtain and analyse results according to organisational policies and procedures 
4.3 Determine and document additional protection methods for critical infrastructure protection 
4.4 Submit documentation to required personnel and seek and respond to feedback 


[bookmark: _Toc23523807][bookmark: _Toc24098614]Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.

	Skill
	Description

	Reading
	Identifies technical, manufacturer and organisational from documentation to determine and confirm job requirements

	Writing
	Prepares complex workplace documentation detailing processes and outcomes using required structure, layout and required language

	Planning and organising
	Develops the operational detail in stages, regularly reviewing priorities and performance during strategy development and implementation, and identifies and addresses issues challenges as they arise 

	Problem solving
	Identifies context to recognise anomalies and subtle deviations to normal expectations, focusing attention and remedying problems as they arise

	Self-management
	Takes full responsibility for identifying and considering organisational protocols and requirements

	Technology
	Identifies principles, concepts, language and practices associated with the digital and cyber world


[bookmark: _Toc23523808][bookmark: _Toc24098615]Unit Mapping Information
[bookmark: _Toc23523809][bookmark: _Toc24098616]No equivalent unit. New unit.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2



[bookmark: _Toc36568559]Assessment Requirements for ICTCYS610 Protect critical infrastructure for organisations
[bookmark: _Toc23523811][bookmark: _Toc24098618]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
research, develop, implement and test an organisation’s critical protection infrastructure plan.

In the course of the above, the candidate must:
analyse operating environment 
document processes and outcomes.
[bookmark: _Toc23523812][bookmark: _Toc24098619]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
critical infrastructure sectors and assets
cyber security methodologies required to protect infrastructure for organisations 
legislative requirements applicable to researching, analysing and developing critical infrastructure protection policies. 
[bookmark: _Toc23523813][bookmark: _Toc24098620]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
required hardware, software and components 
organisational operating environments, networks and systems 
organisational style guides required for presenting documented processes, procedures and findings.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: _Toc23523814][bookmark: _Toc24098621]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
 


[bookmark: _Toc36568560]ICTCYS611 Configure security devices for organisations 
[bookmark: _Toc23523816][bookmark: _Toc24098623]Application
This unit describes the skills and knowledge required to implement the device security configuration on WAN links and DMZs for a medium to large size organisation.
It applies to those who work in senior cyber security roles including, senior network and senior server administrators, network engineers and security architects, and are responsible for the configuration and implementation of security for required devices. 
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: _Toc23523817][bookmark: _Toc24098624]Unit Sector
Cyber security
[bookmark: _Toc23523818][bookmark: _Toc24098625]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Prepare configuration of security devices 
	1.1 Conduct a needs analysis and determine organisation’s needs to configure security devices
1.2 Determine devices required for configuration according to organisational requirements
1.3 Determine network and system security requirements 
1.4 Obtain and review manufacturing and technical requirements for devices 
1.5 Research and document device risk threats and vulnerabilities according to organisational requirements

	2. Design configuration plan
	2.1 Develop and document configuration plan according to organisational requirements 
2.2 Submit plan to required personnel and seek and respond to feedback
2.3 Finalise plan and communicate to required personnel in preparation for configuration

	3. Configure security devices
	3.1 Isolate devices according to technical specification and configuration plan
3.2 Configure virtual networks according to specifications and plan
3.3 Configure secure site-to-site connectivity and VPN requirements 
3.4 Implement required encryption according to specifications and plan
3.5 Implement a DMZ according to specifications and plan

	4. Test configured devices
	4.1 Test configuration capabilities against requirements 
4.2 Conduct penetration test and record outcomes according to organisational  requirements
4.3 Document and communicate test findings to required personnel and implement any required configuration changes
4.4 Lodge documentation according to organisational policies and procedures


[bookmark: _Toc23523819][bookmark: _Toc24098626]Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	Skill
	Description

	Reading
	Organises, evaluates and critiques ideas and information from a range of complex texts
Uses a range of strategies to build and maintain understanding throughout complex texts

	Writing
	Prepares complex workplace documentation detailing processes and outcomes using required structure, layout and required language

	Planning and organising
	Develops the operational detail in stages, regularly reviewing priorities and performance during strategy development and implementation, and identifies and addresses issues challenges as they arise

	Problem solving
	Identifies context to recognise anomalies and subtle deviations to normal expectations, focusing attention and remedying problems as they arise

	Technology
	Demonstrates a sophisticated understanding of principles, concepts, language and practices associated with the digital world and uses these to troubleshoot and understand the uses and potential of new technology


[bookmark: _Toc23523820][bookmark: _Toc24098627]Unit Mapping Information
[bookmark: _Toc23523821][bookmark: _Toc24098628]No equivalent unit. New unit.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2



[bookmark: _Toc36568561]Assessment Requirements for ICTCYS611 Configure security devices for organisations 
[bookmark: _Toc23523823][bookmark: _Toc24098630]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
design a security configuration plan and implement device configuration for at least three different security devices.

 In the course of the above, the candidate must:
conduct cyber security needs analysis 
document processes and outcomes.
[bookmark: _Toc23523824][bookmark: _Toc24098631]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
procedures for configuring, verifying and troubleshooting security devices
cyber security device configuration methodologies
conducting cyber security needs analysis 
configuring security networks required to configure security devices.
[bookmark: _Toc23523825][bookmark: _Toc24098632]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
required hardware, software and components 
devices required for configuration
risk appetite of organisation required to configure security devices
organisational operating environments, networks and systems 
organisational style guides required for presenting documented processes, procedures and findings.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: _Toc23523826][bookmark: _Toc24098633]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
 


[bookmark: _Toc24036023][bookmark: _Toc36568562]ICTCYS612 Design and implement virtualised cyber security infrastructure for organisations 
[bookmark: _Toc24036024][bookmark: _Toc24098635]Application
This unit describes the skills and knowledge required to research, design, implement and test virtualised cyber security infrastructure in a small to medium sized organisation. 
It applies to those who  work in senior systems administrator roles including, network engineers and systems engineers, and are responsible for the design and implementation of virtualised cyber security infrastructures. 
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: _Toc24036025][bookmark: _Toc24098636]Unit Sector
Cyber security
[bookmark: _Toc24036026][bookmark: _Toc24098637]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Prepare to design infrastructure
	1.1 Analyse organisation’s operations to determine cyber security needs 
1.2 Research and identify industry standard network security options and security technologies
1.3 Determine data types, security levels, mission-critical network servers and secure boundary requirements 

	2. Design and plan infrastructure
	2.1 Design and document infrastructure requirements according to organisational requirements 
2.2 Determine and document implementation plan and timeframes 
2.3 Obtain tools, network access and data according to organisational requirements 
2.4 Plan and document network security monitoring strategy according to organisational requirements 
2.5 Distribute documentation to required personnel and seek and respond to feedback

	3. Implement infrastructure 
	3.1 Establish and create network boundaries according to infrastructure plan requirements
3.2 Implement network and server technologies according to  infrastructure plan requirements
3.3 Implement user security technologies according to infrastructure plan requirements
3.4 Set security levels and user access according to organisational requirements
3.5 Establish network security monitoring strategy according to plan requirements 

	4. Test infrastructure
	4.1 Test deployment of security infrastructure and its components according to technical specifications and  infrastructure plan requirements
4.2 Obtain and analyse test results, logs and user feedback
4.3 Adjust implemented technologies according to organisational requirements and user feedback


[bookmark: _Toc24036027][bookmark: _Toc24098638]Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.

	Skill
	Description

	Learning
	· Monitors outcomes of decisions, considering results and identifying key concepts and principles that may be adaptable in the future

	Oral communication
	· Uses listening and questioning techniques to articulate information and requirements using industry standard technical language intended for audience and environment

	Reading
	· Interprets technical, manufacturer and organisational documentation to determine and confirm job requirements

	Writing
	· Prepares complex workplace documentation detailing processes and findings using required structure, layout and required language

	Planning and organising
	· Develops the operational detail of an activity in stages, regularly reviewing priorities and performance during implementation, and identifying and addressing issues

	Problem solving
	· Uses a developed understanding of context to recognise anomalies and subtle deviations to normal expectations, focusing attention and remedying problems as they arise

	Self-management
	· Takes responsibility for identifying and considering organisational protocols and requirements
· Uses systematic processes, setting goals, gathering required information and identifying and evaluating options against agreed criteria

	Technology
	· Demonstrates an understanding of principles, concepts, language and practices associated with the digital world


[bookmark: _Toc24036028][bookmark: _Toc24098639]Unit Mapping Information
[bookmark: _Toc24036029][bookmark: _Toc24098640]No equivalent unit. New unit.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc24036030][bookmark: _Toc36568563]Assessment Requirements for ICTCYS612 Design and implement virtualised cyber security infrastructure for organisations 
[bookmark: _Toc24036031][bookmark: _Toc24098642]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
· design and implement cyber security infrastructure and review results against organisational needs on at least two different occasions.

In the course of the above, the candidate must:
· identify an organisation’s vulnerabilities, cyber security needs and data protection requirements 
· document findings, plan and processes. 
[bookmark: _Toc24036032][bookmark: _Toc24098643]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
· features and implementation methodologies of cyber security 
· cyber security infrastructure features including: 
application security
business continuity planning 
disaster recovery planning 
operational security (Opsec)
threat vectors
· organisational business processes and applicable cyber security requirements design and implementation
· organisational procedures applicable to designing and implementing cybersecurity infrastructure, including:
documenting established requirements, risks and work performed
establishing requirements and features of cyber security infrastructure
establishing maintenance and alert processes
testing methods and procedures
· security risks, and tolerance of risk in an organisation
· industry standard cyber security providers
· industry standards and regulations applicable to implementing cyber security infrastructure in an organisation 
· organisation, infrastructure and cyber security requirements.

[bookmark: _Toc24036033][bookmark: _Toc24098644]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
· hardware, software and its components required in the design and implementation of cyber security infrastructure
· an organisation’s operational details required for determining cyber security requirements
· application and user security technologies require for the design and implementation of cyber security infrastructure
· industry standard cyber security providers.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: _Toc24036034][bookmark: _Toc24098645]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
 


[bookmark: _Toc24036035][bookmark: _Toc36568564]ICTCYS613 Utilise design methodologies for security architecture
[bookmark: _Toc24036036][bookmark: _Toc24098647]Application
This unit describes the skills and knowledge required to design security architecture to organisation requirements, utilising specific design methodologies.
It applies to those who work in roles as senior network, systems and server administrators, cyber security engineers, DevOps engineer and cyber security solutions architects and are responsible for designing security solutions.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: _Toc24036037][bookmark: _Toc24098648]Unit Sector
Cyber security
[bookmark: _Toc24036038][bookmark: _Toc24098649]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Prepare to design security infrastructure 
	1.1 Analyse an organisation’s operation and infrastructure to identify security requirements
1.2 Research and identify industry standard design methodologies utilised in security architecture design
1.3 Determine required security level and perimeters, security features and security mode 
1.4 Establish all data types to be included in security architecture 1.5 Document all security architecture findings and confirm with required personnel

	2. Design security architecture 
	2.1 Establish and document specific requirements and features of security requirements 
2.2 Design and document security solution according to organisational requirements
2.3 Submit documentation to required personnel for initial feedback

	3. Finalise security architecture
	3.1 Demonstrate security design utilises major industry standard design methodologies
3.2 Demonstrate security design addresses organisational cyber security requirements 
3.3 Submit documentation to required personnel and seek and respond to feedback


[bookmark: _Toc24036039][bookmark: _Toc24098650]Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	Skill
	Description

	Learning
	· Monitors outcomes of decisions, considering results and identifying key concepts and principles that may be adaptable in the future

	Reading
	· Interprets technical, manufacturer and organisational documentation to determine and confirm job requirements

	Writing
	· Prepares complex workplace documentation detailing findings and solutions using required structure, layout and required language

	Planning and organising
	· Develops the operational detail in stages, regularly reviewing priorities and performance during implementation, and identifying and addressing issues

	Problem solving
	· Uses understanding of context to recognise anomalies and subtle deviations to normal expectations, focusing attention and remedying problems as they arise

	Self-management
	· Takes responsibility for identifying and considering organisational protocols and requirements
· Uses systematic processes, setting goals, gathering required information and identifying and evaluating options against agreed criteria

	Technology
	· Demonstrates an understanding of principles, concepts, language and practices associated with the digital world


[bookmark: _Toc24036040][bookmark: _Toc24098651]Unit Mapping Information
[bookmark: _Toc24036041][bookmark: _Toc24098652]No equivalent unit. New unit.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2



[bookmark: _Toc24036042][bookmark: _Toc36568565]Assessment Requirements for ICTCYS613 Utilise design methodologies for security architecture
[bookmark: _Toc24036043][bookmark: _Toc24098654]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
· use methodologies to design at least one cyber security solution for an organisation on at least one occasion.

In the course of the above, the candidate must:
· research and analyse industry standard design methodologies for designing security architecture
· document finalised security solution.
[bookmark: _Toc24036044][bookmark: _Toc24098655]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
· industry standard cyber security design methodologies 
· principles of cyber security 
· principles of security architecture
· different types of cyber security risks required to design security architecture 
· presenting security architecture in document form.
[bookmark: _Toc24036045][bookmark: _Toc24098656]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
· organisational data
· organisational operating structure 
· organisational procedures applicable to designing security architecture including: 
documentation processes 
establishing requirements and features of security strategies 
establishing baselines and metrics
testing methodologies. 

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.

[bookmark: _Toc24036046][bookmark: _Toc24098657]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
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