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[bookmark: _Toc40871913][bookmark: O_669128]
ICTSAS210 Update and maintain hardware, software and documentation inventories 
[bookmark: O_669129][bookmark: _Toc6326814][bookmark: _Toc9584405][bookmark: _Toc14175090][bookmark: _Toc40117584]Application
This unit describes the skills and knowledge required to update, store and record details of hardware, software and technical documentation within an inventory management software program.
[bookmark: _GoBack]It applies to frontline technical support personnel who work under supervision to maintain hardware, software and documentation in a small to large office environment.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: O_669132][bookmark: _Toc6326815][bookmark: _Toc9584406][bookmark: _Toc14175091][bookmark: _Toc40117585]Unit Sector
Systems administration and support
[bookmark: O_669133][bookmark: _Toc6326816][bookmark: _Toc9584407][bookmark: _Toc14175092][bookmark: _Toc40117586]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Update hardware, software and documentation inventories
	1.1 Access hardware, software and documentation inventories according to organisational procedures
1.2 Update hardware, software and documentation inventories according to organisational procedures
1.3 Update software licenses and upgrade software according to organisational procedures
1.4 Record and organise documentation storage 

	2. Maintain hardware, software and documentation inventories
	2.1 Examine and perform maintenance on hardware, software and documentation inventories according to organisational procedures 
2.2 Document maintenance procedures performed according to organisational procedures 
2.3 Store technical documentation according to organisational policies and procedures 
2.4 Access and disseminate technical documentation as required

	3. Finalise inventory maintenance activities
	3.1 Record maintenance activities according to organisational procedures
3.2 Store hardware, software and equipment that is not in use, according to technical manuals
3.3 Escalate maintenance problems to required personnel according to organisational procedures
3.4 Report completion of maintenance activities to required personnel


[bookmark: O_669134][bookmark: _Toc6326817][bookmark: _Toc9584408][bookmark: _Toc14175093][bookmark: _Toc40117587]Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	Skill
	Description

	Reading
	Accesses and interprets textual information from a range of sources to record, manage and maintain information

	Writing
	Accurately records and completes documentation according to organisational formats and procedures

	Oral Communication
	Participates in verbal exchanges of basic ideas that elicit views, opinions and feedback from others

	Planning and organising
	Interprets roles and responsibilities for task and makes basic decisions on work completion parameters
Plans and implements routine tasks and workload, making limited decisions on sequencing, timing and collaboration and seeking assistance in setting priorities

	Technology
	Interprets the purpose and operates the specific functions and key features of common digital systems and tools to complete routine tasks


[bookmark: O_669136][bookmark: _Toc6326818][bookmark: _Toc9584409][bookmark: _Toc14175094][bookmark: _Toc40117588]Unit Mapping Information
Supersedes and is equivalent to ICTSAS201 Maintain inventories for equipment, software and documentation.
[bookmark: O_669143][bookmark: _Toc6326819][bookmark: _Toc9584410][bookmark: _Toc14175095][bookmark: _Toc40117589]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2 
[bookmark: _Toc6326820][bookmark: _Toc9584411][bookmark: _Toc40117590][bookmark: _Toc40871914]
Assessment Requirements for ICTSAS210 Update and maintain hardware, software and documentation inventories
[bookmark: O_669138][bookmark: O_669139][bookmark: _Toc6326821][bookmark: _Toc9584412][bookmark: _Toc14175097][bookmark: _Toc40117591]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
update and maintain at least one of each hardware and software inventories according to identified storage and retrieval policy and organisational procedures
update and maintain at least two documentation inventories according to identified storage and retrieval policy and organisational procedures, including:
user documentation
technical manuals
create a profile and description for hardware inventories.
[bookmark: O_669140][bookmark: _Toc6326822][bookmark: _Toc9584413][bookmark: _Toc14175098][bookmark: _Toc40117592]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
organisational procedures including:
hardware, software and documentation inventory access
hardware, software and documentation inventory updates
software licenses and software upgrades
hardware, software and documentation inventory maintenance
maintenance documentation and recording
escalation procedures
technical documentation processes
software licensing requirements
inventory principles and procedures.
[bookmark: O_669141][bookmark: _Toc6326823][bookmark: _Toc9584414][bookmark: _Toc14175099][bookmark: _Toc40117593]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
hardware, equipment and materials
industry and inventory management software packages
organisational documentation
enterprise intranet
required person for escalation.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: O_669144][bookmark: _Toc6326824][bookmark: _Toc9584415][bookmark: _Toc14175100][bookmark: _Toc40117594]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2 
[bookmark: _Toc40117595][bookmark: _Toc40871915]
ICTSAS211 Develop solutions for basic ICT malfunctions and problems
[bookmark: O_669162]
[bookmark: O_669163][bookmark: _Toc14175102][bookmark: _Toc40117596]Application
This unit describes the skills and knowledge required to apply problem-solving techniques to determine the origin of basic Information and Communications Technology (ICT) malfunctions and problems and develop solutions for their resolution.
It applies to those who work under supervision within ICT environments to provide frontline technical support, diagnose technical problems and determine potential solutions.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: O_669166][bookmark: _Toc14175103][bookmark: _Toc40117597]Unit Sector
Systems administration and support
[bookmark: O_669167][bookmark: _Toc14175104][bookmark: _Toc40117598]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Identify nature and scope of basic ICT malfunctions and problems
	1.1 Access and gather information on malfunction and problem according to organisational procedures
1.2 Determine the malfunction according to task requirements
1.3 Investigate current condition of malfunction and problem
1.4 Escalate malfunction when outside scope of own role according to organisational procedures
1.5 Document and confirm work with required personnel

	2. Research and determine solutions
	2.1 Research potential solutions for identified malfunction
2.2 Develop and determine recommendations for potential solutions
2.3 Document and submit proposed solution to required personnel according to organisational procedures

	3. Prepare to implement solutions 
	3.1 Obtain approval for solution implementation
3.2 Plan implementation of chosen solution
3.3 Plan evaluation of implemented solution
3.4 Document solution plan and submit to required personnel according to organisational procedures



[bookmark: O_669168][bookmark: _Toc14175105][bookmark: _Toc40117599]Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria 
	Skill
	Description

	Reading
	Interprets familiar textual information from a range of sources to identify misleading information, compare technical specifications, and identify solutions to new and emerging issues

	Writing
	Accurately records and completes documentation according to organisational formats and procedures

	Teamwork
	Takes steps to collaborate with others using accepted communication practices and protocols

	Planning and organising
	Efficiently plans and implements routine tasks
Identifies roles and responsibilities for task and makes basic decisions on work completion parameters 

	Problem solving
	Initiates standard diagnostic procedures when responding to familiar and unfamiliar problems within immediate context, and seeks input from others when problems remain unresolved

	Technology
	Interprets the purposes, specific functions and key features of common digital systems and tools, and operates them effectively to complete routine tasks



[bookmark: O_669170][bookmark: _Toc14175106][bookmark: _Toc40117600]Unit Mapping Information
Supersedes and is equivalent to ICTSAS202 Apply problem-solving techniques to routine ICT malfunctions.
[bookmark: O_669177][bookmark: _Toc14175107][bookmark: _Toc40117601]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2 
[bookmark: _Toc40117602][bookmark: _Toc40871916]
Assessment Requirements for ICTSAS211 Develop solutions for basic ICT malfunctions and problems
[bookmark: O_669172][bookmark: O_669173][bookmark: _Toc14175109][bookmark: _Toc40117603]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
identify at least one basic hardware or software malfunction and at least one user or procedural ICT problem
develop and document potential solutions to each of the above.

In the course of the above, the candidate must:
refer unresolved problems to required support personnel
[bookmark: O_669174][bookmark: _Toc14175110]apply problem-solving techniques to determine the origin of ICT problems.
[bookmark: _Toc40117604]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of: 
organisational procedures regarding:
accessing malfunctioning hardware, software, user or procedural malfunctions
Work Health and Safety (WHS) requirements for hardware and equipment use 
required industry hardware and software products and services
required industry maintenance, service and helpdesk practices, processes and procedures
operating systems used within the ICT industry
required industry standard diagnostic tools
computer malfunctions and resolutions
basic industry documentation practices and procedures
problem solving techniques that may be used in the development of solutions for basic ICT malfunctions and problems. 
[bookmark: O_669175][bookmark: _Toc14175111][bookmark: _Toc40117605]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
hardware and software with ICT malfunctions
ICT problems relating to users or systems
organisational procedures
digital device with internet connectivity and required browsers.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: O_669178][bookmark: _Toc14175112][bookmark: _Toc40117606]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2 
[bookmark: _Toc40117607][bookmark: _Toc40871917][bookmark: O_669215][bookmark: O_669216][bookmark: _Toc14175114]
ICTSAS212 Record the requirements of client support requests 
[bookmark: _Toc40117608]Application
This unit describes the skills and knowledge required to record, prioritise and escalate client support requests, using the required record-keeping and documentation practices.
It applies to those who provide frontline technical client support in small or large office environments. In this context, the individual is not expected to resolve the client support requests. 
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: O_669219][bookmark: _Toc14175115][bookmark: _Toc40117609]Unit Sector
Systems administration and support
[bookmark: O_669220][bookmark: _Toc14175116][bookmark: _Toc40117610]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Log support requests
	1.1 Obtain client support request according to organisational procedures
1.2 Document support request requirements and characteristics according to organisational procedures and client needs
1.3 Review client support history and details
1.4 Confirm request with client 

	2. Prioritise and progress support requests 
	2.1 Identify guidelines for prioritising and rating client requests according to business scheduling requirements
2.2 Determine the prioritisation, rating and timeframe of client request
2.3 Process client request according to business scheduling requirements 
2.4 Escalate requests to required personnel or department for action

	3. Record support request outcome and seek feedback
	3.1 Document support request outcome according to organisational procedures
3.2 Seek client satisfaction and request process feedback from required personnel



[bookmark: O_669221][bookmark: _Toc14175117][bookmark: _Toc40117611]Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	Skill
	Description

	Reading
	Interprets familiar textual information from a range of sources to identify and review practices and determine that standards have been maintained

	Writing
	Accurately records and completes documentation according to organisational formats and procedures

	Teamwork
	Identifies and takes steps to follow accepted communication practices and protocols

	Planning and organising
	Understands roles and responsibilities for task and makes basic decisions, within familiar situations, on work completion parameters in accordance with organisational standards
Plans and implements routine tasks

	Technology
	Interprets the purposes, specific functions and key features of common digital systems and tools, and operates them effectively to complete routine tasks



[bookmark: O_669223][bookmark: _Toc14175118][bookmark: _Toc40117612]Unit Mapping Information
Supersedes and is equivalent to ICTSAS204 Record client support requirements.
[bookmark: O_669230][bookmark: _Toc14175119][bookmark: _Toc40117613]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2 
[bookmark: _Toc40117614][bookmark: _Toc40871918]
Assessment Requirements for ICTSAS212 Record the requirements of client support requests 
[bookmark: O_669225][bookmark: O_669226][bookmark: _Toc14175121][bookmark: _Toc40117615]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to: 
record, prioritise and escalate at least two client support requests from at least two different clients.

In the course of the above, the candidate must:
· log support requests resulting from tickets, phone calls, emails, video calls, automated requests or direct messages
determine time sensitivity and importance of requests against business or client needs 
· refer client support requests in line with business scheduling requirements
[bookmark: O_669227]follow up support request progression and client satisfaction.
Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of: 
organisational procedures for:
obtaining and documenting client support request
guidelines for prioritising and rating client requests
escalation processes and procedures 
logging procedures
prioritising client requests
· frontline client support software, hardware diagnostic tools and maintenance procedures 
· business scheduling requirements
responsibilities of frontline technical client support
· business documentation and record-keeping practices.
[bookmark: O_669228][bookmark: _Toc14175122][bookmark: _Toc40117616]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
equipment, software and tools required to process and document requests
client support requests and required documentation
client support history records
· organisational policy and procedures for:
critical cases and escalation processes and procedures 
escalation procedures
logging procedures
prioritising client requests.

[bookmark: O_669231]Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: _Toc14175123][bookmark: _Toc40117617]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2 
[bookmark: _Toc40117618][bookmark: _Toc40871919]
ICTSAS213 Maintain the integrity of ICT systems 
[bookmark: O_669234][bookmark: O_669235][bookmark: _Toc14175125][bookmark: _Toc40117619]Application
This unit describes the skills and knowledge required to backup, protect and secure stand-alone and networked client server environments.
It applies to technical support individuals who are required to uphold workflow and quality processes in a small or large office environment through the maintenance of Information and Communications Technology (ICT) systems.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: O_669238][bookmark: _Toc14175126][bookmark: _Toc40117620]Unit Sector
Systems administration and support
[bookmark: O_669239][bookmark: _Toc14175127][bookmark: _Toc40117621]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Prepare to test ICT system integrity
	1.1 Determine restoration and back up schedule according to organisational procedures
1.2 Identify and confirm storage and backup destination with required personnel
1.3 Perform backup according to task requirements 
1.4 Label and store backups according to organisational procedures and backup schedule
1.5 Update system with virus protection and scanning software according to cyber security procedures 
1.6 Identify copyright and privacy legislation for licensed software and work

	2. Conduct ICT system testing and backup procedures 
	2.1 Test restoration procedures according to organisational procedures
2.2 Restore data under instruction from required personnel
2.3 Carry out virus scanning and report detected viruses to required personnel
2.4 Remove viruses and malware according to organisational procedures and within scope of own role
2.5 Check hardware devices and networks for operating condition and performance 

	3. Finalise and record current state of ICT systems
	3.1 Document and report backup results 
3.2 Maintain records of backups, file names, licence numbers and their location
3.3 Report licensing anomalies related to software to required personnel



[bookmark: O_669240][bookmark: _Toc14175128][bookmark: _Toc40117622]Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	Skill
	Description

	Reading
	Interprets familiar textual information from a range of sources to identify and review practices and determine that standards have been maintained
Researches and interprets information to identify, monitor and evaluate technical information and maintain standards

	Writing
	Accurately records and completes documentation according to organisational formats and procedures

	Teamwork
	Identifies and takes steps to follow accepted communication practices and protocols

	Planning and organising
	Plans and implements routine tasks

	Problem solving
	Makes low-impact decisions within familiar situations, based on a range of predefined or routine solutions, and evaluates the effectiveness of the outcome

	Self-management
	Identifies roles and responsibilities for task and makes basic decisions on work completion parameters in accordance with organisational standards

	Technology
	Identifies the purposes, specific functions and key features of common digital systems and tools, and operates them effectively to complete routine tasks



[bookmark: O_669242][bookmark: _Toc14175129][bookmark: _Toc40117623]Unit Mapping Information
Supersedes and is equivalent to ICTSAS205 Maintain ICT system integrity.
[bookmark: O_669249][bookmark: _Toc14175130][bookmark: _Toc40117624]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2 
[bookmark: O_669244][bookmark: O_669245][bookmark: _Toc40117625][bookmark: _Toc14175132][bookmark: _Toc40871920]
Assessment Requirements for ICTSAS213 Maintain the integrity of ICT systems 
[bookmark: _Toc40117626]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
backup, protect and secure at least two client server environments

In the course of the above, the candidate must:
review organisational backup schedule
follow system maintenance procedures
create, restore, label, delete, archive and report file backups 
check hardware and networks for compliance with licensing requirements
report data security, privacy, copyright and licensing compliance anomalies
[bookmark: O_669246][bookmark: _Toc14175133]perform virus protection and scanning software updates.
[bookmark: _Toc40117627]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
organisational procedures for:
backups, restoration and testing procedures and operations
file name conventions and storage of backups
malware and virus scans 
copyright and privacy legislation
inventory and maintenance procedures
industry accepted hardware and software products
virus protection methods
diagnostic tools that may be used in maintaining the integrity of ICT systems
storage and retrieval guidelines
system performance metrics and system performance testing tools
legislation relating to restoration procedures, copyright, privacy and General Public Licence (GPL).
[bookmark: O_669247][bookmark: _Toc14175134][bookmark: _Toc40117628]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
stand-alone and networked client server environments
hardware containing information and data 
antivirus and scanning software 
technical records and documentation
copyright, GPL and privacy legislation.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: O_669250][bookmark: _Toc14175135][bookmark: _Toc40117629]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2  
[bookmark: _Toc40117630][bookmark: _Toc40871921][bookmark: O_669268]
ICTSAS214 Protect devices from spam and destructive software
[bookmark: O_669269][bookmark: _Toc14175137][bookmark: _Toc40117631]Application
This unit describes the skills and knowledge required to reduce the risk of a device’s operation being affected by spam or destructive software by implementing a range of protective cyber security procedures.
It applies to those working under a level of supervision who have responsibility to provide technical support, exercise discretion to protect devices and secure software in a workplace environment.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: O_669272][bookmark: _Toc14175138][bookmark: _Toc40117632]Unit Sector
Systems administration and support
[bookmark: O_669273][bookmark: _Toc14175139][bookmark: _Toc40117633]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Prepare to protect devices from spam and destructive software
	1.1 Research and identify common types of spam and destructive software
1.2 Identify protective measures against spam and destructive software according to organisational procedures
1.3 Select and install spam filter and virus protection software compatible with device
1.4 Update software according to organisational procedures and vendor instructions
1.5 Configure software security settings and spam filter for protection against destructive software according to organisational procedures
1.6 Create schedule to run virus protection software according to organisational procedures

	2. Initiate spam and destructive software protection procedures
	2.1 Run virus protection and spam filter software according to schedule
2.2 Identify spam and destructive software on device
2.3 Report spam and destructive software to required personnel
2.4 Select protective measure for spam and destructive software removal according to organisational procedures
2.5 Remove spam and destructive software according to organisational procedures

	3. Finalise and record protection measures
	3.1 Document outcome of protective measures according to organisational procedures
3.2 Maintain records of spam and destructive software 
3.3 Report outcomes of protective measures to required personnel



[bookmark: O_669274][bookmark: _Toc14175140][bookmark: _Toc40117634]Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	Skill
	Description

	Reading
	Researches and interprets information to identify misleading information and compare technical specifications, and identify solutions to new and emerging issues to maintain system

	Writing
	Accurately records and completes documentation according to organisational formats and procedures

	Oral Communication
	Presents information in a clear manner, using specific and appropriate language

	Teamwork
	Identifies and takes steps to follow accepted communication practices and protocols

	Planning and organising
	Plans and implements routine tasks

	Problem solving
	Initiates standard diagnostic procedures when responding to familiar and unfamiliar problems within immediate context, and seeks input from others when problems remain unresolved

	Technology
	Interprets the purposes, specific functions and key features of common digital systems and tools, and operates them effectively to complete routine tasks



[bookmark: O_669276][bookmark: _Toc14175141][bookmark: _Toc40117635]Unit Mapping Information
Supersedes and is equivalent to ICTSAS206 Detect and protect from spam and destructive software.
[bookmark: O_669283][bookmark: _Toc14175142][bookmark: _Toc40117636]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2  
[bookmark: _Toc40117637][bookmark: _Toc40871922]
Assessment Requirements for ICTSAS214 Protect devices from spam and destructive software
[bookmark: O_669278]
[bookmark: O_669279][bookmark: _Toc14175144][bookmark: _Toc40117638]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
detect and remove:
at least one piece of spam from a device 
at least one piece of destructive software from a different device.

In the course of the above, the candidate must:
identify spam types, destructive software and protective measures
update spam filter and virus protection software as available
maintain and report on protective measures taken against spam and destructive software.
[bookmark: O_669280][bookmark: _Toc14175145][bookmark: _Toc40117639]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
spam types and destructive software on a range of different devices including:
desktop computers
laptops
tablets
mobile and smartphones
wearables
media players
organisational procedures regarding:
protective measures against spam and destructive software
software updates
software security and spam filter settings
protective procedures for spam and destructive software removal
documenting and reporting outcome of protective measures
spam and virus intrusions and remedial actions
types of protective applications used against viruses and spam
operating systems features and components
 components of hardware that may be affected by spam
technical records, vendor documentation, enterprise procedures and guidelines.

[bookmark: O_669281][bookmark: _Toc14175146][bookmark: _Toc40117640]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
working areas with a representative range of devices, application software and operating systems
industry standard antivirus and anti-spam software
technical records and vendor instructions 
enterprise procedures and guidelines.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: O_669284][bookmark: _Toc14175147][bookmark: _Toc40117641]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2 
[bookmark: O_669302][bookmark: O_669303][bookmark: _Toc14175149][bookmark: _Toc40117642][bookmark: _Toc40871923]
ICTSAS215 Protect and secure information assets
[bookmark: _Toc40117643]Application
This unit describes the skills and knowledge required to ensure information assets are protected from improper access and to secure assets in the event that they are threatened.
It applies to those who, while working under a level of supervision in a frontline technical support capacity, have the responsibility to exercise security measures on information assets in a small or large office environment.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: O_669306][bookmark: _Toc14175150][bookmark: _Toc40117644]Unit Sector
Systems administration and support
[bookmark: O_669307][bookmark: _Toc14175151][bookmark: _Toc40117645]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Identify assets and threats
	1.1 Identify information assets in the organisation
1.2 Identify and record mechanisms by which information assets are accessed, transmitted and stored
1.3 Identify nature of threats to information assets and determine threat impact according to organisational processes

	2. Protect assets
	2.1 Identify and confirm actions, mechanisms and strategies to protect information assets with required personnel
2.2 Secure assets according to organisational procedures
2.3 Report outcomes and escalate issues to required personnel

	3. Mitigate or prevent damage to assets
	3.1 Identify signs and evidence that information assets are threatened or undergoing loss or damage
3.2 Provide first level response to reduce effects, mitigate damage and protect evidence
3.3 Report incident, resulting effects and actions taken to required personnel

	4. Document final condition of information assets
	4.1 Finalise documentation outlining current state of information assets according to organisational procedures
4.2 Save, store and back up reports according to organisational procedures
4.3 Maintain records and reports of information assets according to organisational procedures



[bookmark: O_669308][bookmark: _Toc14175152][bookmark: _Toc40117646]Foundation Skills
This section describes language, literacy, numeracy and employment skills incorporated in the performance criteria that are required for competent performance.
	Skill
	Description

	Reading
	Researches and interprets text to identify misleading information and compare technical specifications, and identify solutions to new and emerging issues to maintain system

	Writing
	Accurately records and completes documentation according to organisational formats and procedures

	Teamwork
	Identifies and takes steps to follow accepted communication practices and protocols

	Planning and organising
	Interprets roles and responsibilities for task and makes basic decisions on work completion parameters in accordance with organisational standards
Plans and implements routine tasks

	Problem Solving
	Initiates standard diagnostic procedures when responding to familiar and unfamiliar problems within immediate context, and seeks input from others when problems remain unresolved

	Technology
	Interprets the purposes, specific functions and key features of common digital systems and tools, and operates them to complete routine tasks



[bookmark: O_669310][bookmark: _Toc14175153][bookmark: _Toc40117647]Unit Mapping Information
Supersedes and is equivalent to ICTSAS207 Protect and secure information assets.
[bookmark: O_669317][bookmark: _Toc14175154][bookmark: _Toc40117648]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
[bookmark: O_669312][bookmark: O_669313][bookmark: _Toc40117649][bookmark: _Toc14175156][bookmark: _Toc40871924]
Assessment Requirements for ICTSAS215 Protect and secure information assets 
[bookmark: _Toc40117650]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
protect and secure at least two different information assets types. 

In the course of the above, the candidate must:
identify how information assets are used, specific to different organisations
establish and analyse potential threats 
secure, mitigate and prevent damage to assets 
discuss details of security threats and issues relating to information assets 
document and report work issues.
[bookmark: O_669314][bookmark: _Toc14175157][bookmark: _Toc40117651]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
organisational procedures, including:
asset security
current state of information asset reporting
records and report of information asset maintenance
key sources of information assets
types of security responses available to secure assets
organisational information assets 
general Information and Communications Technology (ICT) hardware and security implications
security procedures relevant to organisational requirements.
[bookmark: O_669315][bookmark: _Toc14175158][bookmark: _Toc40117652]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
working areas with required hardware and office environments representing a range of workplaces
software systems required to demonstrate the performance evidence 
organisational information assets
technical records, documentation and enterprise procedures.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: O_669318][bookmark: _Toc14175159][bookmark: _Toc40117653]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2

[bookmark: _Toc40117654][bookmark: _Toc40871925][bookmark: O_669321][bookmark: O_669322][bookmark: _Toc14175161]
ICTSAS216 Maintain ICT equipment and replace consumables
[bookmark: _Toc40117655]Application
This unit describes the skills and knowledge required to maintain the operation of basic Information and Communications Technology (ICT) equipment, and the replacement of consumables.
It applies to technical support individuals who, while working under a level of supervision, perform routine tasks within an office environment concerning the maintenance of ICT equipment and replacement of consumables. ICT equipment and consumables includes applications, chemicals, computer accessories, data storage devices, digital cameras, fax and copier supplies, laser and inkjet cartridges, ribbons, scanners and wireless technology modems.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: O_669325][bookmark: _Toc14175162][bookmark: _Toc40117656]Unit Sector
Systems administration and support
[bookmark: O_669326][bookmark: _Toc14175163][bookmark: _Toc40117657]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Access cleaning supplies and clean equipment
	1.1 Access and verify cleaning supplies for usability on selected equipment with required personnel
1.2 Clean equipment according to manufacturer specifications, organisational manuals and work health and safety (WHS) principles and guidelines

	2. Replace and manage ICT equipment 
	2.1 Access consumables from storage points and record usage according to organisational procedures
2.2 Replace consumables and log action according to organisational procedures
2.3 Dispose of consumables following environmental guidelines
2.4 Test replaced consumables according to organisational procedures

	3. Maintain ICT equipment 
	3.1 Identify and access ICT equipment according to maintenance guidelines
3.2 Maintain ICT equipment according to organisational procedures and manufacturer specifications
3.3 Document equipment information and maintenance procedures performed according to organisational procedures 
3.4 Test equipment according to organisational procedures 

	4. Finalise maintenance activities
	4.1 Plan maintenance schedule according to business needs to prevent interruption of business activities during maintenance procedures
4.2 Store unused consumables and ICT equipment according to manufacturer specifications and organisational procedures
4.3 Save and file maintenance documentation according to organisational procedures
4.4 Report and confirm work activity and outcomes with required personnel



[bookmark: O_669327][bookmark: _Toc14175164][bookmark: _Toc40117658]Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	Skill
	Description

	Reading
	Integrates and evaluates a range of textual information to maintain effective methods and standards

	Writing
	Accurately records and completes documentation according to organisational formats and procedures

	Oral Communication
	Uses listening and questioning techniques to clarify schedules while maintaining business standards

	Numeracy
	Recognises and applies familiar measurements relating to time durations  

	Self-management
	Interprets roles and responsibilities for task and makes basic decisions on work completion parameters in accordance with organisational procedures, WHS and environmental guidelines
Plans and implements routine tasks

	Problem solving
	Makes low-impact decisions within familiar situations, based on a range of predefined or routine solutions, and evaluates the effectiveness of the outcome

	Technology
	Interprets the purposes, specific functions and key features of common digital systems and tools, and operates them effectively to complete routine tasks


[bookmark: O_669329][bookmark: _Toc14175165][bookmark: _Toc40117659]Unit Mapping Information
Supersedes and is equivalent to ICTSAS208 Maintain ICT equipment and consumables.

[bookmark: O_669336][bookmark: _Toc14175166][bookmark: _Toc40117660]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
[bookmark: O_669331][bookmark: O_669332][bookmark: _Toc14175168][bookmark: _Toc40117661][bookmark: _Toc40871926]
Assessment Requirements for ICTSAS216 Maintain ICT equipment and replace consumables
[bookmark: _Toc40117662]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
perform maintenance procedures on two different pieces of basic ICT equipment,
replace and dispose of a consumable item from basic ICT equipment on at least one occasion.

In the course of the above, the candidate must:
clean equipment following manufacturer specifications, organisation and WHS policy and procedures
access, replace and dispose of consumables according to regulations and organisational policy
test and maintain consumables and ICT equipment 
store unused consumables and ICT equipment 
document, record, log and store documentation of maintenance activities  and confirm with required personnel.
[bookmark: O_669333][bookmark: _Toc14175169][bookmark: _Toc40117663]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
organisational procedures including:
consumables replacement information logs
consumables storage
consumables testing
ICT equipment maintenance documentation and filing procedures
storage and retrieval of information procedures
equipment and chemical storage, control and disposal procedures
industry standard hardware and software and manufacturer maintenance guides
work health and safety procedures, principles and responsibilities that may be used in the process of maintaining ICT equipment and replacing consumables 
environmental guidelines that may be used in the storage and disposal of ICT equipment.
[bookmark: O_669334][bookmark: _Toc14175170][bookmark: _Toc40117664]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
a site at which ICT equipment maintenance may be carried out
cleaning supplies
a range of consumables, such as those listed within the performance evidence
ICT equipment currently used in industry
equipment documentation required for maintenance activities.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: O_669337][bookmark: _Toc14175171][bookmark: _Toc40117665]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
[bookmark: _Toc9516767][bookmark: _Toc9584416][bookmark: _Toc40117666][bookmark: _Toc9516779][bookmark: _Toc40871927][bookmark: O_669340][bookmark: O_669341][bookmark: _Toc9584417][bookmark: _Toc14175173]
ICTSAS217 Connect a home based local wireless network
[bookmark: _Toc40117667]Application
This unit describes the skills and knowledge required to install, configure and secure network components, such as a wireless router and adapters, to a small home based local wireless network.
It applies to individuals who, while working under a level of supervision, have responsibility in a frontline technical support capacity to connect a wireless router and adapters to a home-based wireless fidelity (Wi-Fi) network to provide wireless connectivity to compatible devices.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: O_669344][bookmark: _Toc9584418][bookmark: _Toc14175174][bookmark: _Toc40117668]Unit Sector
Systems administration and support
[bookmark: O_669345][bookmark: _Toc9584419][bookmark: _Toc14175175][bookmark: _Toc40117669]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Prepare for installation
	1.1 Document client requirements and confirm with required personnel
1.2 Identify documentation and technical support options
1.3 Identify digital devices to be connected to the network and confirm wireless network component requirements
1.4 Determine and confirm vendor warranty and support services 
1.5 Identify required work health and safety (WHS) standards for installation process

	2. Install and configure wireless router and adapters 
	2.1 Access digital devices and wireless network components
2.2 Validate contents of delivered components and physical contents match packing list and resolve discrepancies if required
2.3 Determine internet service provider (ISP) connection properties
2.4 Install wireless router according to manufacturer specifications
2.5 Configure wireless router using router configuration properties 
2.6 Install wireless adapters according to manufacturer specifications
2.7 Configure Wi-Fi system according to router configuration properties

	3. Secure the wireless system and finalise connection
	3.1 Set security components of Wi-Fi system
3.2 Test security components and connectivity of Wi-Fi system
3.3 Update documentation regarding security issues and components used
3.4 Store any unused adapters
3.5 Dispose of waste following environmental guidelines



[bookmark: O_669346][bookmark: _Toc9584420][bookmark: _Toc14175176][bookmark: _Toc40117670]Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	Skill
	Description

	Learning
	Identifies and uses new and upgraded technology skills to enhance learning

	Reading
	Interprets a range of texts to evaluate and integrate strategies and determine standards have been maintained

	Writing
	Uses simple vocabulary to record information and prepare required documents in a sequential manner 

	Oral Communication
	Uses listening and questioning techniques to confirm requirements

	Teamwork
	Identifies and takes steps to follow accepted communication practices and protocols

	Planning and organising
	Interprets roles and responsibilities for task and makes basic decisions on work completion parameters in accordance with client requirements and WHS standards
Plans and implements routine tasks aiming to achieve them efficiently

	Problem solving
	Makes low-impact decisions within familiar situations, based on a range of predefined and routine solutions and evaluates outcome

	Technology
	Utilises basic knowledge of industry hardware and software 
Interprets the purpose and operates the specific functions and key features of digital systems and tools to complete routine tasks




[bookmark: O_669348][bookmark: _Toc9584421][bookmark: _Toc14175177][bookmark: _Toc40117671]Unit Mapping Information
Supersedes and is equivalent to ICTSAS209 Connect and use a home based local wireless network.
[bookmark: O_669355][bookmark: _Toc9584422][bookmark: _Toc14175178][bookmark: _Toc40117672]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
[bookmark: _Toc9584423][bookmark: _Toc40117673][bookmark: _Toc40871928][bookmark: O_669350][bookmark: O_669351][bookmark: _Toc9584424][bookmark: _Toc14175180]
Assessment Requirements for ICTSAS217 Connect a home based local wireless network
[bookmark: _Toc40117674]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
install, configure and secure a wireless router and its adapters, to a small home based local wireless network on at least two separate occasions.
[bookmark: O_669352][bookmark: _Toc9584425][bookmark: _Toc14175181][bookmark: _Toc40117675]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
computer component installation procedures
industry accepted Wi-Fi network products
manufacturer specifications that maybe used in the process of connecting a home based local wireless network
router configuration properties
Wi-Fi installation requirements
Wi-Fi systems and Wi-Fi security considerations
ISP connection protocols
vendor warranty and support services
environmental guidelines for waste disposal
WHS standards and procedures that maybe used in the process of connecting a home based local wireless network
wireless network components.
[bookmark: O_669353][bookmark: _Toc9584426][bookmark: _Toc14175182][bookmark: _Toc40117676]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
internet access
industry standard wireless router and adapters
digital devices connected to the network
technical support and documentation.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: O_669356][bookmark: _Toc9584427][bookmark: _Toc14175183][bookmark: _Toc40117677]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2

[bookmark: _Toc9584428][bookmark: _Toc40117678][bookmark: _Toc9516791][bookmark: _Toc40871929][bookmark: O_669450][bookmark: O_669451][bookmark: _Toc9584429][bookmark: _Toc14175185]
ICTSAS309 Maintain and repair ICT equipment and software
[bookmark: _Toc40117679]Application
This unit describes the skills and knowledge required to carry out maintenance and fault repair according to organisational procedures, in order to keep Information and Communications Technology (ICT) equipment and software operating.
It applies to frontline technical support individuals who work under a level of supervision and have some responsibility to maintain and repair ICT equipment and software.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: O_669454][bookmark: _Toc9584430][bookmark: _Toc14175186][bookmark: _Toc40117680]Unit Sector
Systems administration and support
[bookmark: O_669455][bookmark: _Toc9584431][bookmark: _Toc14175187][bookmark: _Toc40117681]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Determine and undertake required equipment maintenance
	1.1 Access ICT equipment that requires maintenance
1.2 Examine and review organisational ICT equipment maintenance procedures
1.3 Determine and undertake internal maintenance according to organisational maintenance procedures
1.4 Report problems to required personnel

	2. Diagnose and repair faults
	2.1 Identify faulty ICT equipment and software
2.2 Test faulty ICT equipment and software according to manufacturing guidelines and task requirements 
2.3 Analyse test results
2.4 Review historical fault data 
2.5 Develop plans, with prioritised tasks and contingency arrangements for repair and replacement of faulty equipment and software
2.6 Liaise with required personnel and obtain plan approvals
2.7 Obtain ICT components and repair equipment and software in a timely, organised manner, following work health and safety (WHS) standards

	3. Update documentation and make recommendations for future maintenance
	3.1 Record maintenance, fault data and equipment modifications according to organisational standards
3.2 Identify and report instances where preventative measures were required
3.3 Dispose of faulty parts and other waste according to environmental guidelines
3.4 Review and update maintenance and fault data and report outcomes to required personnel



[bookmark: O_669456][bookmark: _Toc9584432][bookmark: _Toc14175188][bookmark: _Toc40117682]Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	Skill
	Description

	Reading
	Integrates and evaluates a range of textual information to record and maintain required procedures 

	Writing
	Conveys specific information using precise language and the required format for intended audience and purpose and records information 

	Oral Communication
	Articulates clearly using required language and listening and questioning techniques to report data and confirm proposed plans

	Numeracy
	Recognises and applies familiar measurements relating to time durations

	Teamwork
	Works in a team and contributes to broader work goals when addressing organisational standards and reporting to required personnel
Communicates in the required format with whom and how when reporting problems, gaining approval for plans and reviewing and updating data and reporting outcomes

	Planning and organising
	Plans a range of routine and some non-routine maintenance tasks and repair and replacement of faulty equipment, accepting stated goals and aiming to achieve them efficiently 

	Problem solving
	Selects from a range of predetermined options in routine situations, identifying and taking situational factors into account when determining whether procedures can be handled internally
Selects from a range of predetermined options when diagnosing and repairing faults, identifying and taking situational factors into account

	Technology
	Interprets key principles and concepts that underpin the design and operation of digital systems and tools, and applies these when troubleshooting existing technology, repairing faults and making recommendations for future maintenance



[bookmark: O_669458][bookmark: _Toc9584433][bookmark: _Toc14175189][bookmark: _Toc40117683]Unit Mapping Information
Supersedes and is equivalent to ICTSAS306 Maintain equipment and software.
[bookmark: O_669465][bookmark: _Toc9584434][bookmark: _Toc14175190][bookmark: _Toc40117684]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
[bookmark: _Toc9584435][bookmark: _Toc40117685][bookmark: _Toc40871930][bookmark: O_669460][bookmark: O_669461][bookmark: _Toc9584436][bookmark: _Toc14175192]
Assessment Requirements for ICTSAS309 Maintain and repair ICT equipment and software
[bookmark: _Toc40117686]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
carry out maintenance and fault repair procedures on the following, on at least one separate occasion:
ICT equipment
software.

In the course of the above, the candidate must:
obtain and review previous ICT equipment fault data
resolve failures and performance degradation
analyse test results
examine and review organisational ICT equipment maintenance procedures
undertake maintenance according to organisational maintenance procedures
identify and repair a range of ICT equipment and software problems
develop plans for maintenance and fault repair
maintain accurate records according to organisational guidelines.
[bookmark: O_669462][bookmark: _Toc9584437][bookmark: _Toc14175193][bookmark: _Toc40117687]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
equipment and software purpose, standard operating characteristics and maintenance procedures
internal maintenance organisational procedures
preventative maintenance procedures
technical documents in regard to:
equipment and maintenance procedures
help-desk response level escalation procedures
operation of technical diagnostic tools
quality assurance practices that may be used in maintaining and repairing ICT equipment and software
Service Level Agreements (SLAs) to determine conditions of the SLA cover
client warranty claims, repair and replacement procedures
environmental guidelines that may be used in maintaining and repairing ICT equipment and software.
organisational work health and safety (WHS) procedures that relate to maintaining and repairing.

[bookmark: O_669463][bookmark: _Toc9584438][bookmark: _Toc14175194][bookmark: _Toc40117688]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
technical environment with a variety of ICT equipment
maintenance software and tools
technical documentation
organisational health and safety procedures.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: O_669466][bookmark: _Toc9584439][bookmark: _Toc14175195][bookmark: _Toc40117689]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
[bookmark: _Toc9584440][bookmark: _Toc40117690][bookmark: _Toc40871931][bookmark: O_669545][bookmark: O_669546][bookmark: _Toc9584441][bookmark: _Toc14175197]
ICTSAS310 Install, configure and secure a small office or home office network
[bookmark: _Toc40117691]Application
This unit describes the skills and knowledge required to identify available network components and client requirements and to install, configure and secure those components as part of a Small Office or Home Office (SOHO) network.
It applies to individuals who work under a level of supervision and have experience with analysis and problem solving when working with technologies.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: O_669549][bookmark: _Toc9584442][bookmark: _Toc14175198][bookmark: _Toc40117692]Unit Sector
Systems administration and support
[bookmark: O_669550][bookmark: _Toc9584443][bookmark: _Toc14175199][bookmark: _Toc40117693]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Confirm client requirements and identify required network equipment
	1.1 Identify and clarify client requirements for SOHO network
1.2 Identify, develop and document SOHO network design according to client requirements
1.3 Identify network materials according to SOHO network design
1.4 Obtain vendor and service suppliers specifications and cost of identified components, with required vendors 
1.5 Present SOHO network design to clients and secure sign-off 

	2. Install and configure hardware and software
	2.1 Develop installation plans according organisational requirements
2.2 Obtain approval for plans, security clearance and timing with required personnel
2.3 Confirm and review cables and connectors are installed according to industry standards, client requirements and building requirements
2.4 Install and configure hardware according to network design and industry standards
2.5 Install and configure software according to network design and industry standards

	3. Test network
	3.1 Troubleshoot client-side connectivity using required networking settings
3.2 Test installed software and hardware according to organisational procedures
3.3 Test network settings according to organisational procedures
3.4 Resolve problems identified according to organisational procedures

	4. Secure network
	4.1 Identify security features for SOHO network
4.2 Apply identified security features according to organisational procedures
4.3 Troubleshoot security intrusion symptoms and issues

	5. Finalise network installation and configuration
	5.1 Finalise and document network design, associated hardware, software and security features
5.2 Document installation, boot up and configuration procedures according to client requirements
5.3 Handover and secure sign-off from client



[bookmark: O_669551][bookmark: _Toc9584444][bookmark: _Toc14175200][bookmark: _Toc40117694]Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	Skill
	Description

	Reading
	Interprets a range of texts to critically evaluate and design the required network, comparing technical specifications and associated costs to install and maintain the network 

	Writing
	Records information using precise language and required format to develop network plans, instructions, installation and technical specifications 

	Oral Communication
	Confirms information and requirements, using effective communication techniques and industry standard technical language intended for audience and environment

	Numeracy
	Uses a range of mathematical calculations to evaluate and compare numerical information and forecast costs and applies familiar measurements concerning available or consumed data, time durations and required cable length

	Planning and organising
	Plans a range of routine and some non-routine tasks, accepting stated goals and aiming to achieve them efficiently, confirming client requirements and required equipment
Implements actions as per plan, making slight adjustments if required and addressing some unexpected issues

	Problem solving
	Makes decisions quickly and intuitively in familiar situations requiring immediate attention, drawing on past experience to identify key variables, consider implications of different courses of action and determine course of action
Uses systematic, analytical processes in configuration and testing of network, setting goals, gathering required information and identifying and evaluating options against agreed criteria
Applies formal problem-solving processes when resolving network problems and troubleshooting symptoms and issues, breaking complex issues into manageable parts and identifying and evaluating several options for action

	Self-management
	Recognises and follows explicit and implicit protocols and meets expectations associated with own role when obtaining approval and sign-off at required stages of job

	Technology
	Utilises key principles and concepts that underpin the design and operation of digital systems and tools



[bookmark: O_669553][bookmark: _Toc9584445][bookmark: _Toc14175201][bookmark: _Toc40117695]Unit Mapping Information
Supersedes and is equivalent to ICTSAS307 Install, configure and secure a small office home office network.
[bookmark: O_669560][bookmark: _Toc9584446][bookmark: _Toc14175202][bookmark: _Toc40117696]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2

[bookmark: _Toc9584447][bookmark: _Toc40117697][bookmark: _Toc40871932][bookmark: O_669555][bookmark: O_669556][bookmark: _Toc9584448][bookmark: _Toc14175204]
Assessment Requirements for ICTSAS310 Install, configure and secure a small office or home office network
[bookmark: _Toc40117698]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
install, configure and secure a SOHO network on at least one occasion.

In the course of the above, the candidate must:
install, configure and test hardware and software for SOHO network, including:
network technologies
device
protocols
network cables and connectors
install, configure and test the network according to client requirements and produce required documentation
troubleshoot client-side connectivity and security system symptoms and issues
liaise with vendors and service suppliers to:
obtain specifications, availability and cost of identified components
develop installation plans that incorporate:
task prioritisation
contingency arrangements
minimum disruption to clients
document final network design, security features and installation, boot up and configuration procedures.
[bookmark: O_669557][bookmark: _Toc9584449][bookmark: _Toc14175205][bookmark: _Toc40117699]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
industry accepted hardware and software products, including those used for networks
building requirements that may be used in installing, configuring and securing an office 
data and voice transmission technologies and protocols
hardware and software installation procedures
organisational procedures including:
software and hardware testing methods
network setting testing methods
software, hardware and network setting problem resolution procedures
local area network (LAN) capabilities and characteristics, including:
network types
internet protocol addressing
switch and hub operation
network connections, both wired and wireless
networking technologies, including network operating systems and cabling standards
network tools, set-up and configuration procedures
security implications and methods for a home office network
software packages supported by the organisation
industry standards applicable to small networks
installation and configuration tools.
[bookmark: O_669558][bookmark: _Toc9584450][bookmark: _Toc14175206][bookmark: _Toc40117700]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
industry standard software, hardware and networking technologies
server and workstation hardware and software
internet connection
live network
network components, hardware and software
networked devices
vendor hardware and software components
technical documentation and installation manuals.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: O_669561][bookmark: _Toc9584451][bookmark: _Toc14175207][bookmark: _Toc40117701]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
[bookmark: _Toc9584452][bookmark: _Toc40117702][bookmark: _Toc40871933]
ICTSAS428 Hand over ICT system components to clients
[bookmark: O_669678][bookmark: O_669679][bookmark: _Toc9584453][bookmark: _Toc14175209][bookmark: _Toc40117703]Application
This unit describes the skills and knowledge required to ensure the Information and Communications Technology (ICT) system is operational prior to hand over for client use, including conducting formal testing and trials to determine whether the system satisfies its acceptance criteria.
It applies to individuals who work under supervision but have a level of responsibility  ensuring work is planned and completed according to quality and client requirements.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: O_669682][bookmark: _Toc9584454][bookmark: _Toc14175210][bookmark: _Toc40117704]Unit Sector
Systems administration and support
[bookmark: O_669683][bookmark: _Toc9584455][bookmark: _Toc14175211][bookmark: _Toc40117705]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Confirm system integrity
	1.1 Obtain acceptance criteria for client ICT system
1.2 Check ICT system function and its components in stand-alone and integrated environments
1.3 Specify and document shortcomings and problems and create action plan
1.4 Review action plan with client
1.5 Document system components according to organisational standards and procedures

	2. Provide operation and maintenance guidance
	2.1 Identify and document operational issues and procedures according to organisational procedures
2.2 Discuss maintenance issues with technical support personnel and document proposed outcomes
2.3 Compare maintenance, operational and warranty considerations with service level agreements (SLAs) and document discrepancies
2.4 Clarify outstanding issues with client
2.5 Implement solution to identified problems with technical support personnel
2.6 Create and confirm client report with required personnel 

	3. Hand over system to client
	3.1 Demonstrate installed system to client and seek and respond to feedback
3.2 Obtain confirmation of client satisfaction and sign-off 
3.3 Discuss, confirm and document implementation support and further training needs with client
3.4 Report needs and submit to required personnel for action



[bookmark: O_669684][bookmark: _Toc9584456][bookmark: _Toc14175212][bookmark: _Toc40117706]Foundation Skills
This section describes language, literacy, numeracy and employment skills incorporated in the performance criteria that are required for competent performance.
	Skill
	Description

	Reading
	Interprets and analyses technical information containing numeric data and textual specifications to determine and adhere to requirements

	Writing
	Prepares workplace documentation detailing process and outcomes using appropriate structure, layout and technical language

	Oral Communication
	Confirms information and requirements, using effective communication techniques and industry standard technical language intended for audience and environment

	Teamwork
	Selects and uses required conventions and protocols when communicating with client and others in a range of work contexts

	Planning and organising
	Takes responsibility for planning, sequencing and prioritising tasks and own workload for efficiency and effective outcomes

	Problem solving
	Uses formal analytical thinking techniques for identifying issues and generating solutions, seeking input from others as required

	Self-management
	Takes personal responsibility for following explicit and implicit policies, procedures and standards

	Technology
	Uses the main features and functions of digital tools to complete work tasks



[bookmark: O_669686][bookmark: _Toc9584457][bookmark: _Toc14175213]Unit Mapping Information
[bookmark: O_669693]Supersedes and is equivalent to ICTSAS406 Implement and hand over system components.
[bookmark: _Toc9584458][bookmark: _Toc14175214][bookmark: _Toc40117707]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
[bookmark: _Toc9584459][bookmark: _Toc40117708][bookmark: _Toc40871934]
Assessment Requirements for ICTSAS428 Hand over ICT system components to clients
[bookmark: O_669688][bookmark: O_669689][bookmark: _Toc9584460][bookmark: _Toc14175216][bookmark: _Toc40117709]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
demonstrate operation and hand over a functioning ICT system to clients on at least two occasions.

In the course of the above, the candidate must:
obtain ICT system acceptance criteria
check ICT system function and its components in both:
stand-alone environment 
integrated environment
identify and document system components, operational issues and procedures
discuss maintenance issues with technical support
compare maintenance, operational and warranty considerations with SLAs
provide operational and maintenance guidance.
[bookmark: O_669690][bookmark: _Toc9584461][bookmark: _Toc14175217][bookmark: _Toc40117710]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
business practices related to preparing reports, including:
confirming system integrity
handing over the system
organisational procedures including:
system component documentation
operational issue documentation
operational procedures for ICT systems
industry accepted hardware and software products 
key aspects of change management systems and operational procedures for ICT systems
client-business domain issues
information gathering techniques that may be used in the hand over ICT system components to clients
key features and processes involved in project planning, including:
constraints
guidelines
deadlines
key features of quality assurance practices that may be used in the hand over ICT system components to clients
role of stakeholders in SLAs and degree of stakeholder involvement in determining levels of responsibility in a project
vendor product trends.

[bookmark: O_669691][bookmark: _Toc9584462][bookmark: _Toc14175218][bookmark: _Toc40117711]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
existing ICT systems for client delivery, such as customer computer sites and systems or other simulated systems
ICT system acceptance criteria
special purpose tools, equipment and materials
industry software packages
implementation plan
people involved in hand over
project plan
SLAs.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: O_669694][bookmark: _Toc9584463][bookmark: _Toc14175219][bookmark: _Toc40117712]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
[bookmark: _Toc9584464][bookmark: _Toc40117713][bookmark: _Toc40871935]
ICTSAS432 Identify and resolve client ICT problems
[bookmark: O_669754][bookmark: O_669755][bookmark: _Toc9584465][bookmark: _Toc14175221][bookmark: _Toc40117714]Application
This unit describes the skills and knowledge required to identify, record, prioritise and resolve client Information and Communications Technology (ICT) support activities and escalate as required.
It applies to experienced individuals who use specialised and technical knowledge to take responsibility in providing client-based ICT support to end users in an office or working environment.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: O_669758][bookmark: _Toc9584466][bookmark: _Toc14175222][bookmark: _Toc40117715]Unit Sector
Systems administration and support
[bookmark: O_669759][bookmark: _Toc9584467][bookmark: _Toc14175223][bookmark: _Toc40117716]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Prepare to resolve client ICT problems
	1.1 Determine client problems and impact of problem according to organisational procedures
1.2 Document client response according to organisational policies and procedures
1.3 Examine logged requests and determine requirements
1.4 Confirm additional information with client and respond to new information according to organisational procedures
1.5 Refer to database of known problems and identify resolution options
1.6 Establish and record required constraints

	2. Prioritise client ICT problems
	2.1 Undertake impact analysis of problem and determine severity and risks
2.2 Prioritise problem according to organisational procedures
2.3 Provide problem resolution advice and support to client

	3. Refer problems where required
	3.1 Investigate and refer problems to third parties according to organisational procedures
3.2 Provide third party with client and problem details as required
3.3 Document advice and support provided by third party according to organisational procedures

	4. Carry out maintenance
	4.1 Obtain required components for resolution according to organisational procedures
4.2 Complete maintenance according to organisational procedures
4.3 Store and dispose of used components according to organisational environmental guidelines

	5. Create maintenance report
	5.1 Prepare maintenance report according to organisational procedures
5.2 Finalise maintenance report and acquire internal sign off
5.3 Distribute maintenance report to client and seek and respond to client feedback as required 

	6. Confirm problem resolution
	6.1 Obtain and respond to client feedback  
6.2 Confirm client requirements have been met
6.3 Resolve outstanding client requirements and escalate as required
6.4 Forward client feedback to required personnel for sign-off and record in problems database 



[bookmark: O_669760][bookmark: _Toc9584468][bookmark: _Toc14175224][bookmark: _Toc40117717]Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	Skill
	Description

	Reading
	Interprets technical specifications and numerical data from a range of documentation and sources to assist in rectifying problems

	Writing
	Uses clear language and formats required for the audience to convey explicit technical information, requirements and recommendations

	Oral Communication
	Uses inclusive questioning techniques to obtain information from clients and provides precise advice and information to others

	Teamwork
	Selects and uses required conventions and protocols when communicating with client and others in a range of work contexts

	Problem solving
	Uses formal analytical thinking techniques for identifying issues and generating solutions, seeking input from others as required

	Self-management
	Takes responsibility for planning, sequencing and prioritising tasks and own workload for efficiency and effective outcomes

	Technology
	Uses main features and functions of digital tools to complete work tasks




[bookmark: O_669762][bookmark: _Toc9584469][bookmark: _Toc14175225][bookmark: _Toc40117718]Unit Mapping Information
Supersedes and is equivalent to ICTSAS410 Identify and resolve client ICT problems.
[bookmark: O_669769][bookmark: _Toc9584470][bookmark: _Toc14175226][bookmark: _Toc40117719]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
[bookmark: _Toc9584471][bookmark: _Toc40117720][bookmark: _Toc40871936][bookmark: O_669764][bookmark: O_669765][bookmark: _Toc9584472][bookmark: _Toc14175228]
Assessment Requirements for ICTSAS432 Identify and resolve client ICT problems
[bookmark: _Toc40117721]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
identify, record, prioritise and resolve a client ICT problem on at least two separate occasions.

In the course of the above, the candidate must:
record and prioritise client support activities
determine required resources for maintenance activities
prioritise client ICT problems, using an impact analysis of the problem
complete maintenance activities
resolve client problems and escalate according to organisational guidelines and practices
refer problems to third parties where required
prepare, finalise and distribute maintenance report, including information about problems and resolution action
provide advice to the client and seek and record client feedback
store and dispose used components.
[bookmark: O_669766][bookmark: _Toc9584473][bookmark: _Toc14175229][bookmark: _Toc40117722]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
hardware and software products:
in use
supported by the organisation
organisational procedures, including:
problem prioritisation
third party support and documentation
maintenance procedures
maintenance report preparation and distribution
sustainable practices consistent with ICT industry
environmental guidelines that may apply to identifying and resolving client ICT problems
help desk or service desk structure and escalation procedures
key functions and basic features of operating system
organisational structure of workplace that may be relevant to identifying and resolving client ICT problems
workplace security and network guidelines and procedures.

[bookmark: O_669767][bookmark: _Toc9584474][bookmark: _Toc14175230][bookmark: _Toc40117723]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
special purpose tools, equipment and materials for maintenance
industry software packages
a range of industry hardware, software and diagnostic tools
technical records
organisational guidelines
vendor documentation.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: O_669770][bookmark: _Toc9584475][bookmark: _Toc14175231][bookmark: _Toc40117724]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2

[bookmark: _Toc9584476][bookmark: _Toc40117725][bookmark: _Toc40871937][bookmark: O_669773][bookmark: O_669774][bookmark: _Toc9584477][bookmark: _Toc14175233]
ICTSAS433 Update ICT client support procedures and assist with policy development
[bookmark: _Toc40117726]Application
This unit describes skills and knowledge required to formulate and update Information and Communications Technology (ICT) client support procedures to be included within organisational policy.
It applies to experienced individuals who work under supervision and have a level of responsibility to ensure client policy development is completed to quality standards and requirements.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: O_669777][bookmark: _Toc9584478][bookmark: _Toc14175234][bookmark: _Toc40117727]Unit Sector
Systems administration and support
[bookmark: O_669778][bookmark: _Toc9584479][bookmark: _Toc14175235][bookmark: _Toc40117728]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Determine policy support issues
	1.1 Review client support procedures 
1.2 Gather feedback from client detailing positive and negative aspects of their contact with the organisation
1.3 Gather feedback from user who executes client support procedures, detailing problems with methods

	2. Revise client support procedures 
	2.1 Determine feedback applicable to client support procedures
2.2 Create and update client support procedures 
2.3 Forward new client support procedures to required personnel and seek and respond to client feedback

	3. Provide recommendations for client support policy
	3.1 Evaluate client support policy feedback 
3.2 Incorporate changes to client support policy
3.3 Determine impact of new policy on organisational guidelines and client interactions
3.4 Prepare report detailing changes in policy and impact on client and user 
3.5 Forward report and updated policy to required personnel and obtain approval

	4. Update client support policy
	4.1 Amend policies and include new client support procedures
4.2 Issue new policies to clients and users according to organisational guidelines
4.3 Maintain policy updates according to organisational guidelines


[bookmark: O_669779][bookmark: _Toc9584480][bookmark: _Toc14175236][bookmark: _Toc40117729]Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	Skill
	Description

	Reading
	Interprets and analyses technical information and numerical data from different sources to determine requirements and complete required actions

	Writing
	Develops and presents information logically and concisely, using required formats and clear and accurate language

	Oral Communication
	Confirms information and requirements, using effective communication techniques and industry standard technical language intended for audience and environment

	Numeracy
	Interprets, analyses and presents numeric information in documents and reports

	Initiative and enterprise
	Takes personal responsibility for maintaining policies as required by organisational guideline

	Problem solving
	Uses formal analytical thinking techniques for identifying issues and generating solutions, seeking input from others as required

	Teamwork
	Selects and uses required conventions and protocols when communicating with client and others in a range of work contexts

	Self-management
	Takes responsibility for planning, sequencing and prioritising tasks and own workload for efficiency and effective outcomes



[bookmark: O_669781][bookmark: _Toc9584481][bookmark: _Toc14175237][bookmark: _Toc40117730]Unit Mapping Information
Supersedes and is equivalent to ICTSAS411 Assist with policy development for client support procedures.
[bookmark: O_669788][bookmark: _Toc9584482][bookmark: _Toc14175238][bookmark: _Toc40117731]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2

[bookmark: _Toc9584483][bookmark: _Toc40117732][bookmark: _Toc40871938][bookmark: O_669783][bookmark: O_669784][bookmark: _Toc9584484][bookmark: _Toc14175240]
Assessment Requirements for ICTSAS433 Update ICT client support procedures and assist with policy development
[bookmark: _Toc40117733]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
update ICT client support procedures and assist in the formulation of associated policy documents on at least one occasion.

In the course of the above, the candidate must:
evaluate and analyse existing client support policy and procedures
elicit feedback to be applied to support procedures and review proposed changes
make recommendations for changes.
[bookmark: O_669785][bookmark: _Toc9584485][bookmark: _Toc14175241][bookmark: _Toc40117734]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
trends and issues in ICT client support
policy and support recommendation and development practices
organisational guidelines including:
client maintenance and administration
policy maintenance updates and key stages of the client review process 
organisational policy including:
access of procedures
security.
[bookmark: O_669786][bookmark: _Toc9584486][bookmark: _Toc14175242][bookmark: _Toc40117735]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
tools, equipment and materials for support procedures
industry software packages
sites, peers and supervisors to identify the extent and quality of the contribution required
information about systems or networks to be supported
technical manuals, tools and organisational guidelines
business requirements and documentation standards.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: O_669789][bookmark: _Toc9584487][bookmark: _Toc14175243][bookmark: _Toc40117736]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2

[bookmark: _Toc9584488][bookmark: _Toc40117737][bookmark: _Toc40871939]
ICTSAS434 Action change requests and present updated ICT system to clients 
[bookmark: O_669792][bookmark: O_669793][bookmark: _Toc6309537][bookmark: _Toc9584489][bookmark: _Toc14175245][bookmark: _Toc40117738]Application
This unit describes the skills and knowledge required to receive, review and carry out change requests using a change management system according to client requirements and present the outcome of change requests to clients.
This unit applies to individuals who work using specialised and technical knowledge to ensure change requests are completed according to quality standards and work using communication skills to present outcomes of change requests and how to use the updated Information and Communications Technology (ICT) system to clients.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: O_669796][bookmark: _Toc6309538][bookmark: _Toc9584490][bookmark: _Toc14175246][bookmark: _Toc40117739]Unit Sector
Systems administration and support
[bookmark: O_669797][bookmark: _Toc6309539][bookmark: _Toc9584491][bookmark: _Toc14175247][bookmark: _Toc40117740]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Receive and review change requests
	1.1 Receive and document requests for hardware and software changes from client
1.2 Gather and organise required ICT system data 
1.3 Review proposed changes against current and future business requirements and examine system data 
1.4 Select and prioritise required changes
1.5 Discuss and clarify selected changes with client

	2. Modify system according to requested changes
	2.1 Develop ICT system modification plan
2.2 Undertake selected ICT system changes according to organisational guidelines and procedures and manufacturer recommendations
2.3 Test ICT system performance and identify problems
2.4 Resolve identified problems and confirm with required personnel as required
2.5 Revise client and technical documentation and ensure ICT system changes comply with organisational standards 
2.6 Notify client of change and update change management system, according to organisational help desk procedures

	3. Prepare and deliver training on use of modified ICT system
	3.1 Develop client training materials on the changed ICT system
3.2 Finalise training outcomes according to organisational requirements
3.3 Seek training delivery approval from required personnel 
3.4 Deliver prepared training to client

	4. Finalise change request and training activities
	4.1 Confirm change is tested and operational according to organisational procedures
4.2 Prepare report and deliver to required personnel, indicating the results of change request and training according to organisational procedures
4.3 Hand over ICT system to client



[bookmark: O_669798][bookmark: _Toc6309540][bookmark: _Toc9584492][bookmark: _Toc14175248][bookmark: _Toc40117741]Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	Skill
	Description

	Reading
	Interprets and analyses technical textual information and numerical data to determine requirements and complete required actions

	Writing
	Uses clear language and formats required for the task to record and update explicit technical information, requirements and recommendations

	Oral Communication
	Confirms information and requirements, using effective communication techniques and industry standard technical language intended for audience and environment

	Teamwork
	Selects and uses required conventions and protocols when communicating with co-workers and clients in a range of work contexts
Reviews proposed changes and confirms actions with work team

	Problem solving
	Uses formal analytical thinking techniques for identifying issues and generating solutions, seeking input from others as required

	Self-management
	Takes responsibility for planning, sequencing and prioritising tasks and own workload for efficiency and effective outcomes

	Technology
	Uses main features and functions of digital tools to complete work tasks



[bookmark: O_669800][bookmark: _Toc6309541][bookmark: _Toc9584493][bookmark: _Toc14175249][bookmark: _Toc40117742]Unit Mapping Information
Supersedes and is equivalent to ICTSAS412 Action change requests.
[bookmark: O_669807][bookmark: _Toc6309542][bookmark: _Toc9584494][bookmark: _Toc14175250][bookmark: _Toc40117743]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2

[bookmark: _Toc6309543][bookmark: _Toc9584495][bookmark: _Toc40117744][bookmark: _Toc40871940]
Assessment Requirements for ICTSAS434 Action change requests and present updated ICT system to clients
[bookmark: O_669802][bookmark: O_669803][bookmark: _Toc6309544][bookmark: _Toc9584496][bookmark: _Toc14175252][bookmark: _Toc40117745]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
receive, review and carry out a change requests according to client requirements and present the outcomes of those changes back to the client on two separate occasions.

In the course of the above, the candidate must:
receive, review, document and assess change requests and requirements
plan, implement and test change procedures
comply with organisational guidelines and client requirements
prepare and deliver training appropriate to the client.
[bookmark: O_669804][bookmark: _Toc6309545][bookmark: _Toc9584497][bookmark: _Toc14175253][bookmark: _Toc40117746]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
organisational procedures, including:
help desk procedures
system change processes
change request reporting
practices relating to:
change management procedures and criteria
change-management tools and systems
diagnostic tools
help desk practices
quality assurance practices
client business domain, including:
role of stakeholders
degree of stakeholder involvement
system modification plans
industry-accepted hardware and software products
service level agreements (SLAs) within or between organisations
process for system testing
system’s functionality.

[bookmark: O_669805][bookmark: _Toc6309546][bookmark: _Toc9584498][bookmark: _Toc14175254][bookmark: _Toc40117747]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
tools, equipment and materials required for actioning change requests
training environment, including all required tools, equipment and materials to present changes 
industry software packages
change request documentation
physical system or network
technical manuals required diagnostic tools
business requirements
documentation standards
change management system.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: O_669808][bookmark: _Toc6309547][bookmark: _Toc9584499][bookmark: _Toc14175255][bookmark: _Toc40117748]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc6309548][bookmark: _Toc9584500][bookmark: _Toc40117749][bookmark: _Toc40871941]
ICTSAS435 Resolve system faults on a live system
[bookmark: O_669811][bookmark: O_669812][bookmark: _Toc6309549][bookmark: _Toc9584501][bookmark: _Toc14175257][bookmark: _Toc40117750]Application
This unit describes the skills and knowledge required to manage the modification of reactive errors and failures on a live system to resolve system faults.
It applies to individuals who apply specialised and technical knowledge, management skills and a systematic approach to monitor, maintain and troubleshoot maintenance requirements on systems that are operating.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: O_669815][bookmark: _Toc6309550][bookmark: _Toc9584502][bookmark: _Toc14175258][bookmark: _Toc40117751]Unit Sector
Systems administration and support
[bookmark: O_669816][bookmark: _Toc6309551][bookmark: _Toc9584503][bookmark: _Toc14175259][bookmark: _Toc40117752]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Identify repositories and develop modifications for live system
	1.1 Identify existence and currency of repositories
1.2 Review repositories and develop new backup procedures
1.3 Identify system faults
1.4 Identify the nature and effect of modifications to the system
1.5 Prepare and check change request forms and levels of authority for sign-off according to organisational procedures
1.6 Develop a hierarchy of modifications and document expected outcomes of each
1.7 Inform users of implications and impacts of modifications 
1.8 Determine existing backup and blackout strategies  

	2. Implement modifications for live system
	2.1 Identify standards and procedures for logging change request
2.2 Log change request according to organisational requirements
2.3 Identify levels of failure and reporting procedures
2.4 Assign modification to required personnel
2.5 Oversee modification implementation

	3. Review and report results
	3.1 Confirm modification is tested and operational according to organisational procedures
3.2 Prepare report and deliver to required  personnel, indicating the results of modification according to organisational procedures
3.3 Update and amend documentation and repositories according to organisational procedures



[bookmark: O_669817][bookmark: _Toc6309552][bookmark: _Toc9584504][bookmark: _Toc14175260][bookmark: _Toc40117753]Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	Skill
	Description

	Reading
	Interprets technical and non-technical information and numerical data from a range of documentation and sources to assist with troubleshooting and rectifying problems

	Writing
	Records and reports information logically, using required formats and structures and revises and updates documentation and repositories based on outcomes of action

	Oral Communication
	Confirms and presents information and requirements, using effective communication techniques and industry standard technical language intended for audience and environment

	Numeracy
	Uses mathematical equations to calculate and compare numerical data to determine required actions and for preparing technical reports

	 Teamwork
	Selects and uses required conventions and protocols when communicating with co-workers and others in a range of work contexts

	Problem solving
	Uses formal analytical thinking and problem-solving techniques for identifying issues and generating solutions, seeking input from others as required

	Self-management
	Takes responsibility for planning, sequencing and prioritising tasks and own workload for efficiency and effective outcomes

	Technology
	Uses main features and functions of digital tools to complete work tasks


[bookmark: O_669819][bookmark: _Toc6309553][bookmark: _Toc9584505][bookmark: _Toc14175261][bookmark: _Toc40117754]Unit Mapping Information
Supersedes and is equivalent to ICTSAS413 Manage resolution of system faults on a live system.

[bookmark: O_669826][bookmark: _Toc6309554][bookmark: _Toc9584506][bookmark: _Toc14175262][bookmark: _Toc40117755]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2 

[bookmark: _Toc6309555][bookmark: _Toc9584507][bookmark: _Toc40117756][bookmark: _Toc40871942][bookmark: O_669821]
Assessment Requirements for ICTSAS435 Resolve system faults on a live system
[bookmark: O_669822][bookmark: _Toc6309556][bookmark: _Toc9584508][bookmark: _Toc14175264][bookmark: _Toc40117757]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
manage system fault resolution on a live system on at least two occasions.

In the course of the above, the candidate must: 
identify the required modifications and the associated effect, implication and impact of each
itemise the expected outcomes of the modifications
oversee implementation of modification and test operation
document and report on the modifications.
[bookmark: O_669823][bookmark: _Toc6309557][bookmark: _Toc9584509][bookmark: _Toc14175265][bookmark: _Toc40117758]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
organisational procedures including:
change request forms
levels of authority for sign-off
modification operation testing
modification reports
modification documents and repositories
change control procedures
client business domain including the role of stakeholders and the degree of stakeholder involvement
industry accepted hardware and software products
help desk and maintenance practices
quality assurance practices that relate to resolving system faults on a live system
the process for system testing
the system’s functionality and the features and functions of the system under modification
Information and Communications Technology (ICT) industry fault resolution standards.
[bookmark: O_669824][bookmark: _Toc6309558][bookmark: _Toc9584510][bookmark: _Toc14175266][bookmark: _Toc40117759]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
required tools, equipment and materials for system fault management, modification and resolution
live system 
benchmarking and testing tools
reporting tools.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: O_669827][bookmark: _Toc6309559][bookmark: _Toc9584511][bookmark: _Toc14175267][bookmark: _Toc40117760]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2 

[bookmark: _Toc8143016][bookmark: _Toc9584512][bookmark: _Toc40117761][bookmark: _Toc40871943]
ICTSAS436 Evaluate ICT system status
[bookmark: O_669830][bookmark: O_669831][bookmark: _Toc8143017][bookmark: _Toc9584513][bookmark: _Toc14175269][bookmark: _Toc40117762]Application
This unit describes skills and knowledge required to evaluate the status of a running system, covering both hardware and software aspects to determine system performance and reliability while Information and Communications Technology (ICT) system is still in an operational state.
It applies to individuals who apply specialised and technical knowledge and a systematic approach to assessing and evaluating ICT systems prior to problem resolution or upgrades.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: O_669834][bookmark: _Toc8143018][bookmark: _Toc9584514][bookmark: _Toc14175270][bookmark: _Toc40117763]Unit Sector
Systems administration and support
[bookmark: O_669835][bookmark: _Toc8143019][bookmark: _Toc9584515][bookmark: _Toc14175271][bookmark: _Toc40117764]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Prepare for ICT system evaluation
	1.1 Access ICT system according to organisational procedures
1.2 Determine scope of ICT system status evaluation and performance indicators and agree with client
1.3 Review evaluation purpose using required capacity tools
1.4 Plan a ‘change of status’ test according to organisational procedures
1.5 Plan and document ICT system status evaluation and required resources according to organisational procedures
1.6 Alert affected users of ICT system status evaluation impacts as required 
1.7 Access resources required for ICT system status evaluation

	2. Carry out ICT system evaluation
	2.1 Organise required resources and implement evaluation methods
2.2 Run ICT system evaluation according to agreed scope, evaluation parameters and organisational procedures
2.3 Record ICT system status and reliability according to procedural parameters and evaluation plan
2.4 Run ‘change of status’ test according to organisational procedures
2.5 Observe and record effects of changes to ICT system status according to effect being evaluated
2.6 Observe and record effects of changes to ICT system status not being evaluated 
2.7 Escalate unresolved effects of changes to ICT system status to required personnel

	3. Report on ICT system evaluation
	3.1 Document anomalies observed in ICT system status evaluation  outside expected results
3.2 Finalise ICT system status evaluation procedures according to organisational procedures
3.3 Prepare report for required personnel 
3.4 Formulate and present recommendations to required personnel



[bookmark: O_669836][bookmark: _Toc8143020][bookmark: _Toc9584516][bookmark: _Toc14175272][bookmark: _Toc40117765]Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	Skill
	Description

	Reading
	Analyses and evaluates technical and non-technical information and numerical data from a range of sources to assist with fault finding and troubleshooting problems

	Writing
	Prepares material using clear and accurate language and numerical data to convey explicit information, requirements and recommendations

	Oral Communication
	Articulates information and strategies using effective communication techniques and industry standard technical language intended for audience and environment

	Numeracy
	Uses mathematical equations to calculate and compare numerical data to determine required actions and for preparing technical reports

	Teamwork
	Selects and uses required conventions and protocols when communicating with client and others in a range of work contexts

	Problem solving
	Uses formal analytical thinking techniques for identifying issues and generating solutions

	Self-management
	Takes responsibility for planning, sequencing and prioritising tasks and own workload for efficiency and effective outcomes

	Technology
	Uses main features and functions of digital tools to complete work tasks



[bookmark: O_669838][bookmark: _Toc8143021][bookmark: _Toc9584517][bookmark: _Toc14175273][bookmark: _Toc40117766]Unit Mapping Information
Supersedes and is equivalent to ICTSAS414 Evaluate system status.
[bookmark: O_669845][bookmark: _Toc8143022][bookmark: _Toc9584518][bookmark: _Toc14175274][bookmark: _Toc40117767]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2 

[bookmark: _Toc8143023][bookmark: _Toc9584519][bookmark: _Toc40117768][bookmark: _Toc40871944]
Assessment Requirements for ICTSAS436 Evaluate ICT system status
[bookmark: O_669840][bookmark: O_669841][bookmark: _Toc8143024][bookmark: _Toc9584520][bookmark: _Toc14175276][bookmark: _Toc40117769]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
evaluate the performance and reliability status of a running ICT system’s hardware and software for at least two different systems, on separate occasions.

In the course of the above, the candidate must:
determine scope of system performance evaluation and reliability for hardware and software
identify performance indicators
access and organise required resources
evaluate system performance and record status and reliability
observe and record effects of changes to ICT system status
document and report on results, reliability, changes, anomalies and recommendations for improvements.
[bookmark: O_669842][bookmark: _Toc8143025][bookmark: _Toc9584521][bookmark: _Toc14175277][bookmark: _Toc40117770]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
organisational procedures that may be used to evaluate ICT system status, including:
‘change of status’ test planning
ICT system evaluating, evaluation planning and finalisation
capacity planning and change management tools
change-control procedures
client business domains, including the role and level of stakeholder involvement
industry standard hardware and software products
help desk and maintenance practices that are used on the evaluating the status of ICT systems
quality assurance practices that may be used to evaluate ICT system status
reasons for system evaluation, including objectives, deliverables and key performance indicators
ICT system testing procedures
status evaluation, including:
time, environmental, internal and external factors
manual and computerised methods of status evaluation
system functionality characteristics.

[bookmark: O_669843][bookmark: _Toc8143026][bookmark: _Toc9584522][bookmark: _Toc14175278][bookmark: _Toc40117771]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
tools, equipment and materials for system status evaluation
industry software packages
documentation standards
backup and recovery policies
database package with data
server and networked personal computer.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: O_669846][bookmark: _Toc8143027][bookmark: _Toc9584523][bookmark: _Toc14175279][bookmark: _Toc40117772]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2 

[bookmark: _Toc8143028][bookmark: _Toc9584524][bookmark: _Toc40117773][bookmark: _Toc40871945]
ICTSAS437 Optimise ICT system performance
[bookmark: O_669849][bookmark: O_669850][bookmark: _Toc8143029][bookmark: _Toc9584525][bookmark: _Toc14175281][bookmark: _Toc40117774]Application
This unit describes the skills and knowledge required to identify, modify, improve and monitor Information and Communications Technology (ICT) system performance.
It applies to individuals who apply experienced technical support knowledge to maintain computer system performance, and operate in roles such as help desk supervisors, ICT support technicians and user support specialists.
No licensing, legislative, or certification requirements apply to this unit at the time of publication.
[bookmark: O_669853][bookmark: _Toc8143030][bookmark: _Toc9584526][bookmark: _Toc14175282][bookmark: _Toc40117775]Unit Sector
Systems administration and support
[bookmark: O_669854][bookmark: _Toc8143031][bookmark: _Toc9584527][bookmark: _Toc14175283][bookmark: _Toc40117776]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Determine ICT system performance 
	1.1 Access ICT system according to organisational procedures
1.2 Determine client requirements and ICT system performance benchmarks
1.3 Collect ICT system performance data 
1.4 Analyse collected system performance data according to performance benchmarks and client requirements
1.5 Identify and document areas of poor ICT system performance

	2. Investigate methods to improve ICT system performance
	2.1 Discuss ICT system performance findings with required personnel 
2.2 Identify performance improvement options and determine required technical resources
2.3 Create ICT system report for required personnel
2.4 Submit report to required personnel 

	3. Develop implementation plan for ICT system optimisation
	3.1 Develop optimisation implementation plan according to task requirements 
3.2 Submit implementation plan to required personnel and seek approval

	4. Modify ICT system to optimise performance
	4.1 Install ICT system improvements according to installation procedures and implementation plan
4.2 Configure ICT system components according organisational procedures and implementation plan
4.3 Measure and record change in performance resulting from ICT system modification
4.4 Assess optimisation against required level of optimisation
4.5 Update required documentation according to organisational procedures 

	5. Monitor ongoing ICT system performance
	5.1 Implement and maintain performance register
5.2 Confirm all optimisation procedures have been performed according to task requirements 
5.3 Review and assess benchmarks and impact of implemented optimisation procedures
5.4 Evaluate and report on optimisation procedures


[bookmark: O_669855][bookmark: _Toc8143032][bookmark: _Toc9584528][bookmark: _Toc14175284][bookmark: _Toc40117777]Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	Skill
	Description

	Reading
	Analyses and evaluates technical and non-technical information and numerical data from a range of sources to determine benchmarks and performance indicators

	Writing
	Accurately records information and numerical data and prepares material using clear and accurate language to convey explicit information, requirements and recommendations

	Oral Communication
	Uses active listening and questioning techniques and participates in verbal exchanges with a range of stakeholders to obtain information and express requirements

	Numeracy
	Uses mathematical equations to calculate and compare numerical and financial data to determine required actions and for preparing technical reports

	Initiative and enterprise
	Takes personal responsibility for following explicit and implicit policies and procedures

	Teamwork
	Selects and uses required conventions and protocols when communicating with co-workers and others in a range of work contexts
Collaborates with others to achieve shared goals

	Problem solving
	Applies analytical processes to resolve technical or conceptual problems

	Self-management
	Takes responsibility for planning, sequencing and prioritising tasks and own workload for efficiency and effective outcomes

	Technology
	Uses main features and functions of digital tools to complete work tasks


[bookmark: O_669857][bookmark: _Toc8143033][bookmark: _Toc9584529][bookmark: _Toc14175285][bookmark: _Toc40117778]Unit Mapping Information
Supersedes and is equivalent to ICTSAS415 Optimise ICT system performance.

[bookmark: O_669864][bookmark: _Toc8143034][bookmark: _Toc9584530][bookmark: _Toc14175286][bookmark: _Toc40117779]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2 
[bookmark: _Toc8143035][bookmark: _Toc9584531][bookmark: _Toc40117780][bookmark: _Toc40871946]
Assessment Requirements for ICTSAS437 Optimise ICT system performance
[bookmark: O_669859][bookmark: O_669860][bookmark: _Toc8143036][bookmark: _Toc9584532][bookmark: _Toc14175288][bookmark: _Toc40117781]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
optimise the performance of two different ICT systems, on separate occasions.

In the course of the above, the candidate must:
collect usage and time conditions and analyse ICT system data and performance
identify and document areas of poor ICT system performance
identify options to improve performance and determine required technical resources
access required technical resources
create optimisation implementation plan to improve performance and submit to required personnel for approval and feedback, including:
disruption minimisation plan
project budget
staff availability
create ICT system report, including:
cost analysis
identified improvements
alternate options
develop plan for implementing approved optimisation
modify and tune ICT system to ensure system balance and performance
record changes in performance.
[bookmark: O_669861][bookmark: _Toc8143037][bookmark: _Toc9584533][bookmark: _Toc14175289][bookmark: _Toc40117782]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
report development including:
cost analysis
identified options for alternative courses of action designed to measurably improve ICT system performance
business scheduling requirements, including the role of stakeholders and the degree of stakeholder involvement
industry standard hardware and software monitoring tools and the information produced from monitoring
optimum system performance, change-control procedures and theoretical concepts
change management tools that may be used in optimising ICT system performance 
quality assurance practices with regard to proposed changes of ICT systems
ICT system functionality and performance indicators
ICT system performance improvement and optimisation strategies
features and functions of ICT system under modification.
[bookmark: O_669862][bookmark: _Toc8143038][bookmark: _Toc9584534][bookmark: _Toc14175290][bookmark: _Toc40117783]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
tools, equipment and materials required to optimise ICT systems
industry software packages, including:
system components
software for performance tuning
technical manuals and resources
fault logs
diagnostic tools.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: O_669865][bookmark: _Toc8143039][bookmark: _Toc9584535][bookmark: _Toc14175291][bookmark: _Toc40117784]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2 

[bookmark: _Toc8143040][bookmark: _Toc9584536][bookmark: _Toc40117785][bookmark: _Toc40871947]
ICTSAS438 Implement maintenance procedures
[bookmark: O_669868][bookmark: O_669869][bookmark: _Toc8143041][bookmark: _Toc9584537][bookmark: _Toc14175293][bookmark: _Toc40117786]Application
This unit describes the skills and knowledge required to improve existing organisational maintenance procedures to keep equipment and software operating effectively.
It applies to individuals who use technical and specialised knowledge and apply a systematic approach to maintaining computer equipment in an organisation.
No licensing, legislative, or certification requirements apply to this unit at the time of publication.
[bookmark: O_669872][bookmark: _Toc8143042][bookmark: _Toc9584538][bookmark: _Toc14175294][bookmark: _Toc40117787]Unit Sector
Systems administration and support
[bookmark: O_669873][bookmark: _Toc8143043][bookmark: _Toc9584539][bookmark: _Toc14175295][bookmark: _Toc40117788]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Determine maintenance procedures for equipment and software 
	1.1 Identify equipment and software that requires maintenance
1.2 Obtain equipment and software maintenance and reliability data from user
1.3 Obtain and examine vendor documentation, peer organisations and research information 
1.4 Document equipment and software maintenance procedures
1.5 Develop recommended maintenance and operations guidelines 
1.6 Identify and record in-house resources, external organisations and third-party suppliers support
1.7 Develop and update service level agreement (SLA) with internal user and third-party supplier information

	2. Revise and improve maintenance procedures
	2.1 Monitor and review organisational maintenance procedures 
2.2 Identify problem areas according to organisational maintenance procedures 
2.3 Design improvements to organisational maintenance procedures and seek approval from required personnel
2.4 Assess impact and ease of implementing improvements 
2.5 Implement improvements to organisational maintenance procedures

	3. Finalise maintenance improvement procedures
	3.1 Identify future equipment and software acquisitions
3.2 Confirm all maintenance procedures have been performed
3.3 Review and assess maintenance procedures impact
3.4 Evaluate and report on organisational maintenance procedures


[bookmark: O_669874][bookmark: _Toc8143044][bookmark: _Toc9584540][bookmark: _Toc14175296][bookmark: _Toc40117789]Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	Skill
	Description

	Reading
	Researches and analyses technical and non-technical information and numerical data from a range of sources to determine benchmarks and performance indicators

	Writing
	Accurately records information and numerical data and prepares material using clear and accurate language to convey explicit information, requirements and recommendations

	Oral Communication
	Uses active listening and questioning techniques and participates in verbal exchanges with a range of stakeholders in formal and informal situations to obtain information and express requirements

	Numeracy
	Uses mathematical equations to calculate and compare numerical data to determine required actions and for preparing documentation

	Teamwork
	Selects and uses required conventions and protocols when communicating with users and others in a range of work contexts

	Problem solving
	Applies analytical processes to resolve technical or conceptual problems

	Self-management
	Takes responsibility for planning, sequencing and prioritising tasks and own workload 

	Technology
	Uses main features and functions of digital tools to complete work tasks



[bookmark: O_669876][bookmark: _Toc8143045][bookmark: _Toc9584541][bookmark: _Toc14175297][bookmark: _Toc40117790]Unit Mapping Information
Supersedes and is equivalent to ICTSAS416 Implement maintenance procedures.

[bookmark: O_669883][bookmark: _Toc8143046][bookmark: _Toc9584542][bookmark: _Toc14175298][bookmark: _Toc40117791]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2 

[bookmark: _Toc8143047][bookmark: _Toc9584543][bookmark: _Toc40117792][bookmark: _Toc40871948]
Assessment Requirements for ICTSAS438 Implement maintenance procedures
[bookmark: O_669878][bookmark: O_669879][bookmark: _Toc8143048][bookmark: _Toc9584544][bookmark: _Toc14175300][bookmark: _Toc40117793]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
improve the existing organisational maintenance procedures of one piece of ICT equipment and one piece of ICT software, on separate occasions.

In the course of the above, the candidate must:
identify resource requirements with in-house resources, external resources and third-party organisations
develop and update service level agreements (SLAs).
[bookmark: O_669880][bookmark: _Toc8143049][bookmark: _Toc9584545][bookmark: _Toc14175301][bookmark: _Toc40117794]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
client responsibilities and expectations including:
role of stakeholders
degree of stakeholder involvement
business scheduling requirements
features and capabilities of industry standard equipment and software 
features and purpose of diagnostic tools
change management tools that maybe used in implementation maintenance procedure activities
 help desk and maintenance practices and procedures
organisational quality assurance practices
ICT systems functionality and performance levels.
[bookmark: O_669881][bookmark: _Toc8143050][bookmark: _Toc9584546][bookmark: _Toc14175302][bookmark: _Toc40117795]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
ICT equipment and software packages
SLAs
external organisations and third-party suppliers
internet connectivity
ICT equipment capable of online and offline research, such as a computer
technical helpdesk environment 
technical manuals and tools.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: O_669884][bookmark: _Toc8143051][bookmark: _Toc9584547][bookmark: _Toc14175303][bookmark: _Toc40117796]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2 
[bookmark: _Toc6930684][bookmark: _Toc9584548][bookmark: _Toc40117797][bookmark: _Toc40871949]
ICTSAS439 Analyse ICT system capacity and implement enhancements
[bookmark: O_669887][bookmark: O_669888][bookmark: _Toc6930685][bookmark: _Toc9584549][bookmark: _Toc14175305][bookmark: _Toc40117798]Application
This unit describes the skills and knowledge required to monitor and assess the current and future capacity requirements of Information and Communications Technology (ICT) systems, plan future capacity enhancements and install identified capacity enhancements.
It applies to experienced individuals who work under limited supervision and use technical and specialised knowledge to undertake strategic planning and forecasting initiatives. 
No licensing, legislative, or certification requirements apply to this unit at the time of publication.
[bookmark: O_669891][bookmark: _Toc6930686][bookmark: _Toc9584550][bookmark: _Toc14175306][bookmark: _Toc40117799]Unit Sector
Systems administration and support
[bookmark: O_669892][bookmark: _Toc6930687][bookmark: _Toc9584551][bookmark: _Toc14175307][bookmark: _Toc40117800]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Analyse existing system capacity
	1.1 Access required ICT system capacity testing hardware and software 
1.2 Review existing ICT system capacity configuration information 
1.3 Investigate ICT system workload and analyse effect on capacity according to organisational procedures 
1.4 Examine and analyse ICT system capacity issues fault logs according to organisational procedures
1.5 Discuss and review ICT system capacity issues with users
1.6 Examine service level agreement (SLA) to determine agreed-upon capacity standards and benchmarks
1.7 Document information and ICT system capacity analysis according to organisational guidelines

	2. Determine and develop future system capacity requirements
	2.1 Gather ICT system capacity requirements data
2.2 Organise, analyse and evaluate ICT system capacity requirements data 
2.3 Develop ICT system forecast workload 
2.4 Compare and evaluate existing workload against forecast workload 
2.5 Estimate required resources and equipment for ICT system capacity requirements  
2.6 Undertake financial analysis for ICT system capacity requirements 
2.7 Organise and document ICT system capacity requirements according to organisational procedures
2.8 Prepare ICT system capacity requirements report
2.9 Present report to required personnel and seek feedback

	3. Plan implementation of system capacity enhancements
	3.1 Confirm ICT system capacity requirements 
3.2 Prioritise and plan task implementation  
3.3 Confirm availability of requirements and access required ICT system enhancement hardware and software 
3.4 Document and submit implementation plan to required person and seek approval

	4. Implement system capacity enhancements
	4.1 Install ICT system capacity enhancements according to installation procedures, organisational procedures and implementation plan
4.2 Measure and assess increase in capacity and performance 
4.3 Assess whether capacity requirements have been met according to organisational procedures, SLA standards and benchmarks
4.4 Update ICT system capacity documentation according to organisational procedures 

	5. Monitor ongoing capacity requirements
	5.1 Implement and maintain a performance database
5.2 Monitor and assess impact of ICT system capacity enhancements 
5.3 Review benchmarks and performance with work team
5.4 Implement capacity enhancements and updates of benchmarks as required



[bookmark: O_669893][bookmark: _Toc6930688][bookmark: _Toc9584552][bookmark: _Toc14175308][bookmark: _Toc40117801]Foundation Skills
This section describes language, literacy, numeracy and employment skills incorporated in the performance criteria that are required for competent performance.
	Skill
	Description

	Reading
	Researches and evaluates technical and non-technical information and numerical and financial data from a range of sources to determine benchmarks and performance indicators

	Writing
	Accurately records information and numerical data and prepares documentation using clear and accurate language to convey explicit information, requirements and recommendations

	Oral communication
	Articulates ideas and strategies using effective communication techniques and industry standard technical language intended for audience and environment

	Numeracy
	Uses mathematical equations to calculate, compare and estimate numerical and financial data required for forecasting and planning activities

	Teamwork
	Selects and uses required conventions and protocols when communicating with users, co-workers and others in a range of work contexts
Collaborates with others to achieve shared goals

	Problem solving
	Applies analytical processes to resolve technical or conceptual problems

	Self-management
	Takes responsibility for planning, sequencing and prioritising tasks and own workload 

	Technology
	Uses main features and functions of digital tools to complete work tasks



[bookmark: O_669895][bookmark: _Toc6930689][bookmark: _Toc9584553][bookmark: _Toc14175309][bookmark: _Toc40117802]Unit Mapping Information
Supersedes and is equivalent to ICTSAS417 Undertake ICT system capacity planning.
[bookmark: O_669902][bookmark: _Toc6930690][bookmark: _Toc9584554][bookmark: _Toc14175310][bookmark: _Toc40117803]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2 
[bookmark: _Toc6930691][bookmark: _Toc9584555][bookmark: _Toc14175311][bookmark: _Toc40117804][bookmark: _Toc40871950]
Assessment Requirements for ICTSAS439 Analyse ICT system capacity and implement enhancements
[bookmark: O_669897][bookmark: O_669898][bookmark: _Toc6930692][bookmark: _Toc9584556][bookmark: _Toc14175312][bookmark: _Toc40117805]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
monitor and assess the current and future capacity requirements and plan and implement capacity enhancements for at least two different ICT systems, on at least two separate occasions.

In the course of the above, the candidate must:
access required hardware and software for testing and enhancement
review ICT system configuration information, workload and fault logs
document and analyse capacity requirements, with realistic and achievable forecasts, including financial requirements.
[bookmark: O_669899][bookmark: _Toc6930693][bookmark: _Toc9584557][bookmark: _Toc14175313][bookmark: _Toc40117806]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
ICT system functionality and operating levels
key features of:
component performance management
industry accepted hardware and software products
financial analysis
client business domain
performance monitoring tools
quality assurance practices with regard to proposed ICT capability enhancements
SLAs relating to proposed ICT capability enhancements
role of stakeholders and the degree of stakeholder involvement
organisational procedures including:
ICT system workload analysis
ICT system fault log analysis
ICT system capacity analysis documentation procedures
ICT system requirement documentation
ICT system capacity enhancement installation
assessment of ICT system enhancements.

[bookmark: O_669900][bookmark: _Toc6930694][bookmark: _Toc9584558][bookmark: _Toc14175314][bookmark: _Toc40117807]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
tools, equipment, materials, hardware and industry software packages required for ICT system capacity analysis and enhancement implementation
live system
SLAs
fault logs
users and required person.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: O_669903][bookmark: _Toc6930695][bookmark: _Toc9584559][bookmark: _Toc14175315][bookmark: _Toc40117808]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2 

[bookmark: _Toc6930696][bookmark: _Toc9584560][bookmark: _Toc40117809][bookmark: _Toc40871951]
ICTSAS440 Monitor and administer security of ICT systems
[bookmark: O_669906][bookmark: O_669907][bookmark: _Toc6930697][bookmark: _Toc9584561][bookmark: _Toc14175317][bookmark: _Toc40117810]Application
This unit describes the skills and knowledge required to monitor security functions of an information and communications technology (ICT) system and administer security measures. 
It applies to experienced individuals who, while working under a level of supervision, have responsibility in a frontline technical support capacity to ensure organisational standards are met and apply technical and specialised knowledge to maintain the security of an ICT system.
No licensing, legislative, or certification requirements apply to this unit at the time of publication.
[bookmark: O_669910][bookmark: _Toc6930698][bookmark: _Toc9584562][bookmark: _Toc14175318][bookmark: _Toc40117811]Unit Sector
Systems administration and support
[bookmark: O_669911][bookmark: _Toc6930699][bookmark: _Toc9584563][bookmark: _Toc14175319][bookmark: _Toc40117812]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Access and control user accounts 
	1.1 Access ICT system according to organisational procedures 
1.2 Modify default and previously created user settings according to security policies
1.3 Access and review logs and audit reports and identify security threats
1.4 Check the requirements for displayed legal notices at log on are aligned to organisational requirements
1.5 Check strength of passwords using required utilities
1.6 Review organisational guidelines for password complexity and tighten if required
1.7 Review password guidelines within other internal departments
1.8 Check for and control legislation compliance breaches 
1.9 Identify and resolve ICT system security 

	2. Secure file and resource access
	2.1 Review inbuilt security features of file and resource access 
2.2 Review and develop file security categorisation scheme
2.3 Monitor and record security threats to ICT system
2.4 Implement file and resource virus checking process
2.5 Schedule ICT system components virus checking process  
2.6 Investigate and implement inbuilt and additional encryption facilities

	3. Recommend and administer security measures
	3.1 Perform user spot checks according to organisational policies and procedures 
3.2 Document areas and instances where security procedures are not being followed
3.3 Create security adherence recommendations  
3.4 Prepare and present audit report and recommendations to required personnel
3.5 Obtain recommended changes approval
3.6 Implement approved changes

	4. Finalise ICT system security procedures
	4.1 Conform all ICT system security checks have been performed
4.2 Review implemented security changes
4.3 Evaluate and report on system security procedures



[bookmark: O_669912][bookmark: _Toc6930700][bookmark: _Toc9584564][bookmark: _Toc14175320][bookmark: _Toc40117813]Foundation Skills
This section describes language, literacy, numeracy and employment skills incorporated in the performance criteria that are required for competent performance.
	Skill
	Description

	Reading
	Researches and analyses technical and non-technical information and system data from a range of sources to determine requirements and complete required actions

	Writing
	Prepares complex workplace documentation detailing information, requirements and recommendations using appropriate structure, layout and technical programming language

	Oral Communication
	Obtains information by listening and questioning and participates in verbal exchanges with a range of personnel using detailed and clear language to contribute information and express requirements and recommendations

	Numeracy
	Uses mathematical equations to calculate and compare system and numerical data to determine required actions and prepare reports and schedules

	Teamwork
	Selects and uses required conventions and protocols when communicating with others in a range of work contexts

	Problem solving
	Applies analytical processes to resolve technical or conceptual problems

	Self-management
	Takes responsibility for planning, sequencing and prioritising tasks and own workload for efficiency and effective outcomes

	Technology
	Uses main features and functions of digital tools to complete work tasks



[bookmark: O_669914][bookmark: _Toc6930701][bookmark: _Toc9584565][bookmark: _Toc14175321][bookmark: _Toc40117814]Unit Mapping Information
Supersedes and is equivalent to ICTSAS418 Monitor and administer security of an ICT system.

[bookmark: O_669921][bookmark: _Toc6930702][bookmark: _Toc9584566][bookmark: _Toc14175322][bookmark: _Toc40117815]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2 
[bookmark: _Toc6930703][bookmark: _Toc9584567][bookmark: _Toc40117816][bookmark: _Toc40871952]
Assessment Requirements for ICTSAS440 Monitor and administer security of ICT systems
[bookmark: O_669916][bookmark: O_669917][bookmark: _Toc6930704][bookmark: _Toc9584568][bookmark: _Toc14175324][bookmark: _Toc40117817]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
monitor and administer security functions of at least two different ICT systems.

In the course of the above, the candidate must:
access and modify user settings to satisfy security policies, including:
legal notices at logon
password strength
email and resource access 
review user accounts for security control
identify security features in operating environment
monitor threats to the network using:
review logs and audit reports
third-party diagnostic tools
implementation of virus checking process and schedule
preparation of an audit report and recommendations
security spot checks.
[bookmark: O_669918][bookmark: _Toc6930705][bookmark: _Toc9584569][bookmark: _Toc14175325][bookmark: _Toc40117818]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
industry accepted hardware and software products related to IT security
privacy issues and legislation with regard to IT security
risk analysis processes for system security
role of users in setting security
password strength guidelines
security technology and systems technologies
client business domains, including:
client organisation structure
business functionality.

[bookmark: O_669919][bookmark: _Toc6930706][bookmark: _Toc9584570][bookmark: _Toc14175326][bookmark: _Toc40117819]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
special purpose tools, equipment and materials required for the monitoring and administration of security functions of ICT systems
industry software packages
an environment with an existing security system in place
security policy for security systems
industry and organisational standards
a live ICT system.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: O_669922][bookmark: _Toc6930707][bookmark: _Toc9584571][bookmark: _Toc14175327][bookmark: _Toc40117820]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2 
[bookmark: _Toc9427595][bookmark: _Toc9584572][bookmark: _Toc40117821][bookmark: _Toc40871953]
ICTSAS441 Support ICT system software
[bookmark: O_669925][bookmark: O_669926][bookmark: _Toc9427596][bookmark: _Toc9584573][bookmark: _Toc14175329][bookmark: _Toc40117822]Application
This unit describes the skills and knowledge required to support Information and Communications Technology (ICT) system software through the management of ICT system files, management of ICT system security, ICT system backups and ICT system restores.
It applies to individuals who provide assistance and use technical and specialised knowledge and a systematic approach to tasks to ensure organisational standards are met in maintaining operating systems.
No licensing, legislative, or certification requirements apply to this unit at the time of publication.
[bookmark: O_669929][bookmark: _Toc9427597][bookmark: _Toc9584574][bookmark: _Toc14175330][bookmark: _Toc40117823]Unit Sector
Systems administration and support
[bookmark: O_669930][bookmark: _Toc9427598][bookmark: _Toc9584575][bookmark: _Toc14175331][bookmark: _Toc40117824]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Access and maintain ICT system software
	1.1 Access ICT system software according to organisational procedures
1.2 Evaluate ICT system effectiveness against organisational requirements and benchmarks and determine if maintenance activities should be commenced
1.3 Identify peak periods and performance problems
1.4 Monitor ICT system data levels 
1.5 Troubleshoot ICT system with required ICT system tools as needed
1.6 Monitor and retune ICT system  

	2. Set up and manage ICT system files
	2.1 Access ICT system files 
2.2 Evaluate ICT system requirements and monitor appropriateness of file and folder structures
2.3 Create required administration file and folder structures
2.4 Set up security and access and sharing of file system according to ICT system requirements
2.5 Test file system and confirm required access to user groups
2.6 Write logon scripts and custom utilities and programs according to organisational guidelines 
2.7 Document file system created according to organisational guidelines

	3. Monitor and manage ICT system usage and security
	3.1 Monitor user access against user access levels
3.2 Review user and data security requirements 
3.3 Identify virus protection requirements of network according organisational requirements
3.4 Scan ICT system for viruses and remove detected viruses
3.5 Determine data exposure risks and formulate required prevention and recovery processes
3.6 Implement backup and to restore services system 
3.7 Document disaster recovery procedures according to organisational requirements 

	4. Carry out ICT system backup and restore ICT system backup
	4.1 Confirm backup schedule meets organisational requirements
4.2 Complete ICT system backup according to organisational, scheduling and system requirements
4.3 Provide and use a secure off-site location for storage of backup media 
4.4 Complete required ICT system restores and system recovery according to organisational guidelines
4.5 Optimise restored ICT system according to organisational requirements
4.6 Record ICT system backups and restores according to organisational requirements

	5. Finalise ICT system software support procedures
	5.1 Confirm all ICT system support procedures have been performed
5.2 Review implemented ICT system changes
5.3 Evaluate and report on ICT system support procedures 



[bookmark: O_669931][bookmark: _Toc9427599][bookmark: _Toc9584576][bookmark: _Toc14175332][bookmark: _Toc40117825]Foundation Skills
This section describes language, literacy, numeracy and employment skills incorporated in the performance criteria that are required for competent performance.
	Skill
	Description

	Reading
	Interprets and analyses technical and non-technical information and system data from a range of sources to determine requirements and complete required actions

	Writing
	Prepares required workplace documentation using appropriate structure, layout and technical language

	Numeracy
	Uses mathematical equations to calculate and compare system and numerical data to determine required actions and to prepare reports

	Problem solving
	Applies analytical processes to resolve technical or conceptual problems

	Self-management
	Takes responsibility for planning, sequencing and prioritising tasks and own workload for efficiency and effective outcomes

	Technology
	Uses main features and functions of digital tools to complete work tasks



[bookmark: O_669933][bookmark: _Toc9427600][bookmark: _Toc9584577][bookmark: _Toc14175333][bookmark: _Toc40117826]Unit Mapping Information
Supersedes and is equivalent to ICTSAS419 Support system software.
[bookmark: O_669940][bookmark: _Toc9427601][bookmark: _Toc9584578][bookmark: _Toc14175334][bookmark: _Toc40117827]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2 
[bookmark: _Toc9427602][bookmark: _Toc9584579][bookmark: _Toc40117828][bookmark: _Toc40871954]
Assessment Requirements for ICTSAS441 Support ICT system software
[bookmark: O_669935][bookmark: O_669936][bookmark: _Toc9427603][bookmark: _Toc9584580][bookmark: _Toc14175336][bookmark: _Toc40117829]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
support ICT system software by completing all of the following, on two separate ICT systems:
ICT system file management
ICT system security management
ICT system backup
ICT system restore.

In the course of the above, the candidate must:
prepare documentation and reports 
access required ICT system software and files
maintain system performance benchmarks
use a wide range of features and system tools.
[bookmark: O_669937][bookmark: _Toc9427604][bookmark: _Toc9584581][bookmark: _Toc14175337][bookmark: _Toc40117830]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
system software and system tools
reasons for system performance problems, such as:
system utilisation
file and disk structure
performance reports and files
system data levels
system performance indicators
predetermined system performance standards
key features of change management systems
the client business domain
quality assurance practices with regard to supporting system software
simple programming constructs
vendor products and trends in product development.

[bookmark: O_669938][bookmark: _Toc9427605][bookmark: _Toc9584582][bookmark: _Toc14175338][bookmark: _Toc40117831]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
special purpose tools, equipment and materials for ICT system support
industry software packages
organisational performance benchmarks
live system
client user requirements.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: O_669941][bookmark: _Toc9427606][bookmark: _Toc9584583][bookmark: _Toc14175339][bookmark: _Toc40117832]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2 
[bookmark: _Toc9427607][bookmark: _Toc9584584][bookmark: _Toc40117833][bookmark: _Toc40871955]
ICTSAS442 Provide first-level remote help desk support
[bookmark: O_669944][bookmark: O_669945][bookmark: _Toc9427608][bookmark: _Toc9584585][bookmark: _Toc14175341][bookmark: _Toc40117834]Application
This unit describes the skills and knowledge required to resolve first-level user support issues and change requests remotely for a range of Information and Communications Technology (ICT) systems.
It applies to experienced individuals who, while working under a level of supervision, have responsibility in a frontline technical support capacity to exercise discretion and judgement using required knowledge to provide assistance and remote help desk support to clients.
No licensing, legislative, or certification requirements apply to this unit at the time of publication.
[bookmark: O_669948][bookmark: _Toc9427609][bookmark: _Toc9584586][bookmark: _Toc14175342][bookmark: _Toc40117835]Unit Sector
Systems administration and support
[bookmark: O_669949][bookmark: _Toc9427610][bookmark: _Toc9584587][bookmark: _Toc14175343][bookmark: _Toc40117836]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Determine the user support issue
	1.1 Determine eligibility status of individual experiencing user support difficulty against organisational guidelines 
1.2 Clarify user support difficulty and change request with client 
1.3 Confirm nature of user support difficulty and change request with client 

	2. Identify the ICT system being used by the client 
	2.1 Identify software, hardware, network connection and application being used by client
2.2 Identify expected client outcome and stage of issue resolution 
2.3 Step client back to beginning of resolution process 

	3. Confirm resolution of user support issue and change request
	3.1 Determine, describe and eliminate factors that created user support issue and permit it to recur
3.2 Explain and guide client through complete recovery and resolution process 
3.3 Provide handling and resolution instructions to client 
3.4 Escalate change request where required
3.5 Document changes where required

	4. Finalise client support procedures
	4.1 Confirm resolution of issue and obtain client satisfaction with client according to client service policy
4.2 Inform client of additional support and services available, according to the organisation’s client service policy
4.3 Provide client with additional product and service information according to organisation’s sales promotion requirements
4.4 Complete client contact records according to client service requirements


[bookmark: O_669950][bookmark: _Toc9427611][bookmark: _Toc9584588][bookmark: _Toc14175344][bookmark: _Toc40117837]Foundation Skills
This section describes language, literacy, numeracy and employment skills incorporated in the performance criteria that are required for competent performance.
	Skill
	Description

	Reading
	Interprets and analyses technical and non-technical information from a range of sources to determine requirements and complete required actions

	Writing
	Accurately records information and numerical data and prepares documentation using clear and accurate language to convey explicit information, requirements and recommendations

	Oral Communication
	Articulates ideas and strategies using effective communication techniques and industry standard technical language intended for audience and environment
Explain the processes involved with resolving client problems in a logical manner, using plain English 

	Teamwork
	Selects and uses required conventions and protocols when communicating with clients in a range of work contexts

	Numeracy
	Uses mathematical equations to calculate costs and estimate time in providing client services and in determining required actions

	Self-management
	Takes responsibility for planning, sequencing and prioritising tasks and own workload for efficiency and effective outcomes

	Problem solving
	Applies analytical processes to resolve technical or conceptual problems

	Technology
	Uses main features and functions of digital tools to complete work tasks



[bookmark: O_669952][bookmark: _Toc9427612][bookmark: _Toc9584589][bookmark: _Toc14175345][bookmark: _Toc40117838]Unit Mapping Information
Supersedes and is equivalent to ICTSAS420 Provide first-level remote help desk support.

[bookmark: O_669959][bookmark: _Toc9427613][bookmark: _Toc9584590][bookmark: _Toc14175346][bookmark: _Toc40117839]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2 
[bookmark: _Toc9427614][bookmark: _Toc9584591][bookmark: _Toc40117840][bookmark: _Toc40871956]
Assessment Requirements for ICTSAS442 Provide first-level remote help desk support
[bookmark: O_669954][bookmark: O_669955][bookmark: _Toc9427615][bookmark: _Toc9584592][bookmark: _Toc14175348][bookmark: _Toc40117841]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
resolve one first-level user support issue of an ICT system and one first-level change request of a different ICT system, for two separate clients.

In the course of the above, the candidate must:
identify nature of the user difficulty and determine required support 
identify ICT system being used by client, such as:
software
hardware
network connection
application
resolve first-level user support difficulties remotely
demonstrate customer service skills
engage with the client using a range of communication skills, such as:
active listening
questioning
clear and concise language
logical, plain English 
obtain client feedback and document problem resolution.
[bookmark: O_669956][bookmark: _Toc9427616][bookmark: _Toc9584593][bookmark: _Toc14175349][bookmark: _Toc40117842]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
customer service policies and procedures
contexts where escalation procedures are required
organisational guidelines, including user support services
work health and safety (WHS) procedures related to:
work environment 
organisational requirements
user support policies of limited complexity related to known or basic options.

[bookmark: O_669957][bookmark: _Toc9427617][bookmark: _Toc9584594][bookmark: _Toc14175350][bookmark: _Toc40117843]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
client issues and change requests
remote helpdesk hardware and software
communications hardware
customer service policies
user support policies
escalation procedures.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: O_669960][bookmark: _Toc9427618][bookmark: _Toc9584595][bookmark: _Toc14175351][bookmark: _Toc40117844]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2 
[bookmark: _Toc9427619][bookmark: _Toc9584596][bookmark: _Toc40117845][bookmark: _Toc40871957]
ICTSAS443 Support operating system users and troubleshoot applications
[bookmark: O_669963][bookmark: O_669964][bookmark: _Toc9427620][bookmark: _Toc9584597][bookmark: _Toc14175353][bookmark: _Toc40117846]Application
This unit describes the skills and knowledge required to support users who run operating systems (OS) in a corporate or home environment and to troubleshoot applications on a range of Information and Communications Technology (ICT) devices.
It applies to individuals who provide frontline support to users and apply technical and specialised knowledge to fault finding and problem solving.
No licensing, legislative, or certification requirements apply to this unit at the time of publication.
[bookmark: O_669967][bookmark: _Toc9427621][bookmark: _Toc9584598][bookmark: _Toc14175354][bookmark: _Toc40117847]Unit Sector
Systems administration and support
[bookmark: O_669968][bookmark: _Toc9427622][bookmark: _Toc9584599][bookmark: _Toc14175355][bookmark: _Toc40117848]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Prepare to support OS users
	1.1 Access OS according to organisational procedures 
1.2 Determine support requirements with OS users
1.2 Analyse OS according to organisational procedures
1.3 Determine support capacity and refer to required personnel if outside scope of ability
1.4 Document intended OS support 

	2. Install, configure and troubleshoot applications and security
	2.1 Install client application 
2.2 Configure and customise client application within user environment and according to user specifications
2.3 Identify application problems and security issues
2.4 Troubleshoot application according to organisational procedures
2.5 Troubleshoot security permission problems 
2.6 Manage application security settings

	3. Implement OS support procedures 
	3.1 Determine user OS issues and problems 
3.2 Research solutions to user OS issues and problems
3.3 Recommend user OS solutions 
3.4 Implement OS solutions according to organisational procedures
3.5 Resolve OS issues and problems according to organisational procedures

	4. Finalise OS support and troubleshooting procedures
	4.1 Confirm all OS system support procedures have been performed
4.2 Review implemented application changes and installations and OS support outcomes according to organisational procedures
4.3 Evaluate and report on support procedures 



[bookmark: O_669969][bookmark: _Toc9427623][bookmark: _Toc9584600][bookmark: _Toc14175356][bookmark: _Toc40117849]Foundation Skills
This section describes language, literacy, numeracy and employment skills incorporated in the performance criteria that are required for competent performance.
	Skill
	Description

	Reading
	Researches and analyses complex technical and non-technical information from a range of sources to determine requirements and complete required actions

	Writing
	Accurately records information and numerical data and prepares documentation using clear and accurate language to convey explicit information, requirements and recommendations 

	Oral Communication
	Confirms information and articulates ideas using effective communication techniques and industry standard technical language intended for audience and environment

	Numeracy
	Uses mathematical equations to calculate and compare numerical data to solve problems and determine required actions

	Teamwork
	Selects and uses required conventions and protocols when communicating with clients in a range of work contexts

	Problem solving
	Applies analytical processes to resolve technical or conceptual problems

	Self-management
	Takes responsibility for planning, sequencing and prioritising tasks and own workload for efficiency and effective outcomes

	Technology
	Uses main features and functions of digital tools to complete work tasks



[bookmark: O_669971][bookmark: _Toc9427624][bookmark: _Toc9584601][bookmark: _Toc14175357][bookmark: _Toc40117850]Unit Mapping Information
Supersedes and is equivalent to ICTSAS421 Support users and troubleshoot desktop applications.

[bookmark: O_669978][bookmark: _Toc9427625][bookmark: _Toc9584602][bookmark: _Toc14175358][bookmark: _Toc40117851]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2 

[bookmark: _Toc9427626][bookmark: _Toc9584603][bookmark: _Toc40117852][bookmark: _Toc40871958]
Assessment Requirements for ICTSAS443 Support users and troubleshoot desktop applications
[bookmark: O_669973][bookmark: O_669974][bookmark: _Toc9427627][bookmark: _Toc9584604][bookmark: _Toc14175360][bookmark: _Toc40117853]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
provide support to two different OS users, with different support requirements, on separate occasions
install and troubleshoot applications on at least two different ICT devices.

In the course of the above, the candidate must:
install, configure and troubleshoot applications
manage security issues associated with OS and applications
provide user support to users of OS’s
customise computer applications
anticipate and respond to a range of security incidents.
[bookmark: O_669975][bookmark: _Toc9427628][bookmark: _Toc9584605][bookmark: _Toc14175361][bookmark: _Toc40117854]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
organisational procedures, including:
application troubleshooting
OS access and analysis
OS solution implementation
OS issues and problem resolution 
sources of OS patches
OS and application security incidents
typical systems and procedures of user support.
[bookmark: O_669976][bookmark: _Toc9427629][bookmark: _Toc9584606][bookmark: _Toc14175362][bookmark: _Toc40117855]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
required OS installation storage and recovery software
devices with application errors
samples of operating system patches
stand-alone or networked ICT device.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: O_669979][bookmark: _Toc9427630][bookmark: _Toc9584607][bookmark: _Toc14175363][bookmark: _Toc40117856]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2 

[bookmark: _Toc9427631][bookmark: _Toc9584608][bookmark: _Toc40117857][bookmark: _Toc40871959]
ICTSAS444 Repair operating systems boot up procedures
[bookmark: O_670001][bookmark: O_670002][bookmark: _Toc9427632][bookmark: _Toc9584609][bookmark: _Toc14175365][bookmark: _Toc40117858]Application
This unit describes the skills and knowledge required to repair boot up procedures in a variety of operating systems (OS).
It applies to individuals who use technical and specialised knowledge and a systematic approach to troubleshooting and fault finding.
No licensing, legislative, or certification requirements apply to this unit at the time of publication.
[bookmark: O_670005][bookmark: _Toc9427633][bookmark: _Toc9584610][bookmark: _Toc14175366][bookmark: _Toc40117859]Unit Sector
Systems administration and support
[bookmark: O_670006][bookmark: _Toc9427634][bookmark: _Toc9584611][bookmark: _Toc14175367][bookmark: _Toc40117860]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Prepare to repair OS
	1.1 Review organisation’s technical support procedures and confirm client requirements
1.2 Access faulty OS according to organisational procedures 
1.3 Examine OS file and root structure according to organisational procedures
1.4 Identify profile information and currency of OS
1.5 Identify and confirm help desk structure for assistance if required 
1.6 Examine kernel file structures 

	2. Analyse OS boot up processes and repair
	2.1 Observe boot process according to task requirements 
2.2 Compare and contrast features of faulty OS boot up with fully functional OS boot up according to organisational procedures
2.3 Analyse and evaluate boot up procedures according to organisational procedures
2.4 Evaluate boot files 
2.5 Determine boot up procedure problems 
2.6 Identify boot up procedure solutions 
2.7 Implement boot up procedure solutions according to organisational procedures
2.8 Test implemented solution effectiveness  
2.9 Document OS boot up repair according to organisational procedures

	3. Finalise OS boot up repair processes
	3.1 Confirm all OS boot up repair procedures have been performed
3.2 Review implemented boot up repair and OS support outcomes
3.3 Evaluate and report on support procedures 



[bookmark: O_670007][bookmark: _Toc9427635][bookmark: _Toc9584612][bookmark: _Toc14175368][bookmark: _Toc40117861]Foundation Skills
This section describes language, literacy, numeracy and employment skills incorporated in the performance criteria that are required for competent performance.
	Skill
	Description

	Reading
	Interprets and analyses complex technical information from a range of sources to determine requirements and complete required actions

	Writing
	Records information in the required format, using accurate spelling and grammar and terminology and conventions specific to requirements

	Oral Communication
	Articulates ideas and strategies using effective communication techniques and industry standard technical language intended for audience and environment

	Numeracy
	Uses mathematical equations to calculate and compare numerical data required for troubleshooting and problem solving

	Teamwork
	Selects and uses required conventions and protocols when communicating with clients in a range of work contexts

	Problem Solving
	Applies analytical processes to resolve technical or conceptual problems

	Self-management
	Takes responsibility for planning, sequencing and prioritising tasks and own workload for efficiency and effective outcomes

	Technology
	Uses main features and functions of digital tools to complete work tasks



[bookmark: O_670009][bookmark: _Toc9427636][bookmark: _Toc9584613][bookmark: _Toc14175369][bookmark: _Toc40117862]Unit Mapping Information
Supersedes and is equivalent to ICTSAS424 Support different operating systems.
[bookmark: O_670016][bookmark: _Toc9427637][bookmark: _Toc9584614][bookmark: _Toc14175370][bookmark: _Toc40117863]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2 
[bookmark: _Toc9427638][bookmark: _Toc9584615][bookmark: _Toc40117864][bookmark: _Toc40871960]
Assessment Requirements for ICTSAS444 Repair operating systems boot up procedures
[bookmark: O_670011][bookmark: O_670012][bookmark: _Toc9427639][bookmark: _Toc9584616][bookmark: _Toc14175372][bookmark: _Toc40117865]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
repair the boot up procedures of two different operating systems, on separate occasions.

In the course of the above, the candidate must:
review technical support procedures with client
evaluate the functionality of OS
differentiate OS features, structure and currency
analyse OS boot processes and procedures
review and document implemented boot up repair and OS support outcomes.
[bookmark: O_670013][bookmark: _Toc9427640][bookmark: _Toc9584617][bookmark: _Toc14175373][bookmark: _Toc40117866]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
organisational procedures, including:
OS file and root structure examination
OS boot up comparison procedures
boot up procedures
solution implementation for boot up procedures
OS boot up repair documentation
boot process analysis of a large variety of OS’s
file analysis of those required for operation
compare the key features of a range of OS.
[bookmark: O_670014][bookmark: _Toc9427641][bookmark: _Toc9584618][bookmark: _Toc14175374][bookmark: _Toc40117867]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
stand-alone or networked operating systems 
required OS installation storage and recovery software
drivers for connected devices
system for boot up analysis and repair
help desk support.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: O_670017][bookmark: _Toc9427642][bookmark: _Toc9584619][bookmark: _Toc14175375][bookmark: _Toc40117868]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2 
[bookmark: _Toc9584620][bookmark: _Toc40117869][bookmark: _Toc40871961]
ICTSAS445 Configure and troubleshoot operating system software
[bookmark: O_670020][bookmark: O_670021][bookmark: _Toc9584621][bookmark: _Toc14175377][bookmark: _Toc40117870]Application
This unit describes the skills and knowledge required to install, configure, optimise and troubleshoot operating system (OS) software to ensure organisational and client requirements  are met.
It applies to experienced individuals who, whilst working under minimal supervision and in an instructional and management capacity, are required to install, configure, optimise and troubleshoot OS system software to meet organisational client requirements.
No licensing, legislative, or certification requirements apply to this unit at the time of publication.
[bookmark: O_670024][bookmark: _Toc9584622][bookmark: _Toc14175378][bookmark: _Toc40117871]Unit Sector
Systems administration and support
[bookmark: O_670025][bookmark: _Toc9584623][bookmark: _Toc14175379][bookmark: _Toc40117872]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Identify suitable operating systems
	1.1 Research OS vendor sites, technical specifications and system requirements
1.2 Compare and contrast different OS according to organisational procedures
1.3 Determine licensing, hardware and security requirements
1.4 Determine OS for required operation
1.5 Provide OS recommendation to required personnel 

	2. Install, configure, test and optimise operating systems
	2.1 Install OS according to organisational requirements 
2.2 Configure OS user interface installation 
2.3 Identify directory structures and demonstrate management of virtual memory
2.4 Test OS functions and operations according to organisational procedures
2.5 Optimise OS according to organisational and client requirements
2.6 Document OS installation procedures and functionality according to organisational procedures

	3. Resolve operating system problems using command line options and system tools
	3.1 Identify command line options and system tools 
3.2 Troubleshoot OS problems according to organisational procedures 
3.3 Identify and determine OS problem resolution strategies 
3.4 Implement OS resolution strategies according to task requirements 
3.5 Test OS problem resolution

	4. Provide instruction for new operating system implementation
	4.1 Confirm resolution of problems with client according to client service policy
4.2 Document changes to OS according to organisational procedures
4.3 Provide one-to-one change instruction to client and users as required
4.4 Obtain OS client evaluation and approval 
4.5 Finalise OS change procedures according to organisational procedures  



[bookmark: O_670026][bookmark: _Toc9584624][bookmark: _Toc14175380][bookmark: _Toc40117873]Foundation Skills
This section describes language, literacy, numeracy and employment skills incorporated in the performance criteria that are required for competent performance.
	Skill
	Description

	Reading
	Researches and analyses technical textual information and numeric data to source solutions and determine required actions

	Writing
	Uses clear and technical language and formats required to the task to record and convey information, requirements and recommendations

	Oral Communication
	Articulates ideas and strategies using effective communication techniques and industry standard technical language intended for audience and environment
Provides instructions to clients on how changes made to operating systems affect the operating system functionality

	Initiative and enterprise
	Takes personal responsibility for following explicit and implicit policies, procedures and technical requirements

	Teamwork
	Selects and uses required conventions and protocols when communicating with clients and others in a range of work contexts

	Problem solving
	Applies analytical processes to resolve technical or conceptual problems

	Self-management
	Takes responsibility for planning, sequencing and prioritising tasks and own workload for efficiency and effective outcomes

	Technology
	Uses main features and functions of digital tools to complete work tasks



[bookmark: O_670028][bookmark: _Toc9584625][bookmark: _Toc14175381][bookmark: _Toc40117874]Unit Mapping Information
Supersedes and is equivalent to ICTSAS425 Configure and troubleshoot operating system software.
[bookmark: O_670035][bookmark: _Toc9584626][bookmark: _Toc14175382][bookmark: _Toc40117875]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2 
[bookmark: _Toc9584627][bookmark: _Toc40117876][bookmark: _Toc40871962]
Assessment Requirements for ICTSAS445 Configure and troubleshoot operating system software
[bookmark: O_670030][bookmark: O_670031][bookmark: _Toc9584628][bookmark: _Toc14175384][bookmark: _Toc40117877]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
install, configure, optimise and troubleshoot two different operating systems, on two separate occasions, each for a different organisation.

In the course of the above, the candidate must:
improve system performance with minimum disruption to clients
identify OS problems and resolve using command line options and system tools.
[bookmark: O_670032][bookmark: _Toc9584629][bookmark: _Toc14175385][bookmark: _Toc40117878]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
requirements of different operating systems
architecture of technical systems
industry accepted hardware and software products
functions and features of the OS used by the organisation
OS resolution strategies, including:
command line options 
system tools 
installation and configuration of systems software including:
organisational requirements for OS software
prerequisites for system software installation
set-up and configuration procedures
software packages supported by the organisation
system’s functionality
system’s diagnostic software
vendor specifications and requirements for installation
organisational procedures, including:
OS comparison and contrast methods 
OS functionality and operation testing
OS installation procedure documentation
OS troubleshooting procedures
OS change documentation
OS change procedures.

[bookmark: O_670033][bookmark: _Toc9584630][bookmark: _Toc14175386][bookmark: _Toc40117879]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
industry accepted devices where OS installations can be performed
OS software
command line options and system tools
technical documentation
organisational documentation.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: O_670036][bookmark: _Toc9584631][bookmark: _Toc14175387][bookmark: _Toc40117880]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2 

[bookmark: _Toc9584632][bookmark: _Toc40117881][bookmark: _Toc40871963]
ICTSAS446 Fault find and troubleshoot ICT equipment, hardware and software problems
[bookmark: O_670039][bookmark: O_670040][bookmark: _Toc9584633][bookmark: _Toc14175389][bookmark: _Toc40117882]Application
This unit describes the skills and knowledge required to troubleshoot Information and Communications Technology (ICT) equipment, hardware and software problems and apply systematic processes to fault finding across a wide range of ICT disciplines.
It applies to individuals who, whilst working under minimal supervision and with a level of expertise, apply a systematic approach to finding faults, troubleshooting problems and solving issues in a wide range of ICT disciplines in a small or large helpdesk environment.
No licensing, legislative, or certification requirements apply to this unit at the time of publication.
[bookmark: O_670043][bookmark: _Toc9584634][bookmark: _Toc14175390][bookmark: _Toc40117883]Unit Sector
Systems administration and support
[bookmark: O_670044][bookmark: _Toc9584635][bookmark: _Toc14175391][bookmark: _Toc40117884]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Prepare for fault finding and troubleshooting procedures
	1.1 Develop problem resolution troubleshooting process 
1.2 Obtain ICT system according to organisational procedures
1.3 Analyse and document ICT system characteristics according to organisational procedures 
1.4 Identify and obtain required fault finding tools according to organisational procedures
1.5 Identify fault finding legislation, health and safety requirements, codes, regulations and standards 

	2. Analyse the problem to be solved
	2.1 Collect ICT system data according to organisational procedures
2.2 Determine specificity of problem according to organisational procedures
2.3 Analyse data to determine nature and scope of problem 
2.4 Determine symptoms of ICT system problems
2.5 Document analysis of problem according to organisational procedures

	3. Identify a solution and rectify the problem 
	3.1 Test variables until problem is isolated according to organisational procedures
3.2 Confirm isolated problem has been accurately determined
3.3 Create list of probable causes 
3.4 Formulate solution and create provision for rollback 
3.5 Implement ICT system solution according to organisational procedures

	4. Test system and complete documentation
	4.1 Test ICT system to ensure problem has been solved according to organisational procedures
4.2 Record results of tests and file according to organisational procedures
4.3 Implement basic preventative maintenance techniques 
4.4 Document characteristics of problem and solution according to organisational procedures
4.5 Load document to required database 



[bookmark: O_670045][bookmark: _Toc9584636][bookmark: _Toc14175392][bookmark: _Toc40117885]Foundation Skills
This section describes language, literacy, numeracy and employment skills incorporated in the performance criteria that are required for competent performance.
	Skill
	Description

	Reading
	Identifies, analyses and evaluates technical textual information and technical system data to source solutions and determine required actions

	Writing
	Records information relating to issues and outcomes in a sequential manner using grammar and spelling

	Initiative and enterprise
	Identifies and complies with organisational and legislative requirements

	Problem solving
	Applies analytical processes to resolve technical and conceptual problems

	Self-management
	Takes responsibility for planning, sequencing and prioritising tasks and own workload for efficiency and effective outcomes

	Get the work done
	Uses the main features and functions of digital tools to complete work tasks



[bookmark: O_670047][bookmark: _Toc9584637][bookmark: _Toc14175393][bookmark: _Toc40117886]Unit Mapping Information
Supersedes and is equivalent to ICTSAS426 Locate and troubleshoot ICT equipment, system and software faults.

[bookmark: O_670054][bookmark: _Toc9584638][bookmark: _Toc14175394][bookmark: _Toc40117887]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2 
[bookmark: _Toc9584639][bookmark: _Toc40117888][bookmark: _Toc40871964]
Assessment Requirements for ICTSAS446 Fault find and troubleshoot ICT equipment, hardware and software problems
[bookmark: O_670049][bookmark: O_670050][bookmark: _Toc9584640][bookmark: _Toc14175396][bookmark: _Toc40117889]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
apply fault finding methods to determine a problem with an ICT system, on at least two occasions, each occasion on a different ICT system
troubleshoot and resolve problem identified on each ICT system.

In the course of the above, the candidate must:
identify, analyse and document fault finding method and faults
develop and document troubleshooting process
obtain and use suitable tools and equipment
systematically test variables until problem is isolated
[bookmark: O_670051][bookmark: _Toc9584641][bookmark: _Toc14175397][bookmark: _Toc40117890]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
ICT systems, including:
ICT equipment (including peripheral devices)
hardware
software
operating systems
organisational procedures, including:
fault finding, troubleshooting, analysis and test recording documentation
fault finding tool gathering and use procedures
ICT system data collection procedures
variable and system testing procedures
solution implementation procedures
fault finding test filing procedures
client support and maintenance practices
industry accepted hardware and software products
system’s functionality characteristics
change management tools that may be used for fault finding and troubleshooting ICT equipment, hardware and software problems
key features of quality assurance practices, including locating and troubleshooting ICT:
equipment faults
hardware faults
software faults 
operating system faults
change control procedures of the organisation
range of trouble shooting methodologies and system testing tools
symptoms of faulty ICT equipment and probable causes of problems
basic preventative maintenance techniques
legislative, regulatory, standards and codes of practice that impact on the ICT service sector.

[bookmark: O_670052][bookmark: _Toc9584642][bookmark: _Toc14175398][bookmark: _Toc40117891]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
equipment, hardware, software and systems to be diagnosed
diagnostic and fault-finding tools
technical and system documentation
organisational requirements for documenting solution.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: O_670055][bookmark: _Toc9584643][bookmark: _Toc14175399][bookmark: _Toc40117892]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2 
[bookmark: _Toc26873557][bookmark: _Toc40117893][bookmark: _Toc40871965]
ICTSAS524 Develop, implement and evaluate an incident response plan
[bookmark: O_670058][bookmark: O_670059][bookmark: _Toc40117894]Application
This unit describes the skills and knowledge required to develop and implement an incident response plan. The results of the incident response plan must be evaluated if they affect the mission of the organisation.
It applies to individuals who apply high-level technical skills and specialised knowledge to provide broad systems administration and support functions.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: O_670062][bookmark: _Toc40117895]Unit Sector
Systems administration and support
[bookmark: O_670063][bookmark: _Toc40117896]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Prepare to develop an incident response plan
	1.1 Identify and document organisational incident response plan requirements 
1.2 Identify and document incident response team services according to organisational requirements 
1.3 Identify incident response plan structure according to 
organisational requirements 
1.4 Determine and document alignment of organisation’s existing incident response plan against identified requirements 
1.5 Submit documentation to required personnel, seek and respond to feedback 

	2. Develop the incident response plan
	2.1 Develop and document incident management policy according to task requirements 
2.2 Create incident response plans according to organisational requirements and security policies and procedures 
2.3 Develop incident handling and reporting procedures
2.4 Create incident response exercises, red-teaming activities, staffing and training requirements
2.5 Develop procedure for collecting and protecting forensic evidence during incident response procedures according to organisational requirements 
2.6 Establish and document incident the response plan

	3. Implement the incident response plan
	3.1 Apply response actions to reported security incident according to incident response plan and task requirements 
3.2 Assist in collecting, processing and preserving evidence according to requirements
3.3 Execute incident response plans, red-teaming activities and incident response exercises
3.4  Document security incident response and actions according to task requirements 
3.5 Collect, analyse and report incident management measures according to task requirements 

	4. Evaluate incident response plans
	4.1 Assess and document efficiency and effectiveness of incident response plans activities
4.2 Examine and document effectiveness of red teaming and incident response tests, training and exercises
4.3 Assess effectiveness of communication between incident response team and required internal and external organisations
4.4 Determine and document response improvement activities  
4.5 Submit documentation to required personnel and obtain final task sign off





[bookmark: O_670064][bookmark: _Toc40117897]Foundation Skills
This section describes language, literacy, numeracy and employment skills incorporated in the performance criteria that are required for competent performance.
	Skill
	Description

	Learning
	· Monitors outcomes of decisions, considering results and identifying key concepts and principles that may be adaptable in the future

	Numeracy
	· Interprets, analyses and documents numerical and technical system data
· Uses mathematical equations to calculate data for technical reports

	Oral communication
	· Uses listening and questioning techniques to confirm task requirements and relevant information using succinct language

	Reading
	· Analyses textual information and data to determine necessary actions

	Writing
	· Prepares required workplace documentation detailing processes and outcomes using cohesive language 

	Teamwork
	· Uses a variety of relevant communication tools and strategies in building and maintaining effective working relationships 
· Influences and fosters a collaborative culture facilitating a sense of commitment and workplace cohesion
· Understands diversity and seeks to integrate diversity into the work context for managing change, making decisions and achieving shared outcomes

	Planning and organising
	· Monitors and reviews the organisations policies, procedures and adherence to legislative requirements in order to implement and manage change

	Self-management
	· Works autonomously, making high-level decisions to achieve and improve organisational goals

	Problem solving
	· Develops and implements strategies that ensure organisational policies, procedures and regulatory requirements are met
· Operates from a broad conceptual plan, developing the operational detail in stages, regularly reviewing priorities and performance during implementation, and identifying and addressing issues



[bookmark: O_670066][bookmark: _Toc40117898]Unit Mapping Information
Supersedes and is equivalent to ICTSAS501 Develop, implement and evaluate an incident response plan.

[bookmark: O_670073][bookmark: _Toc40117899]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc26873558][bookmark: _Toc40117900][bookmark: _Toc40871966]Assessment Requirements for ICTSAS524 Develop, implement and evaluate an incident response plans
[bookmark: _Toc40117901]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
· determine incident response plan requirements, implement and analyse its application in real-world scenarios and document processes and outcomes on at least one occasion.
[bookmark: O_670070][bookmark: _Toc40117902]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:

· key features of:
· organisational business domain
· industry standard workplace procedures and legislative requirements that are applicable to formulating prevention and recovery strategy
· industry standard systems engineering methodologies applicable to threat evaluation 
· industry standard backup methodologies
· industry standard components of  business planning process relevant to development of Information and Communications Technology (ICT) business solutions
· industry standard system functionality for an organisation.

[bookmark: O_670071][bookmark: _Toc40117903]Assessment Conditions

Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 

This includes access to:
· ICT business specifications and organisational deliverables 
· information on the security environment, including required laws and legislation
· existing organisational security policies, organisational expertise and knowledge
· security environment threats
· risk analysis tools and methodologies
· ICT security assurance specifications
· industry standard incident scenarios.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: O_670074][bookmark: _Toc40117904]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc26873559][bookmark: _Toc40117905][bookmark: _Toc40871967][bookmark: O_670115]ICTSAS525 Develop and conduct client acceptance tests
[bookmark: O_670116][bookmark: _Toc40117906]Application
This unit describes the skills and knowledge required to plan and conduct acceptance testing as part of a process whereby clients will determine whether to accept the system.
It applies to experienced individuals working in a range of Information and Communications Technology (ICT) environments, who apply specialised and technical knowledge in the development of strategic initiatives and in performing and organising others to complete complex technical operations.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: O_670119][bookmark: _Toc40117907]Unit Sector
Systems administration and support
[bookmark: O_670120][bookmark: _Toc40117908]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Identify acceptance criteria and develop test plan
	1.1 Review system requirements documentation and project plans and identify mandatory system objectives, optional criteria and conditions for system acceptance
1.2 Develop and document test plan according to organisational and system requirements 
1.3 Review and validate test plan according to mandatory criteria, conditions and system objectives
1.4 Document test plan review findings and submit to required personnel 
1.5 Schedule acceptance test and notify required personnel according to organisational policies and procedures 

	2. Perform functional testing 
	2.1 Prepare test environment according to organisational and task requirements 
2.2 Perform testing according to test plan and task requirements
2.3 Execute each test cycle according to test plan
2.4 Document all errors, difficulties and problems according to task requirements 

	3. Validate test results 
	3.1 Identify and document performance discrepancies and corrections according to organisational policies, procedures and timeframes
3.2 Submit documentation to required personnel and seek feedback
3.3 Respond to feedback and reschedule required code changes and modifications 
3.4 Document modifications and required code changes and submit to required personnel
3.5 Obtain final task sign off from required personnel


[bookmark: O_670121][bookmark: _Toc40117909]Foundation Skills
This section describes language, literacy, numeracy and employment skills incorporated in the performance criteria that are required for competent performance.
	Skill
	Description

	Numeracy
	· Uses mathematical equations to calculate financial and technical data and to organise schedules
· Interprets, analyses and documents numerical and technical system data

	Oral communication
	· Uses listening and questioning techniques to confirm testing arrangements and convey technical information using relevant industry language for intended audience 

	Reading
	· Interprets and analyses textual information and data from a range of sources to determine necessary testing and actions

	Writing
	· Prepares required workplace documentation detailing test plan, findings and all problems and modifications using required language

	Teamwork
	· Selects, implements and manipulates communications systems, processes and practices for maximum impact
· Uses a variety of relevant communication tools and strategies in building and maintaining effective working relationships
· Influences and fosters a collaborative culture and facilitates a sense of commitment and workplace cohesion

	Planning and organising
	· Plans strategic priorities and outcomes within a flexible, efficient and effective context in a diverse environment exposed to competing demands

	Problem solving
	· Gathers and analyses data and seeks feedback to improve plans and processes
· Addresses complex problems involving multiple variables, using formal analytical, lateral thinking techniques, experience and knowledge to focus in on the root cause

	Self-management
	· Identifies and acts on issues that contravene relevant policies, procedures and legal requirements

	Technology
	· Uses digital technologies to manage business operations and actively investigates new technologies for strategic and operational purposes


[bookmark: O_670123][bookmark: _Toc40117910]Unit Mapping Information
[bookmark: O_670130]Supersedes and is equivalent to ICTSAS504 Develop and conduct client acceptance test and ICTTEN504 Acceptance test new systems and equipment.
[bookmark: _Toc40117911]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc26873560][bookmark: _Toc40117912][bookmark: _Toc40871968]Assessment Requirements for ICTSAS525 Develop and conduct client acceptance test
[bookmark: O_670125][bookmark: O_670126][bookmark: _Toc40117913]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
· develop a test plan based on system requirements and acceptance criteria, undertake functional testing, and document outcomes and processes on at least one occasion.
[bookmark: O_670127][bookmark: _Toc40117914]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
· key features and processes of industry standard automated testing tools
· key aspects of organisational rules and standards
· organisational and user requirements
· industry standard testing methodologies used in acceptance testing.
[bookmark: O_670128][bookmark: _Toc40117915]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
· business requirements and organisation’s deliverables 
· project documentation, including:
· templates
· standards
· specifications
· client user and technical manuals
· test plan
· technical components of system, including:
· software
· hardware
· network
· industry standard system application required  for testing
· functional test cases that satisfy required acceptance criteria.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.

[bookmark: O_670131][bookmark: _Toc40117916]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2



[bookmark: _Toc26873561][bookmark: _Toc40117917][bookmark: _Toc40871969]ICTSAS526 Review and update disaster recovery and contingency plans
[bookmark: O_670134][bookmark: O_670135][bookmark: _Toc40117918]Application
This unit describes the skills and knowledge required to analyse the impact of the system on the organisation and carry out risk analysis, disaster recovery and contingency planning.
It applies to individuals who apply a wide range of higher-level technical skills and systematic problem-solving approaches in Information and Communications Technology (ICT) related areas.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: O_670138][bookmark: _Toc40117919]Unit Sector
Systems administration and support
[bookmark: O_670139][bookmark: _Toc40117920]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Evaluate system impact on business continuity
	1.1 Identify required business critical functions and security environment 
1.2 Identify required critical data and software 
1.3 Assess potential impact of business risk and threats on ICT systems
1.4 Identify statutory requirements, commercial requirements and contingency requirements according to organisational requirements 

	2. Evaluate system threats
	2.1 Identify and document internal and external business environment system threats 
2.2 Evaluate and document risk minimisation alternatives against organisational cost constraints and organisational requirements 
2.3 Submit document to required personnel, seek and respond to feedback

	3. Formulate prevention and recovery strategy
	3.1 Evaluate and document prevention and recovery options against business specifications and cost constraints
3.2 Review industry standard operational procedures and check required risk safeguards and contingency plans are in place
3.3 Submit disaster recovery and prevention strategy to required personnel and seek and respond to feedback

	4. Develop disaster recovery plan 
	4.1 Identify and document disaster recovery resources according to cost constraints and organisational requirements 
4.2 Identify and document disaster strategy processes 
4.3 Identify required cut-over criteria plan
4.4 Document disaster recovery plan and submit to required personnel and seek and respond to feedback 
4.5 Obtain final task sign off 




[bookmark: O_670140][bookmark: _Toc40117921]Foundation Skills
This section describes language, literacy, numeracy and employment skills incorporated in the performance criteria that are required for competent performance.
	Skill
	Description

	Numeracy
	· Analyses, interprets and documents numerical, financial and technical system data

	Oral communication
	· Uses listening and questioning techniques to confirm information using relevant industry language for intended audience

	Reading
	· Researches and analyses textual information and technical data/specifications from a range of documentation and sources to inform the development of contingency plans

	Writing
	· Prepares required documentation detailing evaluation and strategy using required language and formats appropriate to the task 

	Teamwork
	· Uses relevant communication tools and strategies in building and maintaining effective working relationships
· Influences and fosters a collaborative culture that facilitates a sense of commitment and workplace cohesion

	Planning and organising
	· Demonstrates strategic planning of priorities and outcomes within a flexible, efficient and effective context in a diverse environment exposed to competing demands

	Problem solving
	· Gathers and analyses data and seeks feedback to improve plans and processes

	Self-management
	· Develops and implements strategies to ensure organisational policies, procedures and regulatory requirements are met
· Monitors and reviews the organisations policies, procedures and adherence to legislative requirements to implement and manage change


[bookmark: O_670142][bookmark: _Toc40117922]Unit Mapping Information
Supersedes and is equivalent to ICTSAS505 Review and update disaster recovery and contingency plans.

[bookmark: O_670149][bookmark: _Toc40117923]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
[bookmark: _Toc26873562][bookmark: _Toc40117924][bookmark: _Toc40871970]
Assessment Requirements for ICTSAS526 Review and update disaster recovery and contingency plans
[bookmark: _Toc40117925]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
· develop at least one contingency plan that identifies threats and minimises down time for critical business functions 
· document finalised outcomes and evidence of improvements to critical business functions.
[bookmark: O_670146][bookmark: _Toc40117926]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
· industry standard backup methodologies
· organisational planning process relevant to the development of Information and Communication Technology (ICT) business solutions
· organisational business domain
· industry standard disaster recovery plan strategies and components, including:
· physical security
· system failure, accident or sabotage (hackers)
· denial of service
· virus attack
· cyber attack
· telecommunications failure
· contingency arrangements
· workplace health and safety (WHS), legislative and organisational requirements 
· organisation’s existing systems functionality and systems engineering.

[bookmark: O_670147][bookmark: _Toc40117927]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
· vulnerability assessment and general definition of requirements
· acceptance test plan
· business impact analysis
· information technology security assurance specifications
· organisational statutory documentation that may impact on work task activities.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: O_670150][bookmark: _Toc40117928]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc26873563][bookmark: _Toc40117929][bookmark: _Toc40871971][bookmark: O_670210]ICTSAS527 Manage client problems
[bookmark: O_670211]Application
This unit describes the skills and knowledge required to liaise and support clients to manage and resolve problems in an Information and Communications Technology (ICT) environment.
It applies to individuals who apply high level technical and specialised knowledge in assisting clients to support, manage and resolve problems.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: O_670214]Unit Sector
Systems administration and support
[bookmark: O_670215]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Determine and review client support and resolution requirements
	1.1 Diagnose potential troubleshooting and identify resolution requirements
1.2 Determine cause and analysis of the problem in accordance with client documentation and support requirements
1.3 Review organisational support and resolution documentation and identify the clients point of contact
1.4 Review service level agreement (SLA) and determine action and escalation procedures
1.5 Verify the client support and resolution requirements with relevant personnel with the client contact

	2. Develop and implement client support and resolution requirements
	2.1 Develop required process required for client support and resolution requirements
2.2 Implement process required for client support and resolution requirements
2.3 Maintain communication with required personnel throughout support activity
2.4 Document support activities and resolution outcomes according to client requirements

	3. Evaluate client support and resolution requirements
	3.1 Gather support and resolution services feedback from required personnel
3.2 Determine improvements to future support services according to organisational requirements
3.3 Submit documentation to required personnel and seek and respond to feedback
3.4 Contact client to determine satisfaction with support and resolution services provided



[bookmark: O_670216]Foundation Skills
This section describes language, literacy, numeracy and employment skills incorporated in the performance criteria that are required for competent performance.
	Skill
	Description

	Numeracy
	Interprets, analyses and documents numerical and technical system data

	Oral communication
	Obtains information and feedback by effectively listening and questioning using concise language

	Reading
	Analyses textual information and data to determine client support

	Writing
	Prepares required documentation detailing task requirements, activities performed and their outcomes using appropriate language 

	Teamwork
	Uses a variety of relevant communication tools and strategies in building and maintaining effective working relationships

	Planning and organising
	Accepts responsibility for planning and sequencing complex tasks and workload, negotiating key aspects with others, including required capabilities, efficiencies and effectiveness
Addresses complex problems involving multiple variables, using formal analytical, lateral thinking techniques experience and knowledge to focus in on root causes

	Problem solving
	Reviews the organisations policies, procedures and adherence to legislative requirements in order to implement and manage change

	Self-management
	Takes full responsibility for identifying and considering relevant organisational protocols and requirements


[bookmark: O_670218]Unit Mapping Information
Supersedes and is equivalent to ICTSAS509 Provide client ICT support services.

[bookmark: O_670225]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc26873564][bookmark: _Toc40117936][bookmark: _Toc40871972][bookmark: O_670220]Assessment Requirements for ICTSAS527 Manage client problems
[bookmark: O_670221]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
determine, plan and implement ICT support and resolution services for at least two different clients problems.

In the course of the above, the candidate must:
undertake support and resolution services, including:
identifying support requirements and procedures
liaising with client contact to determine task alignment
documenting support provided
liaising with client to obtain feedback
act on feedback as appropriate.
[bookmark: O_670222]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
organisations domain and business structure 
features and capabilities of industry standard hardware and software products
quality assurance practices
stakeholder role and degree of stakeholder involvement in organisation
structure and purpose of service level agreements (SLAs).
[bookmark: O_670223]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
special purpose tools, equipment and materials required to provide client support services
industry standard software packages
required organisation’s SLAs
organisation’s escalation procedure/s
organisation’s documentation processes and style guides.
Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: O_670226]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc26873565][bookmark: _Toc40117941][bookmark: _Toc40871973]ICTSAS528 Review and develop ICT maintenance strategies
[bookmark: O_670229][bookmark: O_670230][bookmark: _Toc40117942]Application
This unit describes the skills and knowledge required to review and develop maintenance strategies and supporting processes to achieve continuity of Information and Communications Technology (ICT) operations and business functions.
It applies to individuals who apply specialised and technical knowledge in developing strategic initiatives and in performing or organising others to complete complex technical operations.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: O_670233][bookmark: _Toc40117943]Unit Sector
Systems administration and support
[bookmark: O_670234][bookmark: _Toc40117944]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Identify and analyse maintenance requirements
	1.1 Identify and document business continuity system malfunction risks according to task requirements 
1.2 Identify and document quantification of loss potential 
1.3 Identify core business functions and determine organisational service requirements
1.4 Develop and document maintenance strategy according to organisational policies, procedures and requirements
1.5 Submit document to required personnel, seek and respond to feedback

	2. Identify and analyse IT system components 
	2.1 Review organisational systems architecture and configuration documentation 
2.2 Conduct equipment and software audit and obtain required information as required
2.3 Determine and document required component and software warranty status according to vendor requirements
2.4 Identify and document recommendation for critical components, software and service arrangements

	3. Develop service level agreements
	3.1 Determine and document organisational maintenance requirements 
3.2 Prepare and document service level agreements (SLAs) according to organisational requirements 
3.3 Submit documentation to required personnel, seek and respond to feedback 

	4. Formulate maintenance strategy
	4.1 Analyse and document maintenance options according to business cost constraints, risks and SLAs 
4.2  Determine and document maintenance according to SLA and organisational requirements
4.3 Determine and document preventative maintenance schedule according to SLA and organisational requirements
4.4 Submit documentation to required personnel and seek and respond to feedback 

	5. Define organisational and supplier processes and standards
	5.1 Negotiate and create reporting procedures for service requests with client and suppliers
5.2 Determine response time standards with client and suppliers
5.3 Create escalation procedures with client and suppliers
5.4 Set up support function according to business standards and procedures according to industry best practices




[bookmark: O_670235][bookmark: _Toc40117945]Foundation Skills
This section describes language, literacy, numeracy and employment skills incorporated in the performance criteria that are required for competent performance.
	Skill
	Description

	Learning
	· Gathers and analyses data and seeks feedback to improve plans and processes

	Numeracy
	· Uses mathematical equations to calculate financial and technical data and to organise schedules
· Interprets, analyses and documents numerical and technical system data

	Oral communication
	· Obtains information by listening and questioning using concise and relevant industry language

	Reading
	· Interprets and analyses technical specifications and data and textual information from a range of sources to develop maintenance strategy

	Writing
	· Prepares documentation analysing requirements and detailing recommendation and agreements according to organisational requirements

	Teamwork
	· Uses a variety of relevant communication tools and strategies in building and maintaining effective working relationships and negotiating solutions
· Influences and fosters a collaborative culture to facilitate a sense of commitment and workplace cohesion

	Planning and organising
	· Develops plans to manage relatively complex routine and non-routine tasks with an awareness of how they might contribute to broader strategy and goals

	Problem solving
	· Makes high impact decisions in a complex and diverse environment, using input from a range of sources
· Addresses complex problems involving multiple variables, using formal analytical, lateral thinking techniques, experience and knowledge to focus in on the root cause

	Self-management
	· Develops and implements strategies that ensure organisational policies, procedures and regulatory requirements are met
· Monitors and reviews the organisation’s policies, procedures and adherence to legislative requirements to implement and manage change



[bookmark: O_670237]
[bookmark: _Toc40117946]Unit Mapping Information
[bookmark: _Toc40117947]Supersedes and is equivalent to ICTSAS510 Review and develop ICT maintenance strategy. 
[bookmark: O_670244][bookmark: _Toc40117948]Links

Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc26873566][bookmark: _Toc40117949][bookmark: _Toc40871974][bookmark: O_670239]Assessment Requirements for ICTSAS528 Review and develop ICT maintenance strategies
[bookmark: O_670240][bookmark: _Toc40117950]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
· develop support processes for maintaining required continuity level of Information and Communications Technology (ICT) operations and business functions for at least two different clients
· document support process and outcomes.
[bookmark: O_670241][bookmark: _Toc40117951]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
· organisational business domain
· ICT system features that support required organisational operations and business activity
· features of industry accepted hardware and software products
· industry standard product warranty and service difficulty records
· industry standard helpdesk and maintenance practices, including:
· general composition
· operation of information database hardware tracking
· software and operational issues
· functions, processes and features of data elements and data storage
· quality assurance practices, including maintenance, warranty and repair of industry standard network equipment and software
· relationships between the stakeholders and service providers.
[bookmark: O_670242][bookmark: _Toc40117952]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
· industry standard special purpose tools, equipment, materials and industry software packages that may assist in the provision of ICT support services
· systems architecture documentation 
· warranty documents
· organisational deliverables
· Service Level Agreements (SLAs).

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: O_670245][bookmark: _Toc40117953]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc26873567][bookmark: _Toc40117954][bookmark: _Toc40871975]ICTSAS529 Prioritise ICT change requests
[bookmark: O_670248][bookmark: O_670249][bookmark: _Toc40117955]Application
This unit describes the skills and knowledge required to analyse and prioritise change requests as part of managing Information and Communications Technology (ICT) systems that undergo continual change.
It applies to experienced individuals who provide technical advice, guidance and leadership in the resolution of specified problems and may have responsibility for organising others.
No licensing, legislative, or certification requirements apply to this unit at the time of publication.
[bookmark: O_670252][bookmark: _Toc40117956]Unit Sector
Systems administration and support
[bookmark: O_670253][bookmark: _Toc40117957]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Prepare to prioritise change requests
	1.1 Identify organisational change request recording methods, policies and procedures 
1.2 Identify and document change requests according to organisational policies and procedures
1.3 Classify and prioritise change requests according to service level agreements (SLAs) and organisational requirements

	2. Determine priority settings
	2.1 Identify organisational business continuity risks 
2.2 Prioritise identified risks and determine risk reduction change implementation hierarchy 
2.3 Evaluate costs, benefits and timing of change implementation according to organisational requirements 
2.4 Schedule and document change analysis according to organisational requirements 
2.5 Submit document to required personnel, seek and respond to feedback

	3. Develop change analysis work plan 
	3.1 Identify change requests 
3.2 Determine and document systems impact and organisation of methodology and timing of change
3.3 Determine and document change plan and include required change development resources 
3.4 Submit documentation to required personnel and seek and respond to feedback
3.5 Obtain final task sign off




[bookmark: O_670254][bookmark: _Toc40117958]Foundation Skills
This section describes language, literacy, numeracy and employment skills incorporated in the performance criteria that are required for competent performance.
	Skill
	Description

	Numeracy
	· Uses mathematical equations to calculate financial and technical data and organise schedules
· Interprets, analyses and documents numerical and technical system data

	Oral communication
	· Obtains and responds to information and feedback from required personnel using succinct verbal language

	Reading
	· Interprets and analyses technical specifications and data and textual information from a range of sources to develop maintenance strategy

	Writing
	· Prepares documentation detailing analysis, plan and systems impact according to organisational requirements

	Teamwork
	· Identifies and uses appropriate conventions and protocols when communicating with colleagues and stakeholders

	Planning and organising
	· Develops plans to manage relatively complex routine and non-routine tasks with an awareness of how they might contribute to broader strategy and goals

	Problem solving
	· Uses problem solving techniques to analyse required outcomes in order to manage change to ICT systems

	Self-management
	· Takes full responsibility for identifying and considering relevant organisational protocols and requirements

	Technology
	· Demonstrates a sophisticated understanding of principles, concepts, language and practices associated with the digital world



[bookmark: O_670256][bookmark: _Toc40117959]Unit Mapping Information
Supersedes and is equivalent to ICTSAS511 Prioritise ICT change requests.

[bookmark: O_670263][bookmark: _Toc40117960]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2



[bookmark: _Toc26873568][bookmark: _Toc40117961][bookmark: _Toc40871976][bookmark: O_670258]Assessment Requirements for ICTSAS529 Prioritise ICT change requests
[bookmark: O_670259][bookmark: _Toc40117962]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
· review and prioritise change requests 
· develop a change analysis work plan on at least one occasion
· document processes and finalised work plan. 
[bookmark: O_670260][bookmark: _Toc40117963]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
· organisational business domain
· industry standard help desk and maintenance practices
· quality assurance practices relating to Information and Communications Technology (ICT) system changes
· role of stakeholders and the degree of stakeholder involvement that may impact on Information and Communications Technology (ICT) system changes activities
· features and capabilities of industry standard hardware and software products, including change management tools
· organisation’s system functionality and application 
· SLAs that may impact on Information and Communications Technology (ICT) system changes activities.


[bookmark: O_670261][bookmark: _Toc40117964]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
· special purpose tools, equipment and materials
· industry standard software packages
· sites on which change requests may be coordinated
· industry standard SLAs used in industry
· organisational guidelines, policies and procedures that may impact on system changes activities.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: O_670264][bookmark: _Toc40117965]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2



[bookmark: _Toc26873569][bookmark: _Toc40117966][bookmark: _Toc40871977][bookmark: O_670664]ICTSAS602 Implement change management processes
[bookmark: O_670665][bookmark: _Toc40117967]Application
This unit describes the skills and knowledge required to apply methodologies and activities that facilitate the planning, implementation and monitoring of Information and Communications Technology (ICT) change.
It applies to experienced individuals who provide specialised technical advice, guidance and leadership in a range of areas requiring change-management in ICT systems.
No licensing, legislative, or certification requirements apply to this unit at the time of publication.
[bookmark: O_670668][bookmark: _Toc40117968]Unit Sector
Systems administration and support
[bookmark: O_670669][bookmark: _Toc40117969]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Plan ICT system changes
	1.1 Determine and document organisational change procedures and conventions according to organisational requirement, policies and procedures
1.2 Identify required personnel responsible for change management policy and procedures
1.3 Evaluate current ICT system to determine changing user or business patterns
1.4 Develop and document ICT change management plan according to organisational requirements 
1.5 Submit document to required personnel, seek and respond to feedback

	2. Identify technology system change needs
	2.1 Determine industry standard ICT benchmarks
2.2 Compare identified needs against performance benchmarks and identify and document required changes
2.3 Determine and document required changes and determine impact
2.4 Submit document to required personnel, seek and respond to feedback 

	3. Implement change
	3.1 Determine and document change schedule
3.2 Implement change management plan according to organisational policies and procedures
3.3 Identify and document new performance benchmarks 
3.4 Determine and document required changes and implementation requirements
3.5 Submit document to required personnel, seek and respond to feedback

	4. Monitor and review implementation
	4.1 Measure change performance against new benchmarks
4.2 Submit performance results to stakeholders
4.3 Obtain sign-off on changes
4.4 Provide appropriate documentation and reporting




[bookmark: O_670670][bookmark: _Toc40117970]Foundation Skills
This section describes language, literacy, numeracy and employment skills incorporated in the performance criteria that are required for competent performance.

	Skill
	Description

	Learning
	· Takes a lead role in the development and facilitation of change management in an ICT environment

	Numeracy
	· Uses mathematical equations to calculate and compare numerical data against benchmarks and to plan and organise schedules

	Oral communication
	· Uses listening, questioning and presenting techniques to confirm information and promote changes using appropriate industry language

	Reading
	· Interprets and analyses a range of textual information and numerical data from a range of technical sources to determine necessary actions

	Writing
	· Prepares documentation detailing required changes, procedures and implementation according to organisational requirements using required language

	Teamwork
	· Uses a variety of relevant communication tools and strategies in building and maintaining effective working relationships

	Planning and organising
	· Plans strategic priorities and outcomes within a flexible, efficient and effective context in a diverse environment exposed to competing demands
· Addresses complex problems involving multiple variables, using formal analytical, lateral thinking techniques, experience and knowledge

	Problem solving
	· Analyses and understands context of information and uses it to develop solutions to given problems 

	Technology
	· Uses digital technologies to manage business operations and actively investigates new technologies for strategic and operational purposes


[bookmark: O_670672][bookmark: _Toc40117971]Unit Mapping Information
Supersedes and is equivalent to ICTSAS601 Implement change management processes and ICTTEN605 Implement planned network changes with minimal impact to the customer. 
[bookmark: O_670679][bookmark: _Toc40117972]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc26873570][bookmark: _Toc40117973][bookmark: _Toc40871978][bookmark: O_670674]Assessment Requirements for ICTSAS602 Implement change management processes

[bookmark: O_670675][bookmark: _Toc40117974]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
· identify and plan Information and Communications Technology (ICT) system changes on at least one occasion.

In the course of the above, the candidate must:
· implement, monitor and review ICT system changes, including:
· applying guidelines and policies to the change management process
· maintaining required version control
· maintaining compliance with existing accessibility and other policies.
[bookmark: O_670676][bookmark: _Toc40117975]Knowledge Evidence

The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
· major change management principles
· functions and features of industry standard information technology systems
· internet and internetworking architecture
· principles and structure of performance benchmarking
· server access security procedures and general security issues relating to required operating system
· industry standard methods of communicating change to stakeholders
· organisation’s policies and procedures that may impact on implementing change management tasks.

[bookmark: O_670677][bookmark: _Toc40117976]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
· special purpose tools, software packages, equipment and materials required to implement a change management process
· international standards relating to implementing change management tasks.
· operational data 
· organisation’s analysis data
· organisational planning guidelines
· version control guidelines.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: O_670680][bookmark: _Toc40117977]Links

Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
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