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[bookmark: _Toc41317006]ICTSS00099 Cloud Design and Configuration Skill Set
[bookmark: _Toc40265372][bookmark: _Toc40265444][bookmark: _Toc40270041][bookmark: _Toc41317007]Description
[bookmark: _Hlk41297404][bookmark: _GoBack]This skill set addresses the skills and knowledge required to assess, design, improve and monitor cloud architecture within information and communications technology (ICT) environments.
[bookmark: _Toc40265373][bookmark: _Toc40265445][bookmark: _Toc40270042][bookmark: _Toc41317008]Pathways Information
The units provide credit towards ICT50120 Diploma of Information Technology and other qualifications that allow for selection of these units.

[bookmark: _Toc40265374][bookmark: _Toc40265446][bookmark: _Toc40270043][bookmark: _Toc41317009]Licensing/Regulatory Information
No licensing, legislative or certification requirements apply to this skill set at the time of publication.

[bookmark: _Toc40265375][bookmark: _Toc40265447][bookmark: _Toc40270044][bookmark: _Toc41317010]Skill Set Requirements
ICTCLD501 Develop cloud disaster recovery plans
ICTCLD502 Design and implement highly available cloud infrastructure
ICTCLD503 Implement web-scale cloud infrastructure
ICTCLD504 Improve cloud-based infrastructure
[bookmark: _Toc40265376][bookmark: _Toc40265448][bookmark: _Toc40270045][bookmark: _Toc41317011]Target Group
This skill set is for experienced cloud architects who use cloud computing solutions for organisations.

[bookmark: _Toc40265377][bookmark: _Toc40265449][bookmark: _Toc40270046][bookmark: _Toc41317012]Suggested Words for Statement of Attainment
These units of competency from ICT Information and Communications Technology Training Package meet industry requirements for cloud computing in organisations.
[bookmark: _49mr8rdbnx78]
[bookmark: _1t3h5sf]

[bookmark: _Toc41317013]ICTSS00100 Cloud Implementation and Maintenance Skill Set
[bookmark: _Toc40265378][bookmark: _Toc40265451][bookmark: _Toc40270048][bookmark: _Toc41317014]Description
This skill set addresses the skills and knowledge required to implement and maintain cloud computing solutions within organisations.
[bookmark: _Toc40265379][bookmark: _Toc40265452][bookmark: _Toc40270049][bookmark: _Toc41317015]Pathways Information
The units provide credit towards ICT50120 Diploma of Information Technology and other qualifications that allow for selection of these units.

[bookmark: _Toc40265380][bookmark: _Toc40265453][bookmark: _Toc40270050][bookmark: _Toc41317016]Licensing/Regulatory Information
No licensing, legislative or certification requirements apply to this skill set at the time of publication.

[bookmark: _Toc40265381][bookmark: _Toc40265454][bookmark: _Toc40270051][bookmark: _Toc41317017]Skill Set Requirements
ICTCLD505 Implement cloud infrastructure with code
ICTCLD506 Implement virtual network in cloud environments
ICTCLD507 Build and deploy resources on cloud platforms
ICTCLD508 Manage infrastructure in cloud environments
[bookmark: _Toc40265382][bookmark: _Toc40265455][bookmark: _Toc40270052][bookmark: _Toc41317018]Target Group
This skill set is for experienced cloud engineers who use cloud computing solutions for a business.

[bookmark: _Toc40265383][bookmark: _Toc40265456][bookmark: _Toc40270053][bookmark: _Toc41317019]Suggested Words for Statement of Attainment
These units of competency from ICT Information and Communications Technology Training Package meet industry requirements for cloud engineering in organisations.


[bookmark: _Toc41317020]ICTSS00101 Cyber Incident Response Skill Set
[bookmark: _Toc40265384][bookmark: _Toc40265458][bookmark: _Toc40270055][bookmark: _Toc41317021]Description
This skill set addresses the skills and knowledge required to respond to cyber security incidents within organisations in information and communication technology (ICT) environments.
[bookmark: _Toc40265385][bookmark: _Toc40265459][bookmark: _Toc40270056][bookmark: _Toc41317022]Pathways Information
The units provide credit towards ICT40120 Certificate IV in Information Technology and other qualifications that allow for selection of these units.

[bookmark: _Toc40265386][bookmark: _Toc40265460][bookmark: _Toc40270057][bookmark: _Toc41317023]Licensing/Regulatory Information
No licensing, legislative or certification requirements apply to this skill set at the time of publication.

[bookmark: _Toc40265387][bookmark: _Toc40265461][bookmark: _Toc40270058][bookmark: _Toc41317024]Skill Set Requirements
ICTCYS402 Identify and confirm cyber security incidents
ICTCYS403 Plan and implement information security strategies for an organisation
ICTCYS406 Respond to cyber security incidents
[bookmark: _Toc40265388][bookmark: _Toc40265462][bookmark: _Toc40270059][bookmark: _Toc41317025]Target Group
This skill set is for individuals who work in information technology security within a business environment.

[bookmark: _Toc40265389][bookmark: _Toc40265463][bookmark: _Toc40270060][bookmark: _Toc41317026]Suggested Words for Statement of Attainment
These units of competency from ICT Information and Communications Technology Training Package meet industry requirements for cyber security incident response organisations.


[bookmark: _Toc41317027]ICTSS00102 Cyber Incident Threat Detection and Prevention Skill Set
[bookmark: _Toc40265390][bookmark: _Toc40265465][bookmark: _Toc40270062][bookmark: _Toc41317028]Description
This skill set addresses the skills and knowledge required to run vulnerability assessments, interpret information for threats and develop incident response plans to maintain cyber security.
[bookmark: _Toc40265391][bookmark: _Toc40265466][bookmark: _Toc40270063][bookmark: _Toc41317029]Pathways Information
The units provide credit towards ICT40120 Certificate IV in Information Technology and other qualifications that allow for selection of these units.

[bookmark: _Toc40265392][bookmark: _Toc40265467][bookmark: _Toc40270064][bookmark: _Toc41317030]Licensing/Regulatory Information
No licensing, legislative or certification requirements apply to this skill set at the time of publication.

[bookmark: _Toc40265393][bookmark: _Toc40265468][bookmark: _Toc40270065][bookmark: _Toc41317031]Skill Set Requirements
ICTCYS404 Run vulnerability test assessments for an organisation
ICTCYS405 Develop cyber security incident response plans
ICTCYS407 Gather, analyse and interpret threat data
[bookmark: _Toc40265394][bookmark: _Toc40265469][bookmark: _Toc40270066][bookmark: _Toc41317032]Target Group
This skill set is for network and security specialists within a business environment.

[bookmark: _Toc40265395][bookmark: _Toc40265470][bookmark: _Toc40270067][bookmark: _Toc41317033]Suggested Words for Statement of Attainment
These units of competency from ICT Information and Communications Technology Training Package meet industry requirements for cyber security threat detection and prevention in ICT contexts.


[bookmark: _Toc41317034]ICTSS00103 Cyber Security Strategy and Governance Skill Set
[bookmark: _Toc40265396][bookmark: _Toc40265472][bookmark: _Toc40270069][bookmark: _Toc41317035]Description
This skill set addresses the skills and knowledge required to identify and implement cyber security standards within organisations.
[bookmark: _Toc40265397][bookmark: _Toc40265473][bookmark: _Toc40270070][bookmark: _Toc41317036]Pathways Information
The units provide credit towards ICT60120 Advanced Diploma of Information Technology and other qualifications that allow for selection of these units.

[bookmark: _Toc40265398][bookmark: _Toc40265474][bookmark: _Toc40270071][bookmark: _Toc41317037]Licensing/Regulatory Information
No licensing, legislative or certification requirements apply to this skill set at the time of publication.

[bookmark: _Toc40265399][bookmark: _Toc40265475][bookmark: _Toc40270072][bookmark: _Toc41317038]Skill Set Requirements
ICTCYS601 Create cyber security standards for organisations
ICTCYS604 Implement best practices for identity management
ICTCYS606 Evaluate an organisation’s compliance with relevant cyber security standards and law
ICTCYS608 Perform cyber security risk assessments
[bookmark: _Toc40265400][bookmark: _Toc40265476][bookmark: _Toc40270073][bookmark: _Toc41317039]Target Group
This skill set is for experienced individuals who implement cyber security standards within an organisation.

[bookmark: _Toc40265401][bookmark: _Toc40265477][bookmark: _Toc40270074][bookmark: _Toc41317040]Suggested Words for Statement of Attainment
These units of competency from ICT Information and Communications Technology Training Package meet industry requirements for cyber security management in ICT contexts.


[bookmark: _Toc41317041]ICTSS00104 Data Analysis Skill Set
[bookmark: _Toc40265402][bookmark: _Toc40265479][bookmark: _Toc40270076][bookmark: _Toc41317042]Description
This skill set addresses the skills and knowledge required to manipulate data and report data abnormalities in information and communication technology (ICT) environments. 
[bookmark: _Toc40265403][bookmark: _Toc40265480][bookmark: _Toc40270077][bookmark: _Toc41317043]Pathways Information
The units provide credit towards ICT50120 Diploma of Information Technology and other qualifications that allow for selection of these units.

[bookmark: _Toc40265404][bookmark: _Toc40265481][bookmark: _Toc40270078][bookmark: _Toc41317044]Licensing/Regulatory Information
No licensing, legislative or certification requirements apply to this skill set at the time of publication.

[bookmark: _Toc40265405][bookmark: _Toc40265482][bookmark: _Toc40270079][bookmark: _Toc41317045]Skill Set Requirements
ICTDAT501 Gather, analyse and verify data from different source inputs
ICTDAT502 Conduct significance tests
ICTDAT503 Use unsupervised learning for clustering
[bookmark: _Toc40265406][bookmark: _Toc40265483][bookmark: _Toc40270080][bookmark: _Toc41317046]Target Group
This skill set is for experienced individuals who analyse and test data against an organisation’s requirements.

[bookmark: _Toc40265407][bookmark: _Toc40265484][bookmark: _Toc40270081][bookmark: _Toc41317047]Suggested Words for Statement of Attainment
These units of competency from ICT Information and Communications Technology Training Package meet industry requirements for data analysis and management in ICT contexts.


[bookmark: _Toc41317048]ICTSS00105 Internet of Things Developer Skill Set
[bookmark: _Toc40265408][bookmark: _Toc40265486][bookmark: _Toc40270083][bookmark: _Toc41317049]Description
This skill set addresses the skills and knowledge required to design, program and assess Internet of Things (IoT) devices. 
[bookmark: _Toc40265409][bookmark: _Toc40265487][bookmark: _Toc40270084][bookmark: _Toc41317050]Pathways Information
The units provide credit towards ICT50120 Diploma of Information Technology, ICT60120 Advanced Diploma of Information Technology and other qualifications that allow for selection of these units.

[bookmark: _Toc40265410][bookmark: _Toc40265488][bookmark: _Toc40270085][bookmark: _Toc41317051]Licensing/Regulatory Information
No licensing, legislative or certification requirements apply to this skill set at the time of publication.

[bookmark: _Toc40265411][bookmark: _Toc40265489][bookmark: _Toc40270086][bookmark: _Toc41317052]Skill Set Requirements
ICTCYS609 Evaluate threats and vulnerabilities of IoT devices
ICTIOT502 Program IoT devices
ICTIOT503 Design and test IoT devices and networks
[bookmark: _Toc40265412][bookmark: _Toc40265490][bookmark: _Toc40270087][bookmark: _Toc41317053]Target Group
This skill set is for senior software developers and programmers within an ICT environment.

[bookmark: _Toc40265413][bookmark: _Toc40265491][bookmark: _Toc40270088][bookmark: _Toc41317054]Suggested Words for Statement of Attainment
These units of competency from ICT Information and Communications Technology Training Package meet industry requirements for IoT developers in ICT contexts.

	Page 1 of 1	 PwC's Skills for Australia
