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Application
This unit describes the skills and knowledge required to evaluate and confirm that an organisation meets the legal obligations of data ethics legislation.
It applies to data analytics specialists who work in higher-level positions within in a broad range of industries and are responsible for ethical and legal aspects of data handling.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
Unit Sector
Data analytics
Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Confirm required data ethics legislation 
	1.1 Identify data ethics legislation according to industry legal requirements 
1.2 Identify voluntary codes and industry standard best practices according to organisational requirements 
1.3 Document all identified regulations that impact organisation’s operations according to organisational policies and procedures

	2. Review organisation’s compliance to identified legislation
	2.1 Review and determine organisational compliance with required data-related legislation, policies and procedures 
2.2 Document compliance review findings of non-compliance according to organisational policies and procedures 
2.3 Develop and document non-compliance corrective action plan according to organisational policies and procedures 

	3. Finalise organisation’s evaluation
	3.1 Submit non-compliance corrective action plan to required personnel
3.2 Seek and respond to non-compliance corrective action plan 
3.3 Communicate review schedule and legislative changes to required personnel 
3.4 Present documented review findings to required personnel


Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	Skill
	Description

	Learning
	Modifies behaviour following exposure to new information 

	Oral communication
	Uses listening and questioning techniques to confirm task requirements and articulate complex concepts using relevant industry for intended audience

	Reading
	Interprets information from relevant sources to determine organisational impacts relating to data ethics legislation

	Writing
	Prepares documentation using industry-related terminology 

	Planning and organising
	Takes responsibility for planning, sequencing stages in modifying standards relating to data ethics
Prioritises tasks and own workload for required outcomes

	Self-management
	Implements standard procedures and makes decisions for routine tasks
Uses formal decision-making processes for more complex and non-routine situations


Unit Mapping Information
No equivalent unit. New unit.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
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Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
review and improve an organisation-wide review of data-related policies and procedures. 

In the course of the above, the candidate must: 
confirm compliance with data ethics legislation
communicate review schedule and legislative changes 
document review outcomes. 
Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
legislative requirements and standards relating to protecting data integrity, including data protection, privacy laws and regulations
organisational policies, procedures and protocols relating to protecting data integrity including for:
data accuracy
verifying data security
data discrepancies between different sources
identifying data breaches  
ethical management and governance of data, including balancing data availability and data confidentiality
compliance requirements and regulations relating to data loss and documentation procedures and corrective actions relating to non-compliance  
policy review procedures
codes of practice relating to data management.
 Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
information and data sources to inform data analysis
information and telecommunications equipment required to analyse data
industry standards, organisational procedures, and legislative requirements.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
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Application
This unit describes the skills and knowledge required to clean and verify data obtained from a variety of sources. It involves the use of analytics and review to ensure data quality for an organisation is according to industry practices and organisational policies, procedures and protocols. 
It applies to data analytics specialists who work within in a broad range of industries and are responsible for processing data sets for a business.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
Unit Sector
Data analytics
Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Prepare data sets
	1.1 Identify data sets and establish task requirements according to business needs
1.2 Unify data from different sets according to task requirements
1.3 Review data and confirm accuracy of input and restriction to numerical values

	2. Review and clean data set
	2.1 Identify and remove incorrect data input and formulate data according to task requirements
2.2 Confirm required data set parameter range according to task requirements 
2.3 Run analytics and confirm that data set consistency according to task requirements 
2.4 Remove any data values that are outside upper and lower threshold of acceptable range

	3. Verify data set
	3.1 Confirm consistency between digitally entered data and manually entered data 
3.2 Identify and review over-writes according to organisational requirements 
3.3 Review data set and confirm analytical suitability according to task requirements 
3.4 Store data set securely according to organisational procedures, legislative requirements and industry standard practices
3.5 Obtain final task sign off from required personnel


Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	Skill
	Description

	Learning
	Modifies behaviour following exposure to new information 

	Numeracy
	Interprets mathematical data and applies interpretation to task outcomes 
Completes complex calculations and records mathematical data 

	Planning and organising
	Sequences stages in cleaning and verifying data efficiently and logically
Prioritises tasks and own workload for required outcomes

	Problem solving
	Identifies and resolves barriers to successful delivery of cyber security infrastructure
Demonstrates an understanding of how to address less predictable problems and initiates standard procedures in response

	Self-management
	Implements standard procedures and makes decisions for routine tasks

	Technology
	Uses technology platforms to assist with data analysis


Unit Mapping Information
No equivalent unit. New unit.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
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Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
combine at least two data sets from different sources 
confirm accuracy of the two combined data sets. 
Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
legislative requirements relating to data capture and storage, including data protection, security and privacy laws and regulations
organisational policies, procedures and protocols relating to protecting data integrity for:
data accuracy
identification of data over-writes
verifying data security
monitoring data discrepancies between different sources
digital versus manual data entry
monitoring data integrity
identifying where data breaches have occurred 
ethical management and governance of data, including determining availability of data and confidentiality of data
compliance requirements and regulations relating to data loss  
key components of policies in place for protecting confidential and private business information and intellectual property in data assets, including:
privacy policies
security policies
intellectual property policies
data analytics including feature extraction procedures. 
Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
information and data sources to inform data analysis
information and telecommunications equipment required to analyse data
industry standards, organisational procedures, and legislative requirements. 

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
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[bookmark: O_674998][bookmark: O_674999]Application
This unit describes the skills and knowledge required to gather, analyse, test and verify data from different source inputs.
It applies to those who work in data analytics roles in the Information and Communications Technology (ICT) environment and are responsible for identifying data from a range of source inputs, analysing and investigating abnormalities and reporting against an organisation’s requirements. 
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: O_675002]Unit Sector
Data analytics
[bookmark: O_675003]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1.Plan for data extraction and gathering 

	1.1 Analyse organisation’s structure, operations and data, and identify need for data analysis 
1.2 Determine required data sources, data types and extraction techniques 
1.3 Plan and document data extraction methods according to task requirements 
1.4 Determine and document organisational impact of data gathering
1.5 Communicate data extraction activities to required personnel

	2. Gather  and prepare data for analysis

	2.1 Secure data and prepare for extraction according to task requirements 
2.2 Initiate data extraction on required data sources 
2.3 Extract data according to task requirements 
2.4 Determine completeness of data extraction according to task requirements 

	3. Analyse and verify data 
	3.1 Normalise data according to analysis requirements
3.2 Conduct analysis according to task requirements
3.3 Obtain analysis results and collate information according to task requirements
3.4 Compare results to analysis specifications and requirements and conduct any further data extraction and analysis requirements

	4. Finalise reporting activities
	4.1 Determine organisation’s reporting format and structure 
4.2 Report details on analysis activities and results according to task requirements 
4.3 Submit report to required personnel and seek and respond to feedback


Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	Skill
	Description

	Learning
	Monitors outcomes of decisions, considering results and identifying key concepts and principles that may be adaptable in the future

	Oral communication
	Uses listening and questioning techniques to confirm requirements and articulate complex concepts using relevant industry for intended audience

	Reading
	Interprets technical, manufacturer and organisational documentation to determine and confirm job requirements

	Writing
	Develops documentation conveying explicit information, requirements and recommendations for a specific audience, using clear and detailed language 

	Planning and organising
	Uses a formal, logical planning processes together with an increasingly intuitive understanding of context

	Problem solving
	Analyses context to recognise anomalies and subtle deviations to normal expectations, focusing attention and remedying problems as they arise

	Self-management
	Takes end-to-end responsibility for identifying and considering relevant organisational protocols and requirements
Uses systematic processes, setting goals, gathering required information and identifying and evaluating options against agreed criteria

	Technology
	Identifies principles, concepts, language and articulates associated with the digital world


[bookmark: O_675006]Unit Mapping Information
No equivalent unit. New Unit 
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
[bookmark: _Toc12125823][bookmark: _Toc35954110][bookmark: _Hlk24358216]
Assessment Requirements for ICTDAT501 Gather, configure and verify data from different source inputs
Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
[bookmark: _Hlk24375569]gather information from two different types of data sources in order to conduct analysis and report on at least two occasions.

In the course of the above, the candidate must:
identify and conduct data normalising methodologies.
Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
data extraction methodologies 
data normalising methodologies used in data analysis and data reporting
methodologies of securing and preparing data for data extraction
industry standard data analysis methodologies 
technical requirements used in extracting different types of data.
Assessment Conditions
Assessment must be conducted in a safe environment where evidence gathered demonstrates consistent performance of typical activities experienced in the customer service field of work and include access to:
different types of data required for extraction and analysis 
hardware and software and components required for data extraction and analysis tasks
organisational data reporting style guide and reporting processes required for data reporting
a site where activities can be carried out
data required for testing. 

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
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Application
This unit describes the skills and knowledge required to prepare and test data against an organisation’s requirements.
It applies to individuals who work in roles including, data analysts and data scientists, and run hypothesis testing on big data in a medium or large sized organisation. 
No licensing, legislative or certification requirements apply to this unit at the time of publication.
Unit Sector
Data analytics
Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Prepare to conduct significance test
	1.1 Analyse organisational requirements for significance testing and determine hypothesis for testing
1.2 Determine testing boundaries and data validation methods
1.3 Select all required data and its sources  
1.4 Plan and document data extraction procedure 
1.5 Plan and document significance testing activities according to organisational requirements 

	2. Conduct testing
	2.1 Extract and secure data according to task requirements 
2.2 Normalise and structure data according task requirements 
2.3 Initiate data analysis and determine correct progression 
2.4 Manipulate variables within data according to task requirements
2.5 Obtain testing results from required sources

	3. Report test findings
	3.1 Analyse test findings and determine testing has been completed according to test plan and task requirements
3.2 Analyse test findings and conclude hypothesis 
3.3 Document testing activities and findings according to task requirements 
3.4 Communicate findings with required personnel and seek and respond to feedback 
3.5 Lodge documents according to organisational requirements 


Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	Skill
	Description

	Oral communication
	Uses listening and questioning techniques to seek and respond to feedback

	Reading
	Analyses technical, manufacturer and organisational documentation to determine and confirm job requirements

	Writing
	Prepares required documentation conveying explicit information, requirements and recommendations according to organisational requirements 

	Planning and organising
	Uses a formal, logical planning processes together with an increasingly intuitive understanding of context

	Problem solving
	Uses nuanced understanding of context to recognise anomalies and subtle deviations to normal expectations, focusing attention and remedying problems as they arise

	Self-management
	Takes full responsibility for identifying and considering relevant organisational protocols and requirements
Uses systematic processes, setting goals, gathering required information and identifying and evaluating options against agreed criteria

	Technology
	Demonstrates an understanding of principles, concepts, language and practices associated with the digital world


Unit Mapping Information
No equivalent unit. New unit 
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
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Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
plan and conduct a significance test on extracted and normalised data and conclude finding on at least two occasions

In the course of the above, the candidate must:
identify and conduct data normalising methodologies
develop a hypothesis used for significance testing.
Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
data extraction methodologies 
data normalising methodologies used in data analysis and data reporting
methodologies of securing and preparing data for data extraction
industry standard data analysis methodologies 
technical requirements used in extracting different types of data
hypothesis development for significance testing
report writing for reporting significance testing in data analytics.
Assessment Conditions
Assessment must be conducted in a safe environment where evidence gathered demonstrates consistent performance of typical activities experienced in the customer service field of work and include access to:
hardware and software and components required for data analysis tasks
organisational data reporting style guide and reporting processes required for data reporting
a site where activities can be carried out.
data required for testing. 

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc35954113]ICTDAT503 Use unsupervised learning for clustering
Application
This unit describes the skills and knowledge required to cluster data extracts from big data following unsupervised machine learning methodologies and report on the findings.
It applies to individuals who work in roles including, data analysts, data scientists, machine learning engineers, developers and programmers, and are responsible for data mining and machine learning activities with big data within medium to large organisations. 
No licensing, legislative or certification requirements apply to this unit at the time of publication.
Unit Sector
Data analytics
Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1.Determine data clustering requirements 
	1.1 Research organisation’s need for data clustering and define problem, objective and outputs
1.2 Determine required machine and input data set according to task requirements 
1.3 Define evaluation protocol and accepted measure of success
1.4 Develop and document required benchmark model

	2. Prepare data  
	2.1 Collect data according to task requirements 
2.2 Evaluate data quantity, completeness and alignment according to task requirements 
2.3 Transform and format data according to specifications
2.4 Finalise data preparation according to task requirements 

	3. Cluster data 
	3.1 Input raw data according to task requirements 
3.2 Run required algorithm and adhere to required processing time frame
3.3 Obtain output reports and determine completeness of task according requirements

	4. Finalise data clustering tasks 
	4.1 Analyse data report and determine clustering tasks have been completed according to task requirements 
4.2 Interpret, summarise and document findings 
4.3 Communicate findings to required personnel and seek and respond to feedback
4.4 Lodge documentation according to task requirements and finalise task activities according to organisational requirements 



Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	Skill
	Description

	Numeracy
	Uses mathematical formulae to calculate required measurements, determine values and articulate numerical findings

	Oral communication
	Uses listening and questioning techniques to seek and respond to feedback

	Reading
	Analyses technical, manufacturer and organisational documentation to determine and confirm job requirements

	Writing
	Prepares complex documentation detailing benchmark model and findings using relevant language to convey explicit information, requirements and recommendations

	Planning and organising
	Uses a formal, logical planning processes together with an increasingly intuitive understanding of context

	Problem solving
	Uses nuanced understanding of context to recognise anomalies and subtle deviations to normal expectations, focusing attention and remedying problems as they arise

	Self-management
	Takes full responsibility for identifying and considering relevant organisational protocols and requirements
Uses systematic processes, setting goals, gathering required information and identifying and evaluating options against agreed criteria

	Technology
	Identifies principles, concepts, language and practices associated with the digital world


Unit Mapping Information
No equivalent unit. New unit.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
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Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
collect, prepare and cluster data using unsupervised machine learning methodologies and report on the findings on at least two occasions.

In the course of the above, the candidate must:
research industry standard approaches and methodologies for machine learning 
evaluate and prepare data.
Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
methodologies for data clustering unlabelled data including intra-cluster cohesion and intra-cluster separation
industry standard data clustering methodologies including benchmark modelling techniques for data clustering 
report writing methodologies relevant to reporting findings of data clustering activities
industry standard machine learning methodologies relevant to unsupervised learning
methodologies for modelling data relevant to unsupervised learning.
Assessment Conditions
Assessment must be conducted in a safe environment where evidence gathered demonstrates consistent performance of typical activities experienced in the customer service field of work and include access to:
hardware and software and components required for using unsupervised learning for clustering
organisational data reporting style guide and reporting processes required for unsupervised learning and machine learning 
a site where activities can be carried out.
data required for clustering.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2



