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[bookmark: _Toc5458409][bookmark: _Toc5458403][bookmark: _Toc26786935]

[bookmark: _Toc29161717][bookmark: _Toc7793975]ICTCLD301 Evaluate characteristics of cloud computing solutions and services
[bookmark: _Toc7793976]Application
This unit describes the skills and knowledge required to undertake a basic review and analysis of cloud computing delivery and deployment models to support the needs of a business.
The unit applies to individuals engaged in the basic review of a cloud computing solutions for  a business or enterprise.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: _Toc7793977]Unit Sector
Cloud computing
[bookmark: _Toc7793978]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Prepare to review cloud technology solutions and services
	1.1 Identify data handling organisational policies and procedures required for cloud computing solutions and services
1.2 Identify cloud computing solutions and services according to organisational needs
1.3 Identify and confirm business and industry technology terminology, characteristics and concepts
1.4 Identify organisational roles affected by implementation of cloud services and solutions and their impact on cloud computing solutions and services 
1.5 Identify requirements to transferring to cloud computing solutions and services according to organisational policies and procedures

	2. Review cloud delivery and deployment models
	2.1 Identify and review capability and characteristics of different cloud service platforms and delivery models against business requirements 
2.2 Research and identify emerging cloud deployment models
2.3 Discuss differences, advantages and disadvantages between cloud cost models and different hybrid deployment models
2.4 Identify the most suitable cloud service and delivery platform according to organisational needs

	3. Finalise evaluation 
	3.1 Identify and document benefits of adopting best cloud solutions and services according to business needs
3.2 Identify and document challenges of adopting cloud solutions and services according to business needs
3.3 Finalise cloud solutions and services evaluation and seek and respond to evaluation feedback according to organisational policies and procedures
3.4 Communicate outcomes of evaluation to required personnel 
3.5 Save and lodge evaluation document to required personnel 



[bookmark: _Toc7793979]Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	Skill
	Description

	Reading
	Analyses and consolidates information and data from a range of sources against defined criteria and requirements, and checks for accuracy and completeness

	Writing
	Records required information and prepares documentation outlining findings and analysis succinctly

	Oral communications
	Obtains and responds to information and feedback from required personnel using succinct verbal language

	Learning
	Identifies ideas for other applications and considers them in current contexts

	Planning and organising
	Plans and implements routine tasks and workload, making limited decisions on sequencing, timing and collaboration, and seeks assistance in setting priorities

	Self-management skills
	Makes low-impact decisions within familiar situations, based on a range of predefined or routine solutions and evaluates effectiveness of outcome



[bookmark: _Toc7793980]Unit Mapping Information
Supersedes and is equivalent to ICTNWK306 Evaluate characteristics of cloud computing solutions and services.
[bookmark: _Toc7793981]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2





[bookmark: _Toc5458410][bookmark: _Toc7793982][bookmark: _Toc29161718]Assessment Requirements for ICTCLD301 Evaluate characteristics of cloud computing solutions and services
[bookmark: _Toc7793983]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, and to:
determine at least one suitable cloud computing solution and associated services according to business needs.

In the course of the above, the candidate must:
collate information on the business’ need for cloud technology
articulate total cost of ownership for cloud computing solution as it applies to business needs
document finalised evaluation findings. 
[bookmark: _Toc7793984]Knowledge Evidence
The candidate must demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit. This includes knowledge of:
technology trends in cloud computing
industry technology standards used in cloud computing solutions and services
functions and features of cloud computing solutions and services vendor products
principles and functions of cloud computing solutions, models and technologies, including: 
Infrastructure as a Service (IaaS) 
Platforms as a Service (PaaS)
Software as a Service (SaaS)
industry standard hardware and software products, their general features, capabilities and application
different cost models and cloud economic theories as they apply to different cloud services, and benefits to each
uses and different features of private, hybrid and public cloud deployment models.

[bookmark: _Toc7793985]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
organisational and industry standards, guidelines and legislation required to inform business cloud computing requirements 
information and data sources 
industry standard information and telecommunications equipment required to capture and store data
a variety of cloud solutions and services and their specifications

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: _Toc7793986]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _wzop4owlla55][bookmark: _350vjcnfslre][bookmark: _Toc29161719]
ICTCLD401 Configure cloud services
Application
This unit describes the skills and knowledge required to configure core cloud services including compute, storage, databases and autoscaling according to business needs and workload.
The unit applies to cloud computing architects, developers and cloud engineers utilising cloud services and those engaged in deploying cloud computing solutions for a business.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
Unit Sector
Cloud computing
Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Select and secure access to cloud environment 
	1.1 Discuss and compare different cloud computing solutions, models and services according to business requirements and needs
1.2 Identify impact of shared security responsibility models
1.3 Select best cloud computing solution and service according to business requirements and needs
1.4 Access account on cloud platform according to business requirements and needs
1.5 Identify user access protocols and policies according to business requirements and needs
1.6 Configure access functions within cloud environment according to users, groups and required permissions 
1.7 Identify and assign security responsibilities according to security policies, business protocols and work function
1.8 Define workload according to business requirements and needs

	2. Deploy virtual network 
	2.1 Create users and groups to create and manage infrastructure according to business requirements and needs
2.2 Create virtual multi-tier network to support core services and autoscaling
2.3 Create virtual machine according to business processing and operating system requirements 
2.4 Define, add and expand storage on virtual machine according to business requirements and needs
2.5 Deploy a managed database within virtual network according to business requirements and needs
2.6 Test external network access and access between resources within virtual network and fix errors

	3. Set up automatic scaling 
	3.1 Configure and apply autoscaling to virtual machines to scale according to business defined metrics
3.2 Test automatic scaling and fix errors as required

	4. Finalise virtual network infrastructure 
	4.1 Document and communicate work to required personnel
4.2 Seek and respond to feedback as required
4.3 Save and store user documentation according to organisational policies and procedures



Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	SKILL
	DESCRIPTION

	Reading
	Analyses and consolidates information and data from a range of sources against defined criteria and requirements, and checks for accuracy and completeness

	Writing
	Records required information and prepares documentation outlining work performed using appropriate language

	Learning
	Identifies ideas for other applications and considers them in current contexts

	Planning and organising
	Plans and implements routine tasks and workload, making limited decisions on sequencing, timing and collaboration, and seeks assistance in setting priorities

	Self-management skills
	Makes low-impact decisions within familiar situations, based on a range of predefined or routine solutions, and evaluates effectiveness of outcome



Unit Mapping Information
No equivalent unit. New unit.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2





[bookmark: _Toc29161720]Assessment Requirements for ICTCLD401 Configure cloud services
Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, and to:
build at least one simple virtual network capable of supporting a workload using cloud services
configure compute, storage, database and autoscaling resources within virtual network
conduct simple tests to confirm access to resources.
Knowledge Evidence
The candidate must demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit. This includes knowledge of:
industry technology standards used in cloud computing solutions and services
industry standard hardware and software products, their general features, capabilities and application, including storage technology
principles and functions of cloud computing solutions and technologies, including: 
Infrastructure as a Service (IaaS) 
Platforms as a Service (PaaS)
Software as a Service (SaaS)
different cost models and cloud economic theories as they apply to different cloud services and non-cloud services, and benefits to each
functions, features and uses of different virtual machine, networking and scaling options, including: 
virtual machine sizing including CPU, memory, storage and network bandwidth 
load balancing and autoscaling
performance monitoring and alarms
storage backups and lifecycle
virtual networks and traffic routing 
functions, benefits and differences of:
vertical and horizontal scaling 
virtual and physical machines
relational, data warehouse and no SQL databases 
self-hosted, managed and cloud-native database solutions
storage options including: 	
block storage
object storage
archive storage
network filesystems
user, business and vendor responsibilities according to shared security responsibility models
user access protocols and policies according to organisation hierarchy and job function
security policies, protocols and mechanisms as they relate to cloud technologies and methodologies including: 
securities as it applies to limiting network traffic within virtual networks
security responsibilities as it applies to different work functions and user access
purpose of domain name system (DNS) required to connect remote servers when web browsing
functions, uses and differences of cloud models, including: 
on-premise and private cloud
hybrid cloud
public cloud.

Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
cloud vendor service provider
cloud managed database service
internet and web browser
data to gather information from to determine output and user requirements, including user access and business protocols.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc29161721]ICTCLD501 Develop cloud disaster recovery plans
[bookmark: _Toc20899475][bookmark: _Toc20907842]Application
This unit describes the skills and knowledge required to develop a cloud disaster recovery plan. It involves identifying current and potential risk factors, including impact, likelihood, duration and cost of disruption in the cloud computing environment.
The unit applies to Chief Information Officers (CIOs), cloud architects, cloud network engineers, cloud consultants and those involved in cloud disaster recovery plans for a business.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: _Toc20899476][bookmark: _Toc20907843]Unit Sector
Cloud computing
[bookmark: _Toc20899477][bookmark: _Toc20907844]Elements and Performance Criteria
	ELEMENTS
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Prepare to develop plan 
	1.1 Identify disaster recovery plan requirements according to business needs and requirements 
1.2 Determine existing organisational recovery plans 
1.3 Identify vendor disaster recovery plan and service level agreements 

	2. Conduct impact analysis 
	2.1 Determine time and recovery point objectives according to business needs
2.2 Assess potential risks plan exclusions according to business requirements 
2.3 Estimate amount of data and security level of data managed
2.4 Evaluate severity of impact and disruption of risk events
2.5 Document outcomes of impact analysis according to organisational policies and procedures

	3. Develop disaster recovery solutions
	3.1 Develop range of disaster recovery solutions according to business requirements
3.2 Determine vendor protections and prioritise risks
3.3 Assess external insurance protection levels and their suitability requirements 
3.4 Identify other disaster recovery solution components

	4. Finalise disaster recovery plan
	4.1 Align disaster recovery risk potential according to business requirements 
4.2 Outline steps of disaster recovery plan including timelines, key features, service providers and any other aspect
4.3 Document disaster recovery plan according to business needs and requirements  

	5. Test cloud disaster recovery plan
	5.1 Conduct verbal walkthrough of cloud disaster recovery plan with required personnel
5.2 Seek and respond to feedback as required
5.3 Lodge cloud disaster recovery plan according to organisation and legislative protocol
5.4 Obtain final sign off from required personnel


[bookmark: _Toc20899478][bookmark: _Toc20907845]Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	SKILL
	DESCRIPTION

	Reading 
	Interprets complex technical and operational documentation to determine and confirm job requirements

	Oral communication
	Uses listening and questioning techniques to articulate complex concepts and requirements using industry language in cloud computing and risk environment

	Self-management
	Demonstrates a sophisticated knowledge of principles, concepts, language and practices associated with the cloud and digital world and uses them to troubleshoot and understand the uses and potential of new technology

	Planning and organising
	Uses a broad range of strategies to evaluate and resolve risk events in cloud and technical environment and demonstrates the knowledge that design choices will influence the security of virtually stored information 

	Problem solving 
	Uses a mix of intuitive and formal processes to identify key information and issues, evaluate alternative strategies, anticipate consequences and consider implementation issues and contingencies
Uses knowledge of context to address common threats in the cloud and technical environment 


[bookmark: _Toc20899479][bookmark: _Toc20907846]Unit Mapping Information
No equivalent unit. New unit.
[bookmark: _Toc20899480][bookmark: _Toc20907847]Links
Companion Volume Implementation Guide is found on VETNet - https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
[bookmark: _Toc5458408]

[bookmark: _Toc29161722]Assessment Requirements for ICTCLD501 Develop cloud disaster recovery plans
[bookmark: O_646276][bookmark: O_646277][bookmark: _Toc20899482][bookmark: _Toc20907849]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, and to:
develop and evaluate a cloud disaster recovery plan that includes at least three major risk events.

In the course of the above, the candidate must:
determine likelihood and impact of risk event to assist in the development of one cloud disaster recovery plan
document disaster recovery plan and ways the plan reaches Recovery Time Objective (RTO) and Recovery Point Objective (RPO) targets.
[bookmark: _Toc20899483][bookmark: _Toc20907850]Knowledge Evidence
The candidate must demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit. This includes knowledge of:
risk environments in cloud/ICT environment
data analysis methodologies to determine risk environment
disaster recovery techniques applicable to cloud environments
ISO270001, ISO27002 and ISO 27031 standards
Recovery Time Objective (RTO) and Recovery Point Objective (RPO) standards and techniques 
techniques and methods to monitor and create alerts in cloud environments.

[bookmark: _Toc20899484][bookmark: _Toc20907851]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
data required to assess current and future risk events in specified environment
legislation applicable to risk type 
reporting standards for documenting and communicating disaster recovery plan.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: _Toc20899485][bookmark: _Toc20907852]Links
Companion Volume Implementation Guide is found on VETNet - https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2



[bookmark: _Toc5458399][bookmark: _Toc29161723]ICTCLD502 Design and implement highly-available cloud infrastructure
[bookmark: _Toc20907854]Application
This unit describes the skills and knowledge required to design and implement fault tolerant and scalable workloads to achieve high availability in a cloud environment.
The unit applies to cloud computing architects, cloud developers, cloud engineers and those engaged in designing and implementing cloud computing solutions for a business. It applies to individuals in Information Communications Technology (ICT) professions involved in systems design and systems architecture. 
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: O_646004][bookmark: _Toc20907855]Unit Sector
Cloud computing
[bookmark: O_646005][bookmark: _Toc20907856]Elements and Performance Criteria
	ELEMENTS
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Identify high-availability requirements 
	1.1 Determine reliability, recoverability and service levels required for application 
1.2 Determine cloud infrastructure according to business needs 
1.3 Identify level of shared security responsibility models according to business needs 

	2. Evaluate architecture availability
	2.1 Review architecture of traditional multi-tier web application in non-cloud environment and identify high availability requirements
2.2 Identify any single points of failure
2.3 Estimate recovery objectives for multi-tier web components and for overall architecture
2.4 Determine components that must scale vertically and the potential impact on system availability 
2.5 Document architecture review findings according to business needs

	3. Design cloud-based architecture for high availability
	3.1 Design equivalent architecture for high availability using cloud services
3.2 Identify and remove single points of failure as required
3.3 Estimate recovery objectives for each component and overall architecture
3.4 Determine components that must scale vertically and the potential impact on system availability 
3.5 Document architecture design according to business needs

	4. Implement cloud-based architecture for high availability
	4.1 Implement architecture design in cloud environment
4.2 Demonstrate connectivity between resources at all tiers
4.3 Monitor and measure availability of resources
4.4 Simulate failures of component and confirm that infrastructure is fault tolerant
4.5 Simulate resizing components likely to impact performance and measure availability impact
4.6 Compare and document simulation findings according to documented design

	5. Finalise cloud infrastructure
	5.1 Adjust and improve availability of architecture according to simulations as required 
5.2 Confirm, seek and respond to feedback with required personnel 
5.3 Obtain final sign off from required personnel


[bookmark: O_646006][bookmark: _Toc20907857]Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	Skill
	Description

	Oral communication
	Uses listening and questioning techniques to articulate complex concepts and requirements using industry language for intended audience

	Reading
	Interprets complex technical and operational documentation to determine and confirm job requirements

	Problem solving
	Uses a mix of intuitive and formal processes to identify key information and issues, evaluates alternative strategies, anticipates consequences and considers implementation issues and contingencies
Uses knowledge of context to address common problems in cloud computing applications and cloud-based environments  

	Self-management
	Demonstrates a sophisticated knowledge of principles, concepts, language and practices associated with cloud computing and the digital world and uses them to troubleshoot and understand the uses and potential of new technology



[bookmark: O_646008][bookmark: _Toc20907858]Unit Mapping Information
No equivalent unit. New unit.
[bookmark: O_646015][bookmark: _Toc20907859]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2

[bookmark: _Toc5458400][bookmark: _Toc29161724]
Assessment Requirements for ICTCLD502 Design and implement highly-available cloud infrastructure
[bookmark: _Toc20907861]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, and to:
design and implement at least one fault tolerant cloud infrastructure on a cloud platform resilient to networking, compute, storage, database and data centre failures
design and deploy automated infrastructure scaling for at least one business need
simulate failures of at least one component and demonstrate is fault tolerant. 

In the course of the above, the candidate must:
use cloud management console, software development kits or command line tools
define, monitor and record resource availability in cloud environment, including:
reliability
recoverability 
service levels
scalability. 
[bookmark: _Toc20907862]Knowledge Evidence
The candidate must demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit. This includes knowledge of:
industry technology standards used in cloud computing solutions and services
current industry standard hardware and software products, their general features, capabilities and application, including storage technology
different cloud cost models as they relate to scalability of cloud infrastructure 
definitions, functions, features and uses of different cloud infrastructure resources as they apply in cloud architecture to high availability, including:
fault tolerance and single points of failure
reliability as defined by mean time to failure (MTTF), to repair (MTTR) and between failures (MTBF)
recoverability as measured by recovery time (RTO) and recovery point (RPO) objectives
service level agreements (SLAs)
vertical and horizontal scalability 
testing and debugging techniques, including techniques to avoid single point failures 
tools and techniques to measure availability impact
features of cloud services, including differences between built-in fault tolerance and infrastructure designed for fault tolerance
purpose and features of load balancing and autoscaling as related to improve availability within cloud environment 
techniques, methods and industry standard metrics used to monitor performance of cloud resources.

[bookmark: _Toc20907863]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
cloud vendor service provider
cloud managed database service
information and data sources required to design and implement cloud infrastructure
integrated development environment (IDE)
specific requirements and industry standards, organisational procedures and legislative requirements, including business and functionality requirements, as required
internet and web browser
secure shell (SSH) or remote desktop protocol (RDP) client to connect to cloud-hosted instances
data to gather information from to determine output and user requirements, including user access and business protocols.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: _Toc20907864]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2




[bookmark: _Toc29161725]ICTCLD503 Implement web-scale cloud infrastructure
Application
This unit describes the skills and knowledge required to design and deploy cloud infrastructure to support highly-scalable web applications.
The unit applies to cloud computing architects, cloud developers, cloud engineers and those engaged in designing and implementing cloud computing solutions for a business. 
No licensing, legislative or certification requirements apply to this unit at the time of publication.
Unit Sector
Cloud computing
Elements and Performance Criteria
	ELEMENTS
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Design scalable web-application cloud infrastructure
	1.1 Determine and confirm cloud web-scaling needs
1.2 Review architecture for web application according to business needs
1.3 Identify cloud services required to scale web application
1.4 Design architecture changes using cloud services and check design scales network, compute and storage as utilisation increases
1.5 Determine architecture changes to scale for a global user base
1.6 Check availability and security of application is maintained with design changes and review design as required
1.7 Document and justify architecture changes

	2. Design scalable microservice architecture for a simple application
	2.1 Identify microservices and data transactions required to meet business needs
2.2 Determine cloud services to support microservice architecture
2.3 Design microservice architecture using cloud services
2.4 Document and justify architecture design

	3. Implement scalable microservice using cloud services
	3.1 Review microservice design and code components for application
3.2 Deploy and configure cloud services to implement the application
3.3 Test microservice components and confirm that the application is functioning 
3.4 Troubleshooting and fix errors as required

	4. Finalise cloud infrastructure
	4.1 Set up metrics and trigger scaling alarms according to design specifications 
4.2 Confirm, seek and respond to feedback with required personnel 
4.3 Obtain final sign off from required personnel


Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	Skill
	Description

	Reading
	Interprets complex technical and operational documentation to determine and confirm job requirements

	Writing
	Develops complex documentation in required formats using clear and detailed language to convey explicit information, requirements and recommendations
Writes and edits code, and technical data in a logical manner using required syntax and ensuring flow

	Problem solving
	Uses a mix of intuitive and formal processes to identify key information and issues, evaluates alternative strategies, anticipates consequences and considers implementation issues and contingencies
Uses knowledge of context to address common problems in cloud computing applications and cloud-based environments 

	Self-management
	Demonstrates a sophisticated knowledge of principles, concepts, language and practices associated with cloud computing and the digital world and uses them to troubleshoot and understand the uses and potential of new technology



Unit Mapping Information
No equivalent unit. New unit.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2

[bookmark: _Toc29161726]
Assessment Requirements for ICTCLD503 Implement web-scale cloud infrastructure 
Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, and to:
design at least one architecture that will scale networking, compute and storage for a multi-tier web application
design at least one microservice architecture for implementing a simple web application 
deploy a microservice application utilising cloud serverless technologies.

In the course of the above, the candidate must:
use cloud management consoles, software development kits or command line tools
apply web-scaling principles and technologies.
Knowledge Evidence
The candidate must demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit. This includes knowledge of:
industry technology standards used in cloud computing solutions and services
industry standard hardware and software products, their general features, capabilities and application, including storage technology
functions, benefits and differences of web-scale cloud components, including:
structured query language (SQL) and NoSQL databases
monolithic and microservice architectures
virtual, container and serverless compute models
content delivery networks and in-memory data stores
definitions, functions, features and uses of web-scale cloud infrastructure, including:
highly cohesive and loosely coupled systems 
database and storage services for persistent data storage
application program interface (API), messaging and queuing services
testing and debugging techniques
web-scaling principles and technologies.
Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
cloud vendor service provider
cloud managed database service
cloud serverless environment
pre-prepared code elements for microservice deployment 
information and data sources required to design and implement cloud infrastructure
integrated development environment (IDE)
specific requirements and industry standards, organisational procedures and legislative requirements, including business and functionality requirements, as required
internet and web browser
data to gather information from to determine output and user requirements, including user access and business protocols.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc29161727]ICTCLD504 Improve cloud-based infrastructure 
Application
This unit describes the skills and knowledge required to assess, design, improve and monitor cloud architecture on a cloud platform, including security, reliability, scalability and cost optimisation impacts for a business. 
The unit applies to cloud computing architects, cloud developers, cloud engineers and those engaged in gathering requirements, designing and implementing cloud computing solutions for a business. 
No licensing, legislative or certification requirements apply to this unit at the time of publication.
Unit Sector
Cloud computing
Elements and Performance Criteria
	ELEMENTS
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Analyse cloud architecture on a cloud platform
	1.1 Identify and review business’s cloud architecture design
1.2 Evaluate cloud architecture and identify business impact of design decisions 
1.3 Identify design patterns and architectural options 
1.4 Determine and assess benefits and differences of cloud computing and architectural design against current business model and needs
1.5 Confirm system design decisions according to business needs
1.6 Set business goals as they relate to security, reliability, high-performance and cost efficiencies of cloud architecture according to business requirements and needs

	2. Design and improve architecture on a cloud platform
	2.1 Evaluate and confirm performance metrics for business applications according to business needs
2.2 Select and improve compute, storage, database and network resources according to business needs
2.3 Review and improve architecture required to enhance security, reliability, scalability and cost optimisation
2.4 Document and present proposed architecture for review to required personnel
2.5 Obtain sign off to proceed to deployment with required personnel 

	3. Deploy, monitor and test architecture on cloud platform
	3.1 Deploy approved architecture on cloud platform
3.2 Monitor and measure architecture against performance metrics and business goals
3.3 Test and demonstrate security, reliability, scalability and cost optimisation of deployed resources
3.4 Apply short-term refinements to deployed resources according to test results

	4. Finalise improvements on a cloud platform
	4.1 Document as-deployed architecture and test results, and highlight changes and improvements from approved design
4.2 Describe long-term improvement strategies and their benefits as applied to deployed resources
4.3 Obtain final sign off from required personnel


Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	Skill
	Description

	Oral communication
	Uses listening and questioning techniques to confirm requirements and articulate complex concepts 
Presents proposed solutions to required personnel using appropriate industry language 

	Reading
	Interprets complex technical and operational documentation to determine and confirm job requirements

	Writing
	Writes and edits code and technical data in a logical manner using required syntax and language

	Problem solving
	Uses a mix of intuitive and formal processes to identify key information and issues, evaluates alternative strategies, anticipates consequences and considers implementation issues and contingencies
Uses knowledge of context to address common problems in cloud computing applications and cloud-based environments

	Self-management
	Demonstrates a sophisticated knowledge of principles, concepts, language and practices associated with cloud computing and the digital world and uses them to troubleshoot and understand the uses and potential of new technology



Unit Mapping Information
No equivalent unit. New unit.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
[bookmark: _Toc29161728]
Assessment Requirements for ICTCLD504 Improve cloud-based infrastructure 
Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, and to:
assess, identify and improve cloud architecture on a cloud platform, according to design decisions
deploy, test and measure at least one architecture design, against architecture principles, metrics and business goals.

In the course of the above, the candidate must:
determine performance metrics and business goals 
use cloud management consoles, software development kits or command line tools
create documentation of deployment and testing steps.
Knowledge Evidence
The candidate must demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit. This includes knowledge of:
industry technology standards used in cloud computing solutions and services
industry standard hardware and software products, their general features, capabilities and application
methods and impacts of cloud adoption as they relate to IT system changes
design principles for cloud applications 
migrating principles for cloud applications
use of object storage for static web sites
testing and debugging techniques, including techniques to avoid single point failures 
tools and uses of security layers and security-focused content within cloud services 
features of cloud services, including techniques to improve security, reliability, scalability and costs
techniques, methods and industry standard metrics and business goals used to monitor performance of cloud resources.

Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
cloud vendor service provider
cloud managed database service
cloud management console, software development kit or command line tools
integrated development environment (IDE)
specific requirements and industry standards, organisational procedures and legislative requirements, including business and functionality requirements, as required
internet and web browser
secure shell (SSH) or remote desktop protocol (RDP) client to connect to cloud-hosted instances.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc29161729]ICTCLD505 Implement cloud infrastructure with code 
Application
This unit describes the skills and knowledge required to create and implement cloud infrastructure as code using cloud platform templates. This includes creating templates, then using the templates to create and update cloud infrastructure.
The unit applies to cloud engineers, cloud systems administrators and those who work within cloud computing operations to program, implement and maintain cloud computing solutions for a business.  
No licensing, legislative or certification requirements apply to this unit at the time of publication.
Unit Sector
Cloud computing
Elements and Performance Criteria
	ELEMENTS
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Prepare to update cloud infrastructure as code
	1.1 Identify and review benefits of infrastructure as code according to business needs 
1.2 Determine ways automation leverages cloud platforms according to business needs
1.3 Determine and assess potential issues and errors when implementing infrastructure as code
1.4 Evaluate and select infrastructure as code service compatible with selected cloud platform and business requirements 

	2. Deploy cloud infrastructure as code templates
	2.1 Learn template syntax of selected cloud infrastructure as code service
2.2 Review pre-defined templates and determine what resources they create and any dependencies
2.3 Utilise the cloud infrastructure as code service tools to deploy, update and delete resources using predefined templates as required
2.4 Confirm deployments of cloud resources and configure resources using cloud platform console or command line tools
2.5 Remove deployed resources using cloud infrastructure as code tools and delete templates as required
2.6 Test and troubleshoot template errors as required

	3. Develop and update infrastructure as code templates
	3.1 Learn template syntax of selected cloud infrastructure as code service
3.2 Create and deploy template to provision a set of related cloud resources according to business needs
3.3 Update and redeploy template to modify previously deployed resources and add new resources
3.4 Confirm deployment of cloud resources and configure resources using the cloud platform console or command line tools
3.5 Parameterise and deploy template to reuse configuration with a modified resource configuration
3.6 Remove deployed resources using cloud infrastructure as code tools and delete templates as required
3.7 Test and troubleshoot template errors

	4. Finalise cloud infrastructure as code
	4.1 Create user documentation including cloud infrastructure as code templates 
4.2 Obtain final sign off from required personnel


Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	Skill
	Description

	Oral communication
	Uses listening and questioning techniques to confirm requirements and articulate complex concepts and matters using relevant industry for intended audience

	Reading
	Interprets complex technical and operational documentation to determine and confirm job requirements

	Writing
	[bookmark: OLE_LINK4][bookmark: OLE_LINK5]Prepares user documentation detailing developed cloud infrastructure in a logical manner using required syntax and language 

	Problem solving
	Uses a mix of intuitive and formal processes to identify key information and issues, evaluates alternative strategies, anticipates consequences and considers implementation issues and contingencies
Uses knowledge of context to address common problems in cloud computing applications and cloud-based environments

	Self-management
	Demonstrates a sophisticated knowledge of principles, concepts, language and practices associated with cloud computing and the digital world and uses them to troubleshoot and understand the uses and potential of new technology



Unit Mapping Information
No equivalent unit. New unit.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2

[bookmark: _Toc29161730]
Assessment Requirements for ICTCLD505 Implement cloud infrastructure with code 
Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, and to:
deploy, update and remove cloud infrastructure using cloud platform templates
create, run and update at least one own template required to deploy and modify cloud infrastructure.

In the course of the above, the candidate must:
use cloud management console, cloud software development kits or command line tools
create user documentation.
Knowledge Evidence
The candidate must demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit. This includes knowledge of:
industry technology standards used in cloud computing solutions and services
industry standard hardware and software products, their general features, capabilities and application, including storage technology
benefits of deploying infrastructure as code compared to manual provisioning in a console
different infrastructure as code services that can be used on a cloud platform
syntax of selected infrastructure as code service templates
tooling required to execute cloud infrastructure templates
testing and debugging techniques, including common issues and errors relating to deploying cloud infrastructure as code
parameterisation of templates to support configuration and code reuse 
industry standard practices to define infrastructure as code
uses and methods to create, manage, provision and update cloud resources and templates
techniques, methods and industry standard metrics used to leverage cloud platform capabilities and deploy and manage templates.

Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
cloud vendor service provider
cloud vendor or 3rd party infrastructure as code service
specific requirements and industry standards, organisational procedures and legislative requirements, including business and functionality requirements, as required
information and data sources required to design and implement cloud infrastructure
integrated development environment (IDE)
internet and web browser
secure shell (SSH) or remote desktop protocol (RDP) client to connect to cloud-hosted instances
cloud management console, cloud software development kit or command line tools.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
[bookmark: _Toc29161731]

ICTCLD506 Implement virtual network in cloud environments  
Application
This unit describes the skills and knowledge required to design and configure a virtual network according to networking requirements for a multi-tiered application on a cloud platform.
The unit applies to cloud engineers, cloud systems administrators and those who work within cloud computing operations to program, implement and maintain cloud computing solutions to support a business.  
No licensing, legislative or certification requirements apply to this unit at the time of publication.
Unit Sector
Cloud computing
Elements and Performance Criteria
	ELEMENTS
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Prepare to design and configure virtual networks
	1.1 Gather multi-tier application networking requirements according to business needs 
1.2 Identify business and industry requirements for virtual network in cloud environment 
1.3 Research and identify available security options for virtual network

	2. Design and configure virtual networks
	2.1 Design virtual network according to networking and business requirements for a multi-tier application
2.2 Allocate virtual network and subnets for documented IP ranges
2.3 Enable network gateways and its service as required
2.4 Configure route tables and routing targets as required
2.5 Configure security controls to support test environment
2.6 Check expected network traffic is permitted into, through and out of virtual network
2.7 Collect and monitor network traffic logs and metrics
2.8 Test external connectivity to a resource within virtual network and demonstrate only permitted traffic reaches the resource
2.9 Troubleshoot and fix errors as required

	3. Configure virtual network peering
	3.1 Establish peering connection between two virtual networks
3.2 Adjust routing tables to direct traffic between both networks
3.3 Demonstrate network connectivity between hosts in each network
3.4 Test and troubleshoot network peering configuration

	4. Document virtual networks 
	4.1 Document work, including a network diagram, and submit to required personnel as required
4.2 Obtain final task sign off from required personnel as required


Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	Skill
	Description

	Reading
	Interprets complex technical and operational documentation to determine and confirm job requirements

	Writing
	Prepares user documentation detailing work in a logical manner using required syntax and language

	Problem solving
	Uses a mix of intuitive and formal processes to identify key information and issues, evaluates alternative strategies, anticipates consequences and considers implementation issues and contingencies
Uses knowledge of context to address common problems in cloud computing applications and cloud-based environments

	Self-management
	Demonstrates a sophisticated knowledge of principles, concepts, language and practices associated with cloud computing and the digital world and uses them to troubleshoot and understand the uses and potential of new technology



Unit Mapping Information
No equivalent unit. New unit.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2

[bookmark: _Toc29161732]
Assessment Requirements for ICTCLD506 Implement virtual network in cloud environments  
Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, and to:
design and deploy virtual network to support a multi-tier application in a cloud environment
modify at least one network configuration to peer with another virtual network.

In the course of the above, the candidate must:
enable security controls and confirm that controls accurately affect network traffic as required
use cloud management console, cloud software development kits or command line tools
create user documentation.
Knowledge Evidence
The candidate must demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit. This includes knowledge of:
industry technology standards used in cloud computing solutions and services
industry standard hardware and software products, their general features, capabilities and application, including storage technology
roles and principles of virtual networks in cloud environments
uses and purpose of routing, routing targets, subnets, networking security controls, virtual private network (VPN) and IP address ranges
uses of technology to connect to resources within a virtual network, including secure shell (SSH), virtual private network (VPN) and peering
uses and differences between: 
public and private subnets
networking gateways
routing targets
network security controls
testing and debugging techniques
methodology and techniques to collect and analyse network traffic metrics and traffic logs.

Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
cloud vendor service provider
information and data sources required to design and implement cloud infrastructure
specific requirements and industry standards, organisational procedures and legislative requirements, including business and functionality requirements, as required
internet and web browser
secure shell (SSH) or remote desktop protocol (RDP) client to connect to cloud-hosted instances
data to gather information from to determine output and user requirements, including user access and business protocols.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc29161733]ICTCLD507 Build and deploy resources on cloud platforms  
Application
This unit describes the skills and knowledge required to configure, deploy and monitor a range of technology resources of core cloud computing service on a cloud platform.
The unit applies to cloud engineers, cloud systems administrators and those who work within cloud computing operations to provision, implement and maintain cloud computing solutions for a business with little guidance or supervision. These ICT professionals may work from designs developed by cloud architects and focus on operational concerns, including automation and maintaining cloud resources. 
No licensing, legislative or certification requirements apply to this unit at the time of publication.
Unit Sector
Cloud computing 
Elements and Performance Criteria
	ELEMENTS
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Prepare to deploy a cloud resource
	1.1 Review and confirm deploying and configuring a cloud resource task according to business needs
1.2 Determine cloud computing technology resources according to business needs
1.3 Identify organisational policies and procedures required for cloud technology resources
1.4 Identify and confirm business purpose, use and plan of different cloud resources according to business needs 

	2. Deploy and configure the cloud resource
	2.1 Identify interfaces and tools required to perform task that is repeatable and automatable 
2.2 Define steps required to provision resource
2.3 Confirm and document testing required to demonstrate successful completion of task
2.4 Deploy and configure cloud resource 
2.5 Configure required monitoring for cloud resource

	3. Test the cloud resource
	3.1 Execute test plan and demonstrate cloud resource meets task requirements and business need
3.2 Troubleshoot and resolve issues as required

	4. Document and finalise task
	4.1 Document procedure and results
4.2 Recommend further steps to reduce manual elements of the procedure through automation
4.3 Submit to required personnel 
4.4 Communicate outcomes and obtain final task sign off from required personnel as required 


Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	Skill
	Description

	Reading
	Interprets complex technical and operational documentation to determine and confirm job requirements

	Writing
	 Prepares and develops complex documentation in required formats using clear succinct and detailed language to convey explicit information, requirements and recommendations
Writes and edits code and technical data in a logical manner using required syntax and language and ensuring flow


	Problem solving
	Uses a mix of intuitive and formal processes to identify key information and issues, evaluates alternative strategies, anticipates consequences and considers implementation issues and contingencies
Uses knowledge of context to address common problems in cloud computing applications and cloud-based environments

	Self-management
	Demonstrates a sophisticated knowledge of principles, concepts, language and practices associated with cloud computing and the digital world and uses them to troubleshoot and understand the uses and potential of new technology


Unit Mapping Information
No equivalent unit. New unit.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2

[bookmark: _Toc29161734]
Assessment Requirements for ICTCLD507 Build and deploy resources on cloud platforms  
Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, and to:
deploy and configure at least 6 of the following different types of cloud resources, including but not limited to
virtual machines
container services
load balancers and autoscaling
serverless functions
API gateways
block or object storage
managed databases
DNS
content delivery networks.

In the course of the above, the candidate must:
use cloud management console, cloud software development kits or command line tools
develop and execute test plans and demonstrate successful task completion
consider procedural improvements to produce repeatable and automated deployments by reducing manual processes.
Knowledge Evidence
The candidate must demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit. This includes knowledge of:
industry technology standards used in cloud computing solutions and services
industry standard hardware and software products, their general features, capabilities and applications
testing and debugging techniques of cloud resources and technologies
purpose, benefits and features of cloud-based:
virtual machines and containers services
API gateways and serverless computing
load balancing and autoscaling
block and object storage
managed databases
DNS and content delivery networks
resource logging, monitoring and alerting tools
repeatable and automated provisioning with
software development kits
command line tools
infrastructure as code services.

Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
cloud vendor service provider
cloud managed database service
information and data sources required to design and implement cloud infrastructure
integrated development environment (IDE)
specific requirements and industry standards, organisational procedures and legislative requirements, including business and functionality requirements, as required
internet and web browser
secure shell (SSH) or remote desktop protocol (RDP) client to connect to cloud-hosted instances
data to gather information from to determine output and user requirements, including user access and business protocols.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc29161735]ICTCLD508 Manage infrastructure in cloud environments 
Application
This unit describes the skills and knowledge required to configure, monitor, maintain and update resources running in a cloud environment. 
It applies to cloud engineers, cloud systems administrators and those who work within cloud computing environments and responsible for the day-to-day running of cloud resources.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
Unit Sector
Cloud computing
Elements and Performance Criteria
	ELEMENTS
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Prepare to manage cloud resources
	1.1 Determine complex cloud computing technology resources according to business requirements, needs and cloud environment
1.2 Identify and confirm business purpose, use and plan of different cloud resources according to business needs and efficiencies 

	2. Inventory and change management of cloud resources
	2.1 Identify tagging policy and categorise resources according to business needs
2.2 Update resources according to tagging policy and build and maintain inventory of cloud resources
2.3 Generate report of resources based on category
2.4 Conduct maintenance with resources in specific category 
2.5 Document resource tagging and inventory management according to business needs

	3. Audit and change management of cloud resources
	3.1 Identify configuration policy for cloud resources according to business needs
3.2 Enable logging of cloud-based events
3.3 Collect and track changes to cloud resource configuration
3.4 Apply configuration policy to resource and alert for non-conformance
3.5 Utilise audit logs and determine details and changes from configuration 
3.6 Document cloud audit and change management configuration

	4. Monitoring, logging and alarming
	4.1 Define capacity limits for cloud resources according to business needs
4.2 Configure metrics and alarm when limits are exceeded
4.3 Capture and store resource and system logs 
4.4 Test capacity to trigger alarms and review logs of incident
4.5 Manage capacity of resource to remove alarm
4.6 Document run book for actions according to configured alarm

	5. Manage storage lifecycle
	5.1 Identify data retention policy according to business needs and cloud resource
5.2 Configure storage to automatically comply with retention policy
5.3 Confirm that retention policy is applied to target storage
5.4 Document storage configuration according to business needs

	6. Monitor and track complex cloud resources
	6.1 Document mechanisms to automate tasks as required
6.2 Finalise user documentation and submit to required personnel as required


Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	Skill
	Description

	Numeracy
	Analyses and synthesises highly embedded mathematical information in a broad range of tasks and texts

	Reading
	Organises, evaluates and critiques ideas and information from a range of complex texts

	Writing
	Prepares complex documentation detailing analysis, work performed and results using succinct language and logical structure

	Planning and organising
	Identifies the key factors that impact on decisions and their outcomes, drawing on experience, competing priorities, and decision-making strategies, where appropriate
Plans strategic priorities and outcomes within a flexible, efficient and effective context, in a diverse environment exposed to competing demands

	Self-management
	Develops and implements strategies that confirms that the organisational policies, procedures and regulatory requirements are being met



Unit Mapping Information
No equivalent unit. New unit.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2

[bookmark: _Toc29161736]
Assessment Requirements for ICTCLD508 Manage infrastructure in cloud environments 
Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, and to:
monitor and manage inventory, changes and lifecycle of at least one cloud resource.

In the course of the above, the candidate must:
use cloud management console, cloud software development kits or command line tools
collect and analyse cloud and system data and adjust resources accordingly
summarise ways system operations in cloud environments can be automated to minimise manual intervention.
Knowledge Evidence
The candidate must demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit. This includes knowledge of:
industry technology standards used in cloud computing solutions and services
industry standard hardware and software products, their general features, capabilities and applications
purpose, benefits and features of cloud services that enable:
resource inventory and change management 
performance, capacity and availability monitoring and alerting
snapshots and backups
user, service and resource permissions
access management, monitoring and auditing
system patching and update services
security mechanisms 
repeatable and automated maintenance of cloud resources with:
console-based management services
software development kits
command line tools.

Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
cloud vendor service provider
cloud managed database service
information and data sources required to design and implement cloud infrastructure
integrated development environment (IDE)
specific requirements and industry standards, organisational procedures and legislative requirements, including business and functionality requirements as well as retention/lifecycle business policy, as required
retention/lifecycle policy example as it relates to managing cloud infrastructure
internet and web browser
data to gather information from to determine output and user requirements, including user access and business protocols.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc25056925][bookmark: _Toc29161737]ICTCLD601 Develop cloud computing strategies for businesses	
Application
This unit describes the skills and knowledge required to develop a cloud computing strategy to establish cloud computing services to improve a business.
It applies to those who work in senior management, including strategic business analysts and chief information officers.
No licensing, legislative or certification requirements apply to this unit at the time of publication.	
Unit Sector
Cloud computing
Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Analyse existing business ICT system assets
	1.1 Review business assets and identify required assets for cloud deployment
1.2 Evaluate each asset’s risk tolerance according to business needs

	2. Select deployment and delivery model 
	2.1 Map assets to required cloud deployment models
2.2 Review and select required delivery model for each asset according to business needs
2.3 Document business security risks for business

	3. Develop cloud implementation strategy
	3.1 Develop a cloud implementation plan, and confirm that deployment and delivery models are in line with business requirements
3.2 Develop costing for technology requirements implementation proposal
3.3 Develop processes for the periodic review of cloud service metrics according to implementation proposal and business need
3.4 Submit documentation to required personnel and seek and respond to feedback


Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	Skill
	Description

	Numeracy
	Analyses and synthesises highly embedded mathematical information in a broad range of tasks and texts

	Reading
	Organises, evaluates and critiques ideas and information from a range of complex texts

	Writing
	Prepares complex documentation detailing analysis and recommended cloud computing implementation strategy using succinct language and logical structure

	Planning and organising
	Identifies the key factors that impact on decisions and their outcomes, drawing on experience, competing priorities, and decision-making strategies, where appropriate
Plans strategic priorities and outcomes within a flexible, efficient and effective context, in a diverse environment exposed to competing demands

	Self-management
	Develops and implements strategies that confirms that the organisational policies, procedures and regulatory requirements are being met

	Technology
	Uses digital technologies to manage business operations and actively investigates new technologies, for strategic and operational purposes


Unit Mapping Information
Supersedes and is equivalent to ICTICT814 Develop cloud computing strategies for a business.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc25056926][bookmark: _Toc29161738]Assessment Requirements for ICTCLD601 Develop cloud computing strategies for businesses	
Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
analyse and document a cloud computing implementation strategy that meets business needs.

In the course of the above, the candidate must:
research cloud computing options in the marketplace according to business needs
analyse the effectiveness of existing cloud computing deployment and delivery models.
Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
business processes and cloud service sources
cloud computing concepts, processes and trends
require business policies and legislation that impact business operations and privacy legislation
legal, ethical and security issues relating to cloud computing
organisational change-management theory and methods
risk tolerance issues for developing cloud computing strategies
methods of deploying cloud technology strategies
security issues relevant to a business.
Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
a complex business environment
required enterprise strategic documentation, including:
· strategic planning
· financial documentation
· ICT infrastructure
business objectives and policies.
Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.

Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc24968832][bookmark: _Toc29161739]ICTCLD602 Manage information security compliance of cloud service deployment
[bookmark: O_679421][bookmark: O_679422][bookmark: _Toc13835180][bookmark: _Toc13835609] Application
This unit describes the skills and knowledge required to manage cloud security controls, privacy and legal compliance when implementing cloud services for an enterprise.
It applies to those with managerial responsibility of a business’ IT infrastructure, including cloud engineers, systems engineers and experienced security technical specialists, security analysts, security consultants.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: O_679425][bookmark: _Toc13835181][bookmark: _Toc13835610]Unit Sector
Cloud computing
[bookmark: O_679426][bookmark: _Toc13835182][bookmark: _Toc13835611]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Identify information security risks for cloud service
	1.1 Identify cloud security risks for different cloud delivery and deployment models 
1.2 Identify and review legal, privacy and contractual issues, organisational policies, procedures and requirements
1.3 Map responsibilities between organisation and cloud vendor
1.4 Review compliance controls of cloud vendor 
1.5 Identify risks and identify risks that are organisation’s responsibility

	2. Manage cloud security controls
	2.1 Identify security controls provided by the cloud vendor for cloud service
2.2 Map security controls to organisation risks
2.3 Configure security controls to mitigate risk according to business needs
2.4 Document configuration of security control and risk mitigation

	3. Manage cloud privacy compliance
	2.1 Identify required data storage compliance regulations 
2.2 Determine data privacy risks associated with cloud service
2.3 Determine and implement business continuity and data recovery plan requirements
2.4 Review user access policies and configuration to data
2.5 Identify, secure and maintain, logs and audit trails according to business requirements
2.6 Document data privacy risk mitigation 

	3. Implement information security compliance enhancements
	3.1 Implement and integrate required changes into organisations risk register and business continuity plans (BCP) 
3.2 Establish and document performance measurement program and evaluate security effectiveness of implemented security controls
3.3 Submit documentation changes to required personnel
3.4 Obtain final task sign of from required personnel




[bookmark: O_679427][bookmark: _Toc13835183][bookmark: _Toc13835612]Foundation Skills
This section describes language, literacy, numeracy and employment skills incorporated in the performance criteria that are required for competent performance.
	Skill
	Description

	Learning
	Explores and incubates, new and innovative ideas, through unconstrained analysis and critical thinking, to develop and improve the organisation’s goals

	Oral communication
	Articulates requirements and complex concepts using industry standard technical language intended for audience and environment

	Reading
	Organises, evaluates and critiques ideas, and information, from a wide range of complex texts

	Writing
	Prepares complex documentation detailing cloud security control and privacy mitigation and recommended enhancements using succinct language and logical structure

	Planning and organising
	Plans strategic priorities and outcomes within a flexible, efficient and effective context, in a diverse environment, exposed to competing demands
Gathers and analyses data, and seeks feedback to improve plans and processes

	Problem solving
	Makes high-impact decisions in a complex and diverse environment, using input from a range of sources
Identifies the key factors that impact on decisions and their outcomes, drawing on experience, competing priorities, and decision- making strategies, where appropriate

	Self-management
	Works autonomously making high-level decisions to achieve, and improve, organisational goals
Develops and implements strategies, that confirms that organisational policies, procedures and regulatory requirements are being met

	Technology
	Demonstrates a sophisticated knowledge of principles, concepts, language and practices associated with the digital world


[bookmark: O_679429][bookmark: _Toc13835184][bookmark: _Toc13835613]Unit Mapping Information
Supersedes and is equivalent to ICTNWK616 Manage security, privacy and compliance of cloud service deployment

[bookmark: O_679436][bookmark: _Toc13835185][bookmark: _Toc13835614]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
 

[bookmark: _Toc24968833][bookmark: _Toc29161740]Assessment Requirements for ICTCLD602 Manage information security compliance of cloud service deployment
[bookmark: O_679431]
[bookmark: O_679432][bookmark: _Toc13835187][bookmark: _Toc13835616]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
identify, manage and implement cloud security controls and document requirements on at least one occasion.
[bookmark: O_679433][bookmark: _Toc13835188][bookmark: _Toc13835617]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
business and commercial issues relating cloud security management
cloud shared security responsibility models
legislation, organisational and jurisdictional policy and procedures that impact management areas including:
data privacy and sovereignty issues
codes of ethics and conduct
equal employment opportunity, equity and diversity principles
financial management requirements
governance requirements
industry standard management tools and techniques suited to a range of complex project activities
key organisational context, policies and procedures and required to manage information security compliance of cloud service deployment 
information security compliance standards, including ISO2700x
information security compliance constructs, including risk, controls and risk mitigation.


[bookmark: O_679434][bookmark: _Toc13835189][bookmark: _Toc13835618]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
cloud information and communications technology (ICT) business specifications
cloud ICT security assurance specifications
cloud-focused security environment, including threats to security that are, or are held to be, present in the environment
security environment information, including:
laws or legislation
existing enterprise security policies
enterprise expertise
risk analysis tools and methodologies currently used in industry
documented organisational work health safety (WHS) requirements.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: O_679437][bookmark: _Toc13835190][bookmark: _Toc13835619]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
[bookmark: _7yld2csgdbb9][bookmark: _1t3h5sf]


[bookmark: _Toc29161741]ICTPRG614 Create cloud computing services
[bookmark: O_673164][bookmark: O_673165][bookmark: _Toc20899487][bookmark: _Toc20907902]Application
This unit describes the skills and knowledge required to design, build, test and deploy web services and cloud computing applications to specifications.
It applies to individuals in software engineering roles with the Information and Communications Technology (ICT) skills required to create and install web services and cloud computing applications.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: O_673168][bookmark: _Toc20899488][bookmark: _Toc20907903]Unit Sector
Programming and software development
[bookmark: O_673169][bookmark: _Toc20899489][bookmark: _Toc20907904]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Design web service and cloud computing application
	1.1 Identify web service and cloud computing application requirements 
1.2 Determine development environment and tools required to create web service and cloud computing application
1.3 Define required web service and cloud computing application architecture and framework 

	2. Build web service and cloud computing application
	2.1 Determine required web service functionality
2.2 Build and develop required web service 
2.3 Determine required cloud application requirements 
2.4 Build cloud computing application in determined environment to meet required functionality

	3. Test web service and cloud computing application
	3.1 Test web service functionality according to technical specifications 
3.2 Test cloud computing functionality according to technical specifications
3.3 Seek and respond to feedback from required personnel

	4. Deploy web service and cloud computing application
	4.1 Deploy web service and cloud computing application to required environment
4.2 Document work and submit and obtain sign off from required personnel
4.3 Seek and respond to feedback from required personnel as required


[bookmark: O_673170][bookmark: _Toc20899490][bookmark: _Toc20907905]Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	Skill
	Description

	Reading
	Interprets complex technical and operational documentation to determine and confirm job requirements

	Writing
	Prepares complex documentation conveying completed developments using detailed language 
Writes and edits code and technical data in a logical manner using required syntax and language 

	Oral Communication
	Uses listening and questioning techniques to confirm requirements and articulate complex concepts and matters using relevant industry for intended audience

	Self-management
	Demonstrates a sophisticated knowledge of principles, concepts, language and practices associated with the digital world and uses them to troubleshoot and understand the uses and potential of new technology
Demonstrates knowledge of the importance of monitoring and controlling access to digitally stored and transmitted information

	Planning and organising
	Uses a broad range of strategies to store, access and organise virtual information and demonstrates the knowledge that design choices will influence what information is retrieved and how it is interpreted and used

	Problem solving
	Uses a mix of intuitive and formal processes to identify key information and issues, evaluate alternative strategies, anticipate consequences and consider implementation issues and contingencies
Uses knowledge of context to address common problems in operating a web service and a cloud computing application and performs basic debugging when required



[bookmark: O_673172][bookmark: _Toc20899491][bookmark: _Toc20907906]Unit Mapping Information
Supersedes and is equivalent to ICTPRG604 Create cloud computing services.
[bookmark: O_673179][bookmark: _Toc20899492][bookmark: _Toc20907907]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc5458412][bookmark: _Toc29161742]Assessment Requirements for ICTPRG614 Create cloud computing services
[bookmark: O_673174][bookmark: O_673175][bookmark: _Toc20899494][bookmark: _Toc20907909]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, and to:
design, build, test and deploy
at least one web service to specification that can be accessed and used from a separate web application
at least one cloud computing application to specification that can be accessed from different portals.

In the course of the above, the candidate must:
document completed developments.
[bookmark: O_673176][bookmark: _Toc20899495][bookmark: _Toc20907910]Knowledge Evidence
The candidate must demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit. This includes knowledge of:
agile methodology to design, build, test and deploy web services and cloud computing applications, including for:
determining user needs and required functionality of web services and cloud computing application
developing uptime strategy for designed services 
characteristics of current and emerging cloud delivery models
development tools required to produce services deployable through cloud computing
internet infrastructure necessary for cloud computing
object-oriented programming and its application to cloud computing
required languages for database access and manipulation on web.
[bookmark: O_673177][bookmark: _Toc20899496][bookmark: _Toc20907911]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
client and functionality requirement
integrated development environment (IDE) for determined language
database server with tools to access data source and develop queries
web server for determined environment in performance evidence
internet and web browser.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.

[bookmark: O_673180]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
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