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[bookmark: _Toc26786921][bookmark: _Toc36216528][bookmark: _Toc14252384]ICTICT447 Work effectively in agile environments
Application
This unit describes the skills and knowledge required to participate in the delivery of ICT projects using industry-endorsed agile project management methodologies.
It applies to those who, whilst working under a level of supervision, work within an agile environment where the ability to deliver project increments is required. It includes ICT roles such as software, web or gaming developers within development environments, project managers, and helpdesk support officers who work with many different project management styles and environments. 
No licensing, legislative or certification requirements apply to this unit at the time of publication.
Unit Sector
General ICT
Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Set up agile projects 
	1.1 Identify project characteristics and confirm agile project management methodology and timelines
1.2 Gather project requirements and confirm with client
1.3 Discuss and define team member roles and responsibilities and confirm own work role within agile project 
1.4 Confirm minimal viable increments according to project requirements and define definition of done 
1.5 Determine increment timelines and stages of increment delivery
1.6 Determine and implement communication tools with team

	2. Deliver agile project increments 
	2.1 Determine and contribute towards progress trackers and version control procedures for agile project 
2.2 Initiate project increment work according to agile methodologies and version control procedures
2.3 Complete project increment according to agile methodologies
2.4 Commit project work to online environment and confirm project progression with team and project manager

	3. Finalise agile project
	3.1 Confirm all increments have been completed according to project requirements
3.2 Review and assess impact of contributions to agile project and team performance
3.3 Report on contributions and discuss with team
3.4 Participate in agile project debrief and document outcomes and lessons learnt


Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	Skill
	Description

	Writing
	Produces materials and written updates using agile communication tools 

	Teamwork
	Selects the required form, channel and mode of communication for a specific purpose to own role, when communicating with others

	Planning and organising
	Plans routine tasks with familiar goals and outcomes, taking some limited responsibility for decisions regarding sequencing and timing
Participates in team planning of agile increments 

	Self-management
	Evaluates task completion and the impact of such completions

	Technology
	Interprets the purposes, specific functions and key features of digital systems and tools, and operates them effectively to complete routine agile project tasks


Unit Mapping Information
No equivalent unit. New unit.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc26786922][bookmark: _Toc36216529]Assessment Requirements for ICTICT447 Work effectively in agile environments 
Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
participate in the delivery of at least two ICT project using the agile project management methodology. 

In the course of the above, the candidate must:
utilise project and communication work tools and platforms
participate in agile meetings 
uphold communication channels according to agile methodologies and team agreement.
Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
agile methodologies, including:
project management
team member roles and responsibilities 
characteristics of increments, increment timelines and stages of increment delivery
project work tools and platforms 
communication tools and platforms
agile meetings, including:
· huddles
· KANBAN
· scrums
· sprints
project debrief 
work task prioritisation requirements and contingencies
version control and progress tracking systems and processes.  
functions and features of ICT hardware and project management software required for managing agile projects.


Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
equipment, hardware and industry software packages required for agile project work
a range of simulated work tasks and project within agile project management teams
simulated working environment and agile project team
the internet
online agile project management tools
communication tools 
agile methodology documentation and guiding information.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2 




[bookmark: _Toc9944355][bookmark: _Toc10731692][bookmark: _Toc10755522][bookmark: _Toc26786923][bookmark: _Toc36216530]ICTICT448 Prepare electronic portfolios of work
[bookmark: _Toc10731693]Application
This unit describes the skills required to prepare, build and share electronic portfolios to display pieces of finished product and work on behalf of an individual, team or business. 
It applies to individuals in multiple Information Communications and Technology (ICT) roles, including software, programming, gaming and web designers, developers, architects and business analysts, who are expected to maintain a professional online or business portfolio of work throughout their professional career at a given point in time. Portfolios, in this instance, can be used to get a job, sell work to a potential client or showcase skills, capabilities, intellectual property and product to the public.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: _Toc10731694]Unit Sector
General ICT
[bookmark: _Toc10731695]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Prepare to create portfolios

	1.1 Research and identify industry electronic portfolio options and standards
1.2 Assess and select hosting platform according to portfolio requirements
1.3 Identify required sections and elements of electronic portfolio
1.4 Gather documentation and examples of work according to portfolio requirements

	2. Create portfolios to specifications
	2.1 Create portfolio structure according to portfolio specifications
2.2 Upload work and match design specification according to portfolio specifications
2.3 Style electronic portfolio pages according to specifications 
2.4 Add accompanying explanatory text and annotations according to portfolio specifications 

	3. Finalise portfolios in required format 

	3.1 Test electronic portfolio on required browsers and devices and remediate viruses and errors
3.2 Validate electronic portfolio against industry standards 
3.3 Update, save and back up electronic portfolio to required storage units 
3.4 Share electronic portfolio according to industry standards
3.5 Submit portfolio and obtain final task sign off from required personnel


[bookmark: _Toc10731696]Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	Skill
	Description

	Reading
	Analyses and evaluates textual information and user guides to integrate ideas and meet technical requirements

	Writing
	Uses required programming syntax, language and conventions to create portfolio

	Planning and organising
	Articulates and selects bodies of work and communication that reflect professional brand and depth and breadth of capability 

	Problem solving
	Applies problem-solving processes and scripting techniques to resolve less predictable problems

	Self-management
	Takes responsibility for outcomes and maintenance of live product
Uses exploration, analytical and lateral thinking to identify new ideas and adapt existing ideas to context

	Technology
	Interprets purposes, specific functions and key features of common digital systems and tools, websites and systems 
Uses digital systems and tools to create and save files in required formats including applicable website hosts, saving locations and required hardware functions 
Uses cyber safe techniques and hygiene to maintain portfolio integrity 


Unit Mapping Information
No equivalent unit. New unit.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc4767570][bookmark: _Toc9944356][bookmark: _Toc10731698][bookmark: _Toc10755523][bookmark: _Toc26786924][bookmark: _Toc36216531]Assessment Requirements for ICTICT448 Prepare electronic portfolios of work
[bookmark: _Toc10731699]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
create at least one electronic portfolio with a minimum of three different examples of work and text.

In the course of the above, the candidate must: 
test and validate portfolio on at least two different devices and in two different browsers
share portfolio to at least two different locations online
save and back up portfolio to at least one location.
[bookmark: _Toc10731700]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:

functions and features of:
websites
platforms
software
hardware
storage units
design specifications
electronic portfolio options, structures, requirements and standards
industry standard hosting platforms 
basic scripting, testing and programming techniques and languages
common viruses and errors and remediation processes 
processes to validate electronic portfolios
industry standards for documentation, style and professional brand techniques
sign-off requirements applicable to electronic portfolio work
copyright, privacy, proprietary and intellectual property laws, legislation and policy standards
organisational style guides and procedures applicable to preparing electronic portfolios.
[bookmark: _Toc10731701]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
industry specific platforms, hardware, devices and websites 
the internet, including connectivity and different browsers
storage devices and industry standard services.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.

[bookmark: _Toc10731702]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2 



[bookmark: _Toc10755520][bookmark: _Toc26786925][bookmark: _Toc36216532]ICTICT449 Use version control systems in development environments
Application
This unit describes the skills and knowledge required to use version control systems to track content, versions and maintain a code repository of work when developing in an ICT environment.
It applies to individuals who work in a development environment and create a history of changes to track multiple versions of their own or team’s work. These development environments include processes of designing, building and testing code and product. 
No licensing, legislative or certification requirements apply to this unit at the time of publication.
Unit Sector
General ICT
Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Prepare to use version control systems (VCS)
	1.1 Research and choose version control system (VCS) according to organisational requirements 
1.2 Identify required subversion and VCS pre-installation factors 
1.3 Determine and communicate installation disruption to required personnel according to organisational policies and procedures
1.4 Install VCS and create personal account and push changes from branch according to VCS service provider and organisational requirements 
1.5 Configure tools and user interface of VCS according to organisational requirements 

	2. Build files in VCS
	2.1 Create local repository according to service provider procedures
2.2 Create required directory according to service provider procedures and organisational requirements
2.3 Create and access required staging environment structures and branches
2.3 Create and access files in the repository according to service provider procedures

	3. Test VCS
	3.1 Add and commit files to staging environment
3.2 Commit required files to local depository
3.3 Locate track of initial version change and confirm new status according to service provider procedures 
3.4 Respond to remote pull requests according to service provider procedures
3.5 Retrieve remote commits and locally merge according to service provider procedures 

	4. Finalise use of VCS
	4.1 Document VCS test outcomes according to organisational requirements 
4.2 Submit documented outcomes to required personnel 
4.3 Respond to feedback on documented outcomes from required personnel
4.4 Obtain final task sign off from required personnel 


Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria
	Skill
	Description

	Oral communication
	Uses listening and questioning techniques and effective mode of communication to confirm requirements and negotiate outcomes using required language 

	Reading
	Analyses textual information to establish requirements

	Writing
	Prepares documentation for final outcomes using comprehensive structure, layout and complex industry language

	Teamwork
	Applies protocols governing what to communicate, with whom and how, in a range of work contexts

	Planning and organising
	Plans a range of routine, and some non-routine, tasks, accepting stated goals and required outcomes 

	Problem solving
	Gathers information and identifies and evaluates several choices against a limited set of criteria
Applies formal problem-solving processes when tackling unfamiliar problems, breaking complex issues into manageable parts and identifying and evaluating options for action

	Self-management
	Follows explicit and implicit procedures and meets expectations associated with own role when submitting documentation for approval and completing organisational requirements

	Technology
	Uses procedures and techniques to maintain articulation of version control systems 



Unit Mapping Information
No equivalent unit. New unit.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc4771510][bookmark: _Toc10755521][bookmark: _Toc26786926][bookmark: _Toc36216533]Assessment Requirements for ICTICT449 Use version control systems in development environments
Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
plan, install, create and manage a code on one repository of work on at least three occasions.

In the course of the above, the candidate must:
communicate down time, service interruptions and installation of service
document final outcomes. 
Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
distributed and centralised version control systems 
web-based DevOps lifecycle tools  
DevOps automation tools
branching, pull and push commands local/remote
key policies, procedures and documentation required to use version control systems in development environments, including those related to:
repositories and working copies 
merging and merge tools 
working and indiscriminative commits
resolving conflict and backout changes
principles and techniques of creating repositories and branch workflows
version control industry standard best practices
[bookmark: _GoBack]distributed version control industry standard best practices 
workflow processes applicable to using version control systems.
Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
the internet, including connectivity 
required hardware, software and applications
simulated work tasks and projects
industry standard version control systems and vendor products
organisation’s ICT policies, procedures and best practice guidelines imperative to task.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.

Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc36216534]ICTICT530 Design user experience solutions
Application
This unit describes the skills and knowledge required to design solutions using a user experience (UX) methodology, with the users’ experience at the centre of design. In this unit, a user refers to a customer or client who will interact and use a product, service and/or platform.
The unit applies to those working as business and systems analysts, as well as developers of software, games, websites, applications, products and services. UX design aims to improve, optimize and add value to the users’ experience of a designed solution (product, service or platform).
No licensing, legislative or certification requirements apply to this unit at the time of publication.
Unit Sector
General ICT
Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Explore and validate problem
	1.1 Define current problem according to business needs
1.2 Research problem and alternatives in market
1.3 Set data metrics and goals, and define design success according to business needs
1.4 Research user groups and confirm groups suitable for consultation 

	2. Research and develop user groups’ experiences
	2.1 Research problem, required user group information and solutions in market
2.2 Document research and synthesise findings 
2.3 Interview user groups and document user experience findings and feedback according to user and market segmentation
2.4 Create user group personas and map to user experience problems and improvement opportunities
2.5 Develop wireframes to communicate user experience according to current problem

	3. Create solution options and validate solution
	3.1 Workshop and determine solutions according to user experience, problems and improvement opportunities identified
3.2 Confirm best solution with required personnel and client according to UX principals and user needs
3.3 Develop solution prototype according to confirmed solution
3.4 Test solution according to required methodology
3.5 Collect feedback from user groups and adjust solution according to UX principles and user needs
3.6 Finalise solution and document work according to organisational requirements

	4. Finalise and present UX solution
	4.1 Finalise and confirm UX solution 
4.2 Document and collate findings and solution documentation according to organisational requirements
4.3 Present solutions to required personnel
4.4 Integrate UX design into solution according to business need


Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	Skill
	Description

	Oral communication
	Uses listening and questioning skills to confirm requirements and participate in discussion to synthesise information from others

	Reading
	Critically analyses documentation, information and data from a variety of sources and records, and consolidates information to determine requirements, meaning and applicability to task

	Writing
	Prepares complex documents using required language and grammar to present ideas, options and recommendations in a logical sequence

	Teamwork
	Builds formal and informal networks to include key people/communities with expert skills and knowledge
Coordinates team effectiveness by including, coaching, informing and coordinating others 

	Problem solving
	Makes complex decisions in varied situations, taking a range of constraints into account when monitoring the project and design process

	Self-management
	Monitors progress of plans and schedules, and reviews and changes them to meet new demands and priorities
Investigates new and innovative ideas and work practices through consultation, formal and analytical thinking

	Technology
	Interprets the purposes, specific functions and key features of technologies and operates them effectively to complete design exercises and identify how others use technologies 


Unit Mapping Information
No equivalent unit. New unit.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc36216535]Assessment Requirements for ICTICT530 Design user experience solutions
Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
design and document at least one user experience (UX) solution for a user group of at least 3 people.

In the course of the above, the candidate must:
undertake research and consultation
test, adjust and improve solution to desired outcome.
Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
consultation and communication techniques and methodologies applicable to designing user experience solutions
UX principles and values, including usefulness, aesthetics, desirability, useability and function
UX methodologies and techniques, including:
design thinking
use-mapping and journey exercises
market segmentation
testing solution on user groups
testing function and useability
validating user experience of solution
Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry.
This includes access to:
wireframe and prototype tools and templates
design problem or business case
user group of at least three different people.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc36216536]ICTICT529 Organise and lead agile projects
Application
This unit describes the skills and knowledge required to lead and organise an agile team of Information and Communications Technology (ICT) and other industry professionals to deliver a project within an agile project management framework.
The unit applies to those in ‘scrum master’ roles and those responsible for leading team members within an agile project. This includes working as project leads within software, web, application and game development environments, without the function of client negotiation or overall business management of the project.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
Unit Sector
General ICT
Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Establish agile project and team
	1.1 Identify and confirm project requirements, outcomes and client expectations with required personnel
1.2 Confirm agile project management methodology and timelines according to project requirements
1.3 Consolidate and confirm prioritisation of tasks according to project timelines
1.4 Confirm project scope, budget and key dates with required personnel
1.5 Negotiate and facilitate team members choosing roles and responsibilities with required personnel

	2. Coordinate effective team communication 
	2.1 Discuss, confirm and implement ways and forms of communicating through tools and meetings with required personnel
2.2 Facilitate and manage agile meeting and encourage others to share feedback and progress
2.3 Check alignment of tasks, progress and timelines match communication and meeting agendas
2.4 Manage work progress and update communication tools according to project progress

	3. Prioritise and manage backlog
	3.1 Identify and prioritise work backlog according to client requirements
3.2 Determine increment timelines and stages of incremental delivery according to project requirements
3.3 Select range of backlog items to work on in first sprint 
3.4 Communicate and coach team to self-select backlog streams and confirm with required personnel
3.5 Manage project work and track progress against project requirements
3.6 Coach and seek feedback from team members 
3.7 Raise and action feedback outcomes according to project requirements and personnel feedback
3.8 Re-prioritise deliverables and backlog for next sprint according to client requirements

	4. Finalise agile project 
	4.1 Collate project deliverables and prepare to present to client according to project requirements 
4.2 Review and discuss project outcomes, agile effectiveness and team performance with required personnel
4.3 Lead agile project debrief and document outcomes and lessons learnt 


Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	Skill
	Description

	Numeracy
	Uses a wide range of mathematical calculations to interpret numerical information and to prepare/reconcile financial data

	Oral communication
	Actively listens and contributes to discussions to confirm requirements and discusses solutions to identified problems
Applies coaching techniques to encourage and support team members to achieve potential in team environment  

	Reading
	Interprets complex text in order to address the project requirements

	Writing
	Prepares complex documents using required language and grammar to present ideas, options and recommendations in a logical sequence

	Teamwork
	Fosters a collaborative culture within own sphere of influence, facilitating a sense of commitment and cohesion, and highlighting and using the strengths of those involved when establishing the project team
Actively builds formal and informal networks to include key people/communities with expert skills and knowledge

	Problem solving
	Makes a range of decisions in relatively complex situations, taking a range of constraints into account when monitoring the project and system testing
Uses systematic, analytical processes in complex, non-routine situations, setting goals, gathering required information, and identifying and evaluating options against agreed criteria when conducting post project reviews

	Self-management
	Recognises and follows explicit and implicit protocols and meets expectations associated with own role and business deadlines


Unit Mapping Information
No equivalent unit. New unit.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc36216537]Assessment Requirements for ICTICT529 Organise and lead agile projects
Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
[bookmark: OLE_LINK1][bookmark: OLE_LINK2]plan, lead and evaluate at least three project sprints comprised of different project work tasks within an agile project framework
In the course of the above, the candidate must:
use at least one project management tool for effective team communication 
use at least two different agile methodologies for communicating with team members.
coach team members and facilitate agile team culture and mindset
discuss and agree on frequency of team communication, feedback and project progress
apply agile principles and allow team to self-govern.
Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
agile principles, mindsets and behaviours
agile methodologies, including:
project management
team member roles and responsibilities
characteristics of increments, increment timelines and stages of increment delivery
project work tools and platforms
communication tools and platforms
agile meetings, including huddles and scrums
KANBAN board tools
project debrief methodologies
work task prioritisation requirements and contingencies
version control and progress tracking
ICT hardware and project management software applicable to organising and managing agile projects 
communication techniques and practices required to coach others and lead meetings.
Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry.
This includes access to:
equipment, hardware and industry software packages required for agile project work
a range of simulated work tasks and project within agile project management teams
project requirements and agile project team
the internet and connectivity
required online agile project management and communication tools.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc36216538][bookmark: OLE_LINK3][bookmark: OLE_LINK4]ICTSAD612 Implement and maintain uses of containerisation
Application
This unit describes the skills and knowledge required to build, deploy, run, and monitor containers, and implement micro services, with the goal of providing a more sustainable, flexible and cost-efficient Information and Communications Technology (ICT) environment.
The unit applies to those working as senior computer systems architects proficient in software development, senior software developers and those who work in DevOps roles, responsible for increasing the resource utilisation of an organisation by using containerisation as an alternative to traditional server and application infrastructure technologies. Containers are used to isolate the runtime environment for applications in order to increase portability and reduce operational costs by increasing the utilisation of resources. 
No licensing, legislative or certification requirements apply to this unit at the time of publication.
Unit Sector
Systems analysis and design
Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Assess containerisation needs for application 
	1.1 Research and select vendor containerisation technology according to business needs
1.2 Obtain and review technical specifications, infrastructure and systems requirements for container service and runtime
1.3 Assess responsibility and requirements of microservice architecture according to business needs
1.4 Check and confirm installation of runtime environment for containerisation technology

	2. Implement containers 
	2.1 Review and select base container image according to business needs
2.2 Author container image file for defining base image, working directory, application code, environment configuration and commands
2.3 Determine container image name applying industry standards and conventions 
2.4 Build container image from authored file 
2.5 Run a new instance of container from image 
2.6 Confirm connectivity of published ports for running container instance 
2.7 Test, debug and fix the running instance of containerised application 
2.8 Run additional container instances from image
2.9 Stop running container instances

	3. Manage container image
	3.1 Review available options and select container image registry according to business needs 
3.2 Create container image repository 
3.3 Authenticate and connect to registry 
3.4 Push container image to repository 
3.5 Update, version and push container image to repository 
3.6 Pull container image from repository 

	4. Maintain container services
	4.1 Access logging for application and container 
4.2 List containers in runtime environment 
4.3 List container port mappings 
4.4 Remove container from runtime environment 
4.5 Monitor and display container resource usage and statistics 
4.6 Update configuration of container according to business needs


Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	Skill
	Description

	Numeracy
	Designs complex algorithms
Selects from, and flexibly applies, a wide range of mathematical and problem-solving strategies, techniques, and principles when solving equations, constructing and reading flow charts and analysing data 

	Oral communication
	Uses listening and questioning skills to confirm understanding of requirements and participates in verbal exchanges of feedback resolution, ideas and solutions 

	Reading
	Critically analyses documentation, instructions and data from a variety of sources and records, and consolidates information, in order to determine requirements and steps forwards
Identifies and interprets technical material to determine and confirm job, business and systems requirements

	Writing
	Demonstrates sophisticated writing skills using specialised language, technical language and scripts and required conventions

	Teamwork
	Elicits feedback and provides feedback to others, in order to improve self or workgroup behaviours

	Planning and organising
	Researches, plans and sequences complex tasks, efficiently and effectively

	Problem solving
	Applies systematic and analytical decision- making processes for complex and non-routine situations and bug code
Uses nuanced understanding of context to recognise anomalies and subtle deviations to normal expectations, focusing attention and remedying problems as they arise in containers as well as in projects and wider systems

	Self-management
	Takes full responsibility for following policies, procedures and legislative requirements, and identifies organisational implications of new legislation or regulation, including privacy and data use legislation
Monitors progress of plans and schedules, and reviews and changes them, to meet new demands and priorities
Investigates new and innovative ideas, as a means by which to continuously improve, work practices and processes through consultation, formal and analytical thinking

	Technology
	Uses complex scripts and tools required within complex systems, applications, operation systems, the internet and required software and hardware components
Uses complex cyber security procedures and techniques to maintain data security, and systems and application integrity


[bookmark: _Toc4771506][bookmark: _Toc5373638][bookmark: _Toc14252385]Unit Mapping Information
No equivalent unit. New unit.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc36216539]Assessment Requirements for ICTSAD612 Implement and maintain uses of containerisation
Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
· author at least two files for building container images
· run, test and debug a minimum of two running containers instances
· install and run at least one application within container
· monitor a minimum of two container instance in container runtime
· author, build and run container instances from at least one image with two different versions
· set up container image repository in registry and perform push and pull commands at least once.
Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
features and functions of operating systems
continuous integration and continuous delivery/deployment methodology, processes and principles
network protocols including:
network communications protocol
TCP/IP (transmission control)
tools and features of registries, command line interface and text editor
advanced programming language
organisational policies and procedures for:
documenting work and technical requirements
evaluating business processes of uses of containerisation
stages of software development life cycle (SDLC)
procedures for implementing container services
basic principles of:
computer hardware, networking, operating system, applications, database management systems, cloud solutions and components
IT service management systems (ITMS)
required programming language, including data serialisation language
open-source development tools
processes for establishing and implementing business requirements for container services
key functions and features of data flow charts
methods for monitoring container services, including:
manually monitoring services
different organisational levels of responsibility relating to application functions.
Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry.
This includes access to:
the internet, including connectivity
text editor
required hardware, software and applications
vendor products relating to containerisation technology
containerisation service.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc36216540]ICTPRG553 Create and develop REST APIs
Application
This unit describes the skills and knowledge required to create and implement representational state transfer (REST or RESTful) application program interfaces (APIs) in order to request and manipulate data from data sources.
The unit applies to those working as senior software developers, senior back end developers or full stack developers, and responsible for managing information and communications technology (ICT) in small-to-large enterprises.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
Unit Sector
Programming
Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Create new project
	1.1 Establish need and application of REST APIs according to business needs
1.2 Review, evaluate and select REST API framework according to required programming language and business needs
1.3 Review, evaluate and select required integrated development environment (IDE) 
1.4 Create project using IDE according to business needs
1.5 Configure and implement RESTful API in project 

	2. Build REST API endpoints
	2.1 Build REST API end point using GET method and return a collection of records 
2.2 Build REST API endpoint and return a single record 
2.3 Configure REST API endpoint using POST and PUT method according to function 
2.4 Build REST API endpoint using DELETE method 
2.5 Test methods and confirm response status code reflects function of REST API according to business needs

	3. Enable cross origin resource sharing (CORS)
	3.1 Update REST API GET, POST, PUT and DELETE endpoints and confirm that simple cross-origin requests are allowed 
3.2 Review and select REST API client and test simple CORS requests 
3.3 Update REST API GET, POST, PUT and DELETE endpoints and allow pre-flight cross-origin requests using OPTION method 
3.4 Test CORS for pre-flight request 

	4. Secure REST API
	4.1 Review, evaluate and select method for securing REST API according to business needs
4.2 Implement authentication and authorisation for securing REST API endpoints 

	5. Finalise REST API
	5.1 Review and evaluate industry tools and conventions for documenting REST API endpoints according to business needs
5.2 Develop documentation for REST API endpoints
5.3 Validate documentation against REST API endpoints and submit to required personnel 


Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	Skill
	Description

	Reading
	Critically analyses documentation, instructions and data from a variety of sources and records, and consolidates information, in order to determine requirements and steps forwards
Identifies and interprets technical material to determine and confirm job, business and systems requirements

	Writing
	Demonstrates sophisticated writing skills using specialised language, technical language and scripts and required conventions to document work

	Problem solving
	Applies systematic and analytical decision- making processes for complex situations and bug code
Uses nuanced understanding of context to recognise anomalies and subtle deviations to normal expectations, focusing attention and remedying problems as they arise 

	Self-management
	Takes full responsibility for following policies, procedures and legislative requirements, and identifies organisational implications of new legislation or regulation, including privacy and data use legislation
Monitors progress of plans and schedules, and reviews and changes them, to meet new demands and priorities
Investigates new and innovative ideas, as a means by which to continuously improve, work practices and processes through consultation, formal and analytical thinking

	Technology
	Uses complex scripts and tools required within complex systems, applications, operation systems, the internet and required software and hardware components
Uses cyber security procedures and techniques to maintain data security, and systems and application integrity


Unit Mapping Information
No equivalent unit. New unit.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc36216541]Assessment Requirements for ICTPRG553 Create and develop REST APIs
Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
build and test at least one representational state transfer (REST or RESTful) application program interface (API) endpoint and confirm functionality.

In the course of the above, the candidate must:
enable cross origin resource sharing (CORS)
use GET, POST, PUT, DELTE and PATCH methods
secure REST API with authentication and authorisation
document REST API work.
Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
features and different applications that applies to the HTTP network protocol
features and anatomy of REST API HTTP request and response, including HTTP headers and body
language used in programming language 
HTTP GET, POST, PUT and OPTIONS methods and features of each
CORS methodology.
Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry.
This includes access to:
client/user agent 
integrated development environment (IDE)
the internet, including connectivity
required hardware, software and applications.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.

Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc36216542]ICTPRG554 Manage data persistence using noSQL data stores
Application
This unit describes the skills and knowledge required to implement a data store and manage data persistence using non structured query language (NoSQL) to provide automatic scaling as well as high performance and availability over semi-structured data.
The unit applies to those working as senior software developers, senior back end developers or full stack developers, and responsible for managing information and communications technology (ICT) in small-to-large enterprises (SMEs).
No licensing, legislative or certification requirements apply to this unit at the time of publication.
Unit Sector
Programming
Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Review and select noSQL options
	1.1 Confirm use and application for noSQL according to business requirements and needs 
1.2 Research and compare horizontal and vertical scaling and confirm relevance and benefit of horizontal scaling according to business requirements 
1.3 Research and compare noSQL technologies and traditional relational data models
1.4 Research, review and select noSQL vendor technologies according to business requirements

	2. Determine and create storage of data types
	2.1 Design and determine data storage requirements from noSQL data store according to selected vendor technology and business requirements
2.2 Review and select required types of noSQL data store according to business requirements
2.3 Create partition key and determine storage place of data items
2.4 Review and determine required partition key and ensure effective distribution of storage across partition

	3. Build and configure indexes 
	3.1 Determine and select required sort key according to business requirements
3.2 Calculate, determine and configure read and write through-puts according to business requirements
3.3 Determine, configure and create indexes for optimising data retrieval queries
3.4 Determine and create additional indexes 
3.5 Optimise data queries and retrievals for indexes according to business requirements
3.6 Determine and configure time-to-live (TTL) on data objects according to business requirements

	4. Use queries and retrieve objects
	4.1 Research and select required API client for interacting with noSQL data store according to business requirements 
4.2 Substantiate and connect API client to noSQL data store instance 
4.3 Insert single data object into noSQL datastore using selected client application 
4.4 Insert multiple items in single operation
4.5 Use query and select single object
4.6 Use query and retrieve multiple objects in batch
4.7 Perform query against index
4.8 Perform query to select required attributes and project results

	5. Confirm interaction of objects
	5.1 Delete single and multiple objects according to business requirements
5.2 Update single and multiple objects according to business requirements 
5.3 Persist objects with different data types 
5.4 Configure and confirm change event triggers and notifications according to business needs
5.5 Test, fix and ensure responses and trigger notifications work according to business requirements
5.6 Review and confirm data is encrypted and authorisation and authentications are active according to user and client access requirements 
5.7 Test and fix data persistence process according to business requirements
5.8 Document and finalise work according to business requirements


Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	Skill
	Description

	Reading
	Critically analyses documentation, instructions and data from a variety of sources and records, and consolidates information in order to determine requirements and steps forwards
Identifies and interprets technical material to determine and confirm job, business and systems requirements

	Writing
	Demonstrates sophisticated writing skills using specialised language, technical language and scripts and required conventions to document work

	Planning and organising
	Researches, plans and sequences complex tasks, efficiently and effectively

	Problem solving
	Applies systematic and analytical decision- making processes for complex and non-routine situations and bug code
Uses nuanced understanding of context to recognise anomalies and subtle deviations to normal expectations, focusing attention and remedying problems as they arise 

	Self-management
	Monitors progress of plans and schedules, and reviews and changes them, to meet new demands and priorities
Investigates new and innovative ideas, as a means by which to continuously improve, work practices and processes through consultation, formal and analytical thinking

	Technology
	Uses complex scripts and tools required within complex systems, applications, operation systems, the internet and required software and hardware components
Uses cyber security procedures and techniques to maintain data security, and systems and application integrity


Unit Mapping Information
No equivalent unit. New unit.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2



[bookmark: _Toc36216543]Assessment Requirements for ICTPRG554 Manage data persistence using noSQL data stores
Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
create at least three different queries, including updating, deleting and creating data types
create at least two indexes.

In the course of the above, the candidate must:
specify partition and sort keys
optimise the data.
Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
benefits and functions of noSQL database and schema free data persistence, as well as traditional relational data models
methods and different features and functions between scaling out and scaling up (horizontal and vertical)
language used in required programming language for noSQL applications
partitioning in a noSQL environment and its related terms
functions and features for time-to-live (TTL) requirements
authorisation and authentications procedures and levels of responsibility according to client access requirements 
distribution of data storage across partitions 
debugging and testing methodologies and techniques
functions and features of sort keys in noSQL storage 
features of transport encryptions, authentication and authorisation 
different noSQL data store formats, including: 
key value
document based
column based
graph based
different noSQL data types, including: 
numeric
string 
boolean
complex
date time.
Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry.
This includes access to:
an open source or commercial NOSQL database
the internet, including connectivity
required hardware, software and applications.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc36216544]ICTPRG555 Implement Object Relational Mapping Framework for data persistence
Application
This unit describes the skills and knowledge required to implement an Object Relational Mapping (ORM) framework to map, retrieve and manage object persistence in any programming language.
The unit applies to those working as senior software developers, senior back end developers or full stack developers, and responsible for managing Information and Communications Technology (ICT) in small-to-large enterprises (SMEs).
No licensing, legislative or certification requirements apply to this unit at the time of publication.
Unit Sector
Programming
Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Establish ORM project
	1.1 Confirm use, application and need for ORM framework according to business needs
1.2 Review, select and implement ORM framework according to business needs
1.3 Design, develop and build domain object model according to business needs
1.4 Review and select data persistence technology for data store 
1.5 Create mapping between domain object model and selected data store 

	2. Retrieve and manipulate objects according to ORM framework
	2.1 Instantiate single object in domain model and persist in data store according to ORM framework
2.2 Instantiate collection of objects in domain model and persist in data store according to ORM framework
2.3 Retrieve objects from data store 
2.4 Update object and persist changes back to data store using ORM framework
2.5 Delete data in data store
2.6 Detach data and reattach data
2.7 Implement eager loading of related domain 
2.8 Implement lazy loading of related domain objects 

	3. Manage transactions, concurrency and errors
	3.1 Handle transaction commits and rollbacks effectively according to ORM framework and business needs
3.2 Handle data persistence and concurrency effectively according to ORM framework and business needs
3.3 Implement and confirm error-handling 
3.4 Test and confirm transaction success according to business needs


Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	Skill
	Description

	Reading
	Identifies and interprets technical material to determine and confirm job, business and systems requirements

	Writing
	Demonstrates sophisticated writing skills using specialised language, technical language and scripts and required conventions 

	Planning and organising
	Researches, plans and sequences complex tasks, efficiently and effectively

	Problem solving
	Applies systematic and analytical decision- making processes for complex and non-routine situations and bug code
Uses nuanced understanding of context to recognise anomalies and subtle deviations to normal expectations, focusing attention and remedying problems as they arise 

	Technology
	Uses complex scripts and tools required within complex systems, applications, operation systems, the internet and required software and hardware components
Uses cyber security procedures and techniques to maintain data security, and systems and application integrity


Unit Mapping Information
No equivalent unit. New unit.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc36216545]Assessment Requirements for ICTPRG555 Implement Object Relational Mapping Framework for data persistence
Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
use ORM framework to handle at least two different transactions
use ORM framework to manage data persistence to create, update, read and delete operation at least once
use ORM framework to handle concurrency when working with data persistence
confirm and use commands affecting at least two entities to the data source.
Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
functions, features and uses of a database and selected data store
language used in object-oriented (OO) programming
different ORM framework methodologies, including:
database first methodology
object first methodology
functions and features of an ORM framework
testing techniques used for ORM framework
functions and features of transactions, commits and rollbacks
lazy and eager loading or persistent data objects
function and use of concurrency
testing processes for transaction success.
Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry.
This includes access to:
integrated development environment (IDE) required to use ORM frameworks
the internet, including connectivity
hardware, software and applications required for the performance evidence.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc36216546]ICTPRG556 Implement and use a model view controller framework 
Application
This unit describes the skills and knowledge required to use a model view controller (MVC) framework within a development environment that creates and develops dynamic web architecture by convention in any language.
The unit applies to those working as senior software developers, senior back end developers or full stack developers, and responsible for managing Information and Communications Technology (ICT) in small-to-large enterprises (SMEs).
No licensing, legislative or certification requirements apply to this unit at the time of publication.
Unit Sector
Programming
Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Create MVC project
	1.1 Confirm use for MVC framework according to business needs
1.2 Review, evaluate and select Model View Controller (MVC) framework and required Integrated Development Environment (IDE) according to programming language and business needs
1.3 Review, evaluate and select MVC project template and tools 
1.4 Create new project using IDE and project template 

	2. Use MVC framework 
	2.1 Create and add controllers in project according to business needs
2.2 Create and add dynamic views
2.3 Connect view to controller
2.4 Send request from client to browser
2.5 Confirm controller receives request and builds MVC model
2.6 Confirm dynamic view is returned
2.7 Develop Controller Model and View for handling HTTP GET, POST, PUT and DELETE requests
2.8 Test and ensure function of requests

	3. Finalise MVC project
	3.1 Run program according to MVC framework and project requirements
3.2 Test and confirm project function
3.3 Use required debugging tools to inspect request data and model binding in controller handler
3.4 Use debugging tools to inspect HTTP request and response and confirm HTTP redirect functions
3.5 Document and save work according to business procedures


Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	Skill
	Description

	Reading
	Critically analyses documentation, instructions and data from a variety of sources and records, and consolidates information, in order to determine requirements and steps forwards
Identifies and interprets technical material to determine and confirm job, business and systems requirements

	Writing
	Demonstrates sophisticated writing skills using specialised language, technical language and scripts and required conventions 
Writes and edits code and technical data in a logical manner using required syntax

	Planning and organising
	Researches, plans and sequences complex tasks, efficiently and effectively

	Problem solving
	Applies systematic and analytical decision- making processes for complex and non-routine situations and bug code
Uses nuanced understanding of context to recognise anomalies and subtle deviations to normal expectations, focusing attention and remedying problems as they arise 

	Self-management
	Monitors progress of plans and schedules, and reviews and changes them, to meet new demands and priorities
Investigates new and innovative ideas, as a means by which to continuously improve, work practices and processes through consultation, formal and analytical thinking

	Technology
	Uses complex scripts and tools required within complex systems, applications, operation systems, the internet and required software and hardware components
Uses cyber security procedures and techniques to maintain data security, and systems and application integrity


Unit Mapping Information
No equivalent unit. New unit.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc36216547]Assessment Requirements for ICTPRG556 Implement and use a model view controller framework
Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
create at least one model view controller (MVC) project and confirm functionality of framework, including: 
· HTTP handers and routes for GET, POST, PUT and DELETE requests
· HTML templates, view models and dynamic rendering
· HTTP request, responses and redirects.
Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
language used in object-oriented (OO) programming
HTTP protocol
functions and features of debugging and testing tools
principles of model view controller design pattern, conventions and architecture, including: including:
· scalability 
· maintainability
· reusability
features, structures, logic and modes of interactions between models, controllers and views, including:
· HTTP Request/Response and redirects
· HTTP request handlers, routes and parameters
· Query strings and key/vale pairs
· model binding
· convention over configuration
· HTML language, templates and dynamic rendering
· view models and data models.
Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry.
This includes access to:
model view controller framework
integrated development environment (IDE) required to implement MVC frameworks
the internet, including connectivity
required hardware, software and applications.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc36216548]ICTSAD613 Install and configure container orchestration services
Application
This unit describes the skills and knowledge required to install and set up orchestration services to manage the lifecycle of containers in large dynamic environments, using platforms for running multiple containers in production.
The unit applies to those working as senior computer systems architects, senior system administrators and those who work in DevOps roles, and responsible for installing, running and coordinating containerised applications, to provide flexible, scalable, predictable, available and sustainable services.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
Unit Sector
Systems administration
Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Establish and set up container orchestration services (COS)
	1.1 Assess business specifications, application and business needs for container orchestration services (COS) with required personnel
1.2 Obtain and review infrastructure requirements and technical specifications for using container technologies according to business needs
1.3 Research and select suitable vendor (COS) software according to business needs
1.4 Install COS on host  computer or virtual machine 
1.5 Add host computers/virtual machines/nodes using COS
1.6 Select and promote node to manage and host all nodes 
1.7 Set up and confirm group of nodes run as required 

	2. Configure containers
	2.1 Add different types of images/containers to the service
2.2 Name and move containers as required
2.3 Create pod/swarm and run container in pod
2.4 Configure scaling policy according to business need
2.5 Use instrumentation to configure scaling in and out according to business needs
2.6 Test and confirm container set up, function of containers and required resources
2.7 Finalise and create user documentation according to business needs

	3. Test and maintain container service
	3.1 Configure load tester to port
3.2 Register containers to central point
3.3 Use load balancer to retrieve container requests
3.4 Test requests and ensure load testing works as required

	4. Manage containers according to business need
	4.1 Experiment with different volumes of traffic to sites
4.2 Monitor and record metrics
4.3 Add and delete containers as required according to CPU, RAM, network traffic readings and business need
4.4 Set up container trigger alarms according to metrics and business needs
4.5 Create user documentation according to business need
4.6 Report metrics and business impact with required personnel


Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	Skill
	Description

	Reading
	Critically analyses documentation, instructions and data from a variety of sources and records, and consolidates information, in order to determine requirements and steps forwards
Identifies and interprets technical material to determine and confirm job, business and systems requirements

	Writing
	Demonstrates sophisticated writing skills using specialised language, technical language and scripts and required conventions to create workplace documents

	Planning and organising
	Researches, plans and sequences complex tasks, efficiently and effectively

	Problem solving
	Applies systematic and analytical decision- making processes for complex and non-routine situations and bug code
Uses nuanced understanding of context to recognise anomalies and subtle deviations to normal expectations, focusing attention and remedying problems as they arise in containers as well as in projects and wider systems

	Self-management
	Monitors progress of plans and schedules, and reviews and changes them, to meet new demands and priorities
Investigates new and innovative ideas, as a means by which to continuously improve, work practices and processes through consultation, formal and analytical thinking

	Technology
	Uses complex scripts and tools required within complex systems, applications, operation systems, the internet and required software and hardware components
Uses cyber security procedures and techniques to maintain data security, and systems and application integrity



Unit Mapping Information
No equivalent unit. New unit.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc36216549]Assessment Requirements for ICTSAD613 Install and configure container orchestration services
Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
configure container orchestration services on at least two host computers or virtual machines
create and manage at least two containers using at least three different metrics to measure requests and traffic data.

In the course of the above, the candidate must:
confirm clusters scale out and in required by demand changes and business needs
document work.
Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
features and functions of operating systems
continuous integration and continuous delivery/deployment methodology, processes and principles
network protocols including:
network communications protocol
TCP/IP (transmission control)
internet protocol
tools and features of registries, command line interface and text editor
software development life cycle (SDLC)
basic principles of container orchestration services:
pods/swarms
nodes
services
virtual machines and containers
container dependencies
basic principles of:
computer hardware, networking, operating system, database management systems, cloud solutions and components
applications
database-management systems
open-source development tools
HTTP
organisational business needs relating to the use and deployment of containers, including cost constraints
data flow charts applicable to installing and configuring container orchestration services
data and metrics of user traffic to sites and applications, including:
RAM (random access memory)
CPU
Network traffic
different methods of monitoring services, including:
manually
different organisational levels of responsibility relating to application functions.
Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry.
This includes access to:
· the internet, including connectivity
· required hardware, software and applications
· vendor products relating to containerisation technology
· container orchestration service
· load testing application
· text editor
· user command interface (command prompt).

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
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