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[bookmark: _Toc41060289]ICTNWK307 Provide network systems administration
[bookmark: O_679402][bookmark: O_679403][bookmark: _Toc5200406][bookmark: _Toc6910074][bookmark: _Toc7112414][bookmark: _Toc7112908][bookmark: _Toc7114029][bookmark: _Toc7769171][bookmark: _Toc7769811][bookmark: _Toc7770452]Application
This unit describes the skills and knowledge required to manage the technical elements of a network, including contributing to a disaster recovery plan and network systems performance monitoring.
It applies to individuals working as frontline technical support personnel, who are responsible for network systems administration.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: O_679406][bookmark: _Toc5200407][bookmark: _Toc6910075][bookmark: _Toc7112415][bookmark: _Toc7112909][bookmark: _Toc7114030][bookmark: _Toc7769172][bookmark: _Toc7769812][bookmark: _Toc7770453]Unit Sector
Networking
[bookmark: O_679407][bookmark: _Toc5200408][bookmark: _Toc6910076][bookmark: _Toc7112416][bookmark: _Toc7112910][bookmark: _Toc7114031][bookmark: _Toc7769173][bookmark: _Toc7769813][bookmark: _Toc7770454]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Prepare to provide network systems administration
	1.1 Identify network performance requirements 
1.2 Determine required security level according to organisational requirements 
1.3 Determine required capacity of network according to organisational requirements 
1.4 Determine required user access privileges and usage according to user account records and organisation policies and procedures 

	2. Provide client access and security features

	2.1 Provide logins, passwords and applications to users according to organisational requirements
2.2 Provide file access to required users according to organisational requirements
2.3  Prepare documented security user data according to organisational policies and procedures 

	3. Monitor network performance
	3.1 Analyse and respond to diagnostic information according to organisational requirements 
3.2 Monitor software usage and identify any inappropriate or  illegal use according to organisational policies and procedures
3.3 Delete any identified illegal software from network
3.4 Monitor hardware response time, and required performance indicators 
3.5 Provide feedback to required personnel on performance indicators 




[bookmark: O_679408][bookmark: _Toc5200409][bookmark: _Toc6910077][bookmark: _Toc7112417][bookmark: _Toc7112911][bookmark: _Toc7114032][bookmark: _Toc7769174][bookmark: _Toc7769814][bookmark: _Toc7770455]Foundation Skills
This section describes language, literacy, numeracy and employment skills incorporated in the performance criteria that are required for competent performance.
	SKILL
	DESCRIPTION

	Reading
	Interprets contextual information from organisational guidelines 
Interprets systems design terminology, syntax and diagrams, and applies information to task 

	Writing
	Prepares documentation outlining security user data according to organisational procedures 

	Oral Communication
	Obtains information to confirm task requirements and provides feedback to required personnel using succinct verbal language 

	Numeracy
	Interprets numerical data relating to network operations and performance indicators 

	Teamwork
	Selects appropriate form, channel and mode of communication for a specific purpose, relevant to own role

	Planning and organising 
	Plans own work requirements and prioritises actions to achieve required outcomes
Ensures tasks are completed within workplace timeframes
Takes responsibility for planning and organising own workload, identifying ways of sequencing and combining elements for greater efficiency, and considering how to link with work of others

	Problem solving
	Responds to highly obvious routine problems, using step by step instruction and procedures, or by a trial and error process, for non-critical situations

	Technology


	Demonstrates an understanding of purposes, specific functions and key features of common digital systems, and tools, and operates them effectively to complete routine tasks



[bookmark: O_679410][bookmark: _Toc5200410][bookmark: _Toc6910078][bookmark: _Toc7112418][bookmark: _Toc7112912][bookmark: _Toc7114033][bookmark: _Toc7769175][bookmark: _Toc7769815][bookmark: _Toc7770456][bookmark: _Toc6910079][bookmark: _Toc7112419][bookmark: _Toc7112913][bookmark: _Toc7114034][bookmark: _Toc7769176][bookmark: _Toc7769816][bookmark: _Toc7770457]Unit Mapping Information
[bookmark: O_679417][bookmark: _Toc5200411]Supersedes and is equivalent to ICTNWK301 Provide network systems administration. 
[bookmark: _Toc6910080][bookmark: _Toc7112420][bookmark: _Toc7112914][bookmark: _Toc7114035][bookmark: _Toc7769177][bookmark: _Toc7769817][bookmark: _Toc7770458]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2




[bookmark: _Toc5200412][bookmark: _Toc6910081][bookmark: _Toc7769178][bookmark: _Toc7769818][bookmark: _Toc41060290]Assessment Requirements for ICTNWK307 Provide network systems administration
[bookmark: O_679412]
[bookmark: O_679413][bookmark: _Toc5200414][bookmark: _Toc6910083][bookmark: _Toc7112422][bookmark: _Toc7112916][bookmark: _Toc7114037][bookmark: _Toc7769179][bookmark: _Toc7769819][bookmark: _Toc7770460]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, and to:
sustain the operation of at least one network and meet organisational specifications 
use diagnostic test results to maintain network’s integrity.

[bookmark: O_679414][bookmark: _Toc5200415][bookmark: _Toc6910084][bookmark: _Toc7112423][bookmark: _Toc7112917][bookmark: _Toc7114038][bookmark: _Toc7769180][bookmark: _Toc7769820][bookmark: _Toc7770461]Knowledge Evidence
[bookmark: _Toc5200416][bookmark: _Toc6910085][bookmark: _Toc7112424][bookmark: _Toc7112918][bookmark: _Toc7114039][bookmark: _Toc7769181][bookmark: _Toc7769821][bookmark: _Toc7770462]The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
network’s operating system
key elements of a  disaster recovery policy
features of network file and folder permissions
vendor service-level agreements
operating systems supported by an organisation, including functions and basic features
organisational policies and procedures including: 
access, security and networks
protection against, and elimination of computer viruses
deleting, restoring and archiving files
creating logons
personal responsibilities for software copyright.

[bookmark: O_679415][bookmark: _Toc5200417][bookmark: _Toc6910086][bookmark: _Toc7112425][bookmark: _Toc7112919][bookmark: _Toc7114040][bookmark: _Toc7769182][bookmark: _Toc7769822][bookmark: _Toc7770463]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry.
 
This includes access to:
a live network
industry standard systems administration tools 
organisational policy and procedures
industry standard hardware, software, tools, licenses and digital devices 
business and client requirements
project deliverables.


Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: O_679418][bookmark: _Toc5200418][bookmark: _Toc6910087][bookmark: _Toc7112426][bookmark: _Toc7112920][bookmark: _Toc7114041][bookmark: _Toc7769183][bookmark: _Toc7769823][bookmark: _Toc7770464]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2



[bookmark: _Toc7769184][bookmark: _Toc5200419][bookmark: _Toc6910088][bookmark: _Toc41060291]ICTNWK308 Determine and action network problems
Application
This unit describes the skills and knowledge required to identify, document and provide solutions to network related problems in the context of the technical environment.
It applies to individuals involved in frontline technical support, who maintain network continuity by isolating and rectifying network problems as they arise.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
Unit sector 
Networking
Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Prepare to action network problems
	1.1 Identify organisational policies and procedures to document user reported network problems 
1.2 Determine network problem reported by organisational users
1.3 Document reported network problem according to organisational policies and procedures 

	2. Determine service level requirements and agreements
	2.1 Determine existing third party insurance policies and existing coverage 
2.2 Determine existing maintenance and technical support agreements 
2.3 Verify scope and coverage of maintenance and technical support agreements according to organisational requirements

	3. Carry out maintenance support 
	3.1 Diagnose and confirm scope of identified problem according to task requirements
3.2 Determine solution to identified problem, including hardware and software components and action required
3.3 Obtain required hardware and software components 
3.4 Carry out required resolution maintenance according to task requirements 

	4. Prepare and submit maintenance report 
	4.1 Refer unresolved maintenance requirements to higher level service area
4.2 Prepare maintenance report according to support agreements and organisational requirements
4.3 Submit maintenance report to required personnel 


Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.

	SKILL
	DESCRIPTION

	Reading
	Interprets systems design terminology, syntax and diagrams, and applies information to task 
Integrates and evaluates a range of textual information to maintain effective methods and appropriate standards in technical environment

	Writing
	Prepares documentation outlining reported network problem and recommendation according to organisational procedures

	Oral Communication
	Uses listening and questioning techniques to articulate information and task requirements using succinct verbal language

	Numeracy
	Interprets numerical data relating to network operations and performance indicators 

	Planning and organising 
	Completes tasks within workplace timeframes
Demonstrates  responsibility for planning and organising own workload, identifying ways of sequencing and combining elements for greater efficiency, and considering how to link with work of others

	Problem-solving
	Initiates standard procedures when responding to familiar problems within immediate context
Responds to highly obvious routine problems, using step by step instruction and procedures, or by a trial and error process, for non-critical situations

	Technology

	Demonstrates an understanding of purposes, specific functions and key features of common digital systems, and tools, and operates them effectively to complete routine tasks



Unit Mapping Information
Supersedes and is equivalent to ICTNWK302 Determine and action network problems.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc7769185][bookmark: _Toc41060292]Assessment Requirements for ICTNWK308 Determine and action network problems 
Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:

determine and action at least two different network problems reported by at least two different organisational users
document finalised solution for two different reported network problems.
Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:

· common networking procedures for diagnostic testing and solution seeking 
· organisational policies and procedures for documenting and logging reported service issues
· contracting and maintenance requirements
· organisational problem escalation procedures
· inventory processes that may be used to determine and action network problems 
· technical features and functions of network hardware and software systems
· common network problems relating to organisational information 
· agreements used for technical support.
Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 

This includes access to:
reported network user problems 
a network
hardware
diagnostic tools, components and software 
records and reports
organisational guidelines and procedures
industry standard ICT blueprint.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.

Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc7769186][bookmark: _Toc41060293]ICTNWK309 Configure and administer network operating systems
[bookmark: _Toc6910089]Application
This unit describes  the skills and knowledge required to create a network operating system and set up and use administrative tools to manage the network. 
It applies to individuals who are required to provide frontline technical support to maintain network continuity to a network operating system.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: _Toc6910090]Unit Sector
Networking
[bookmark: _Toc6910091]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Identify and assess network features
	1.1 Determine organisational policies and procedures used to administer network operating systems 
1.2 Determine interfaces used by organisation’s existing network
1.3 Identify potential network integration compatibility issues and risks   

	2. Administer and support  system 
	2.1 Format hard drives, set up security restrictions and establish user log-in information according to organisational requirements 
2.2 Determine organisational data requirements and data access frequency on systems interaction map
2.3 Plan required upgrades and reconfigurations to network operating system according to organisational requirements 
2.4 Implement planned upgrades and reconfigurations according to task requirements 

	3. Set up and manage  network file system
	3.1 Create file and folder structure according to organisational requirements, policies and procedures 
3.2 Set security access and sharing of file system to meet organisational requirements
3.3 Identify and implement required network operating system virus protection 

	4. Administer user services and user accounts
	4.1 Create users and groups required to facilitate user security and network access according to user authorisation and organisational requirements
4.2 Verify successful user access to authorised network data and resources, and documents outcomes 

	5. Provide backup security support
	5.1 Scan and clean network of viruses 
5.2 Perform backup of network according to organisational procedures and requirements 
5.3 Document processes used and lodge with required personnel


[bookmark: _Toc6910092][bookmark: _Toc7769187][bookmark: _Toc7769827][bookmark: _Toc7770468]Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.

	Skill
	Description

	Reading
	· Analyses and consolidates technical information and data from a range of sources against defined criteria and requirements

	Writing
	· Prepares documentation describing outcomes and processes using relevant language according to organisational requirements

	Oral communication 
	· Uses listening and questioning techniques to articulate information and task requirements using succinct verbal language

	Teamwork
	· Uses appropriate methods to communicate with a range of stake holders and co-workers across different contexts
· Uses a range of strategies to establish a sense of connection and build rapport with clients and co workers

	Planning and organising 
	· Plans own work requirements and prioritises actions to achieve required outcomes
· Ensures tasks are completed within workplace timeframes


[bookmark: _twdop3p00qis][bookmark: _Toc6910093]Unit Mapping Information
Supersedes and is equivalent to ICTNWK303 Configure and administer a network operating system.

Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2



[bookmark: _Toc5200420][bookmark: _Toc6910094][bookmark: _Toc7769188][bookmark: _Toc41060294]Assessment Requirements for ICTNWK309 Configure and administer network operating systems  
[bookmark: _Toc6910095]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, and to:
· set up and manage at least one network operating system.

In the course of the above, the candidate must: 
· use network administrative tools to carry out system administration tasks
· manage the network file system
· create the network configuration required by the client
· provide user services and user accounts
· provide backup and service restoration capability. 
[bookmark: _Toc6910096]Knowledge Evidence

The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
· antivirus software, its operation, installation and update procedures
· organisational and industry standard network operating system (NOS)
· facilities available in an operating environment
· features and capabilities of networking technologies
· implementation of network security in a local area network (LAN) including:
file and folder permissions
users and group settings
· monitoring aspects of network performance or traffic including:
system administration tools
third-party tools. 

[bookmark: _Toc6910097]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:

· industry standard ICT blueprint
· user network requirements
· antivirus software
· network administration tools
· a live network with a representative range of networked environments and operating systems
· a server
· technical records, organisational policies, access policy and documentation.
Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: _Toc6910098]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc7769189][bookmark: _Toc41060295]ICTNWK310 Administer network peripherals
Application
This unit describes the skills and knowledge required to manage an environment of networked peripheral devices, in order to provide services to client users.
It applies to individuals working as frontline technical support personnel, responsible for connecting, maintaining and administering peripheral devices attached to networks.
No legislative or certification requirements apply to this unit at the time of publication.
Unit Sector
Networking
Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Prepare to install peripherals to a network
	1.1 Determine location of peripherals according to user and organisational requirements 
1.2 Connect peripherals to network according to vendor approved methods and organisational requirements
1.3 Connect peripherals to computers in network 
1.4 Add peripheral accessories and upgrades to printer according to organisational requirements 

	2. Configure and manage peripheral services 
	2.1 Install software required and manage local and network connected peripherals 
2.2 Setup name identifiers for peripherals and control queues according to organisational policies and procedures 
2.3 Configure security and user access to peripherals
2.4 Configure workstation for peripherals according to organisational requirements 

	3. Administer and support peripheral services 
	3.1 Assign priority to control queues according to organisational requirements 
3.2 Create templates for use on network according to organisational policies and procedures
3.3 Configure settings on network and create maintenance schedules, usage logs, and cost centre usage statistics


	4. Maintain peripherals and fix common problems
	4.1 Establish  a regular maintenance schedule according to peripheral manufacturer guidelines and organisational requirements
4.2 Asses peripheral usage and traffic and recommend additional peripherals as required
4.3 Determine failures of peripheral services and devices and rectify as required
4.4. Document finalised process and lodge with required personnel


Foundation Skills
	SKILL
	DESCRIPTION

	Oral communication
	Uses listening and questioning techniques to articulate information and task requirements using succinct verbal language

	Reading
	Interprets textual information from manufacturers guidelines to establish and follow a regular maintenance schedule

	Writing
	Prepares documentation outlining finalised processes using relevant and succinct language according to organisational requirements 

	Teamwork
	Recognises and addresses common cultural and other differences of people in work context
Uses a limited range of accepted practices for communicating in a work environment

	Planning and organising
	Takes responsibility for planning and organising own workload, identifying ways of sequencing and combining elements for greater efficiency, and considering how to link with work of others

	Problem solving
	Takes responsibility for addressing predictable and some less predictable problems, including equipment services or devices malfunctions

	Self-management
	Takes personal responsibility for adherence to legal/regulatory responsibilities relevant to own work context with specific reference to work health and safety requirements


 This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
Unit Mapping Information
Supersedes and is equivalent to ICTNWK304 Administer network peripherals.
Links 
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2

[bookmark: _Toc7769190][bookmark: _Toc41060296]
Assessment Requirements for ICTNWK310 Administer network peripherals
Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
Install, configure and troubleshoot network peripherals to at least one network.
Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:

network peripherals and their configuration
organisational deliverables that may be used to administer network peripherals
current industry standards for network peripherals
general construction and operation of peripheral devices to facilitate troubleshooting.
Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
a range of internal and external network peripherals including:
mouse
keyboard
monitor 
printer
internal modem
industry standard ICT blueprint
network administration tools
live network with a representative range of networked client server environments and operating systems
technical records, organisational policies and documentation.
Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2

[bookmark: _5p0ubnlu0av7][bookmark: _chs8ag3vfzn5][bookmark: _e5nepvkqibtz][bookmark: _sbzhz4wjbfpo][bookmark: _76tnekr09dm1][bookmark: _9ff4y473yvam][bookmark: _Toc7793962][bookmark: _Toc6910116][bookmark: _Toc41060297]
ICTNWK311 Install and test network protocols
[bookmark: _Toc7793963]Application
This unit describes the skills and knowledge required to install and test network protocols in a networking environment.
It applies to individuals with Information and Communications Technology (ICT) skills, who are required to provide network support to ensure that appropriate protocols have been installed in networks to allow user functionality and maintenance.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: _Toc7793964]Unit Sector
Networking
[bookmark: _Toc7793965]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Prepare to install network protocols
	1.1 Determine network protocol, user and task requirements
1.2 Select network protocol applications according to task requirements
1.3 Determine network protocol services according to task requirements
1.4 Design network addressing system according to protocol and task requirements  

	2. Install network protocols 
	2.1 Install and validate network protocol services according to task requirements 
2.2 Install required network addressing system 
2.3 Apply internet protocol (IP) addressing scheme according to user needs and organisational policies and procedures
2.4 Configure IP addresses on hosts and workstations 

	3. Test network protocols 
	3.1 Test and validate network protocols according to user requirements 
3.2 Seek and respond to network protocol performance feedback
3.3 Store unused ICT equipment and dispose of redundant ICT equipment according to manufacturer specifications and organisational procedures




[bookmark: _Toc7793966]Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	SKILL
	DESCRIPTION 

	Learning 
	Ensures knowledge of legislative requirements and products is kept up to date

	Reading
	Recognises and interprets textual information, including technical manuals to establish the job requirements

	Writing
	Prepares required documentation outlining new file systems, user access and disaster recovery procedures using specific and relevant language

	Oral Communications
	Uses listening and questioning techniques to articulate information and task requirements using succinct verbal language

	Self-management

	•	Identifies roles and responsibilities for task and makes decisions on work completion parameters in accordance with organisational procedures, WHS and environmental guidelines

	Technology
	Identifies the purposes, specific functions and key features of common digital systems and tools, and operates them effectively to complete routine tasks




[bookmark: _Toc7793967]Unit Mapping Information
Supersedes and is equivalent to ICTNWK305 Install and manage network protocols.

[bookmark: _Toc7793968]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2



[bookmark: _Toc7793969][bookmark: _Toc41060298]Assessment Requirements for ICTNWK311 Install and manage network protocols
[bookmark: _Toc7793970]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
configure, test and validate network protocols in order to facilitate interconnectivity on at least one occasion 
install and manage network protocols in a network and troubleshoot problems on at least one occasion.

In the course of the above, the candidate must:
adhere to work health safety (WHS) requirements according to organisational policies and procedures. 
[bookmark: _Toc7793971]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
business domains, including the organisational structure and business functionality of the network 
user needs, manufacturer specifications and organisational policies and procedures 
network protocol required to install and manage network protocols
required communications technologies and their associated protocols
 industry accepted hardware and software products, and general features and capabilities
network protocols currently in use in the organisation and industry, including:
transmission control protocol
internet protocol (TCP/IP)
OSI models
vendor product range and development directions
network protocols transcend organisational size and network complexity.

[bookmark: _Toc7793972]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
a live network
application software and operating system
networked computers
organisational guidelines
technical documentation and installation manuals
vendor software
work health and safety (WHS) guidelines, policies and procedures.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: _Toc7793973]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d
[bookmark: _Toc5200427][bookmark: _Toc6910123][bookmark: _Toc7769215]

[bookmark: _Toc41060299]ICTNWK422 Install and manage servers
[bookmark: _Toc6910124]Application
This unit describes the skills and knowledge required to install and manage a server. It includes the ability to conduct initial configuration and testing, administration, software distribution and updates, profiling and troubleshooting.
It applies to individuals with Information and Communications Technology (ICT) skills, involved  in network management, server administration and similar roles.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
Unit Sector
Networking
Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Prepare to install a server

	1.1 Identify required server applications and features according to organisational requirements 
1.2 Determine required operating system features and network service outputs according to task requirements 
1.3 Access and back up local data according to organisational policies and procedures 
1.4 Arrange access to site and advise users of deployment and down time expectations

	2. Install server 
	2.1 Create disk partitioning scheme, file systems and virtual memory according to business needs 
2.2 Install and configure network operating system, server applications and network services according to task requirements 
2.3 Reconnect and reconfigure connectivity devices 
2.4 Patch operating system and applications, restore security and reliability requirements 
2.5 Restore local data to new server according to organisational requirements

	3. Configure and administer the server

	3.1 Configure network directory service according to organisational requirements, policies and procedures
3.2 Create and manage security and network access to users according to organisational requirements 
3.3 Configure user environment using operating system policies and scripts
3.4 Create directory structure and quotas according to  organisational  requirements

	4. Test server




	4.1 Test server against task requirements 
4.2 Seek and respond to feedback on server performance from required personnel 
4.3 Test and validate any changes or additions against organisational requirements

	5. Finalise documentation and clean-up worksite
	5.1 Document configuration and operational changes made to server according to organisational policies and procedures
5.2 Document server status according to organisational procedures
5.3 Dispose of excess equipment according to organisational and e-waste policies 


[bookmark: _Toc6910125]Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.

	SKILL
	DESCRIPTION

	Learning
	Keeps up to date with organisational and e-waste recycling policies and procedures relevant to own rights and responsibilities

	Numeracy
	Identifies and interprets numerical data associated with devices, networks, servers and component specifications

	Oral communication
	Uses listening and questioning techniques to confirm information and requirements and gather feedback

	Reading
	Identifies, interprets and analyses online and hard copy documentation containing complex (ICT) related terminology, acronyms and concepts

	Writing
	Prepares required documentation conveying explicit recommendations, requirements and information using specific and relevant language 

	Planning and organising
	Uses organisational policies and procedures in context when negotiating, planning and undertaking work

	Problem solving
	Responds intuitively to problems requiring immediate attention, quickly drawing on experience to devise solutions

	Technology
	Identifies purpose, needs and limitations when selecting devices and applications for different tasks


[bookmark: _Toc6910126][bookmark: _Toc5200428]Unit Mapping Information
Supersedes and is equivalent to ICTNWK401 Install and manage a server.
[bookmark: _Toc6910127]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
[bookmark: _Toc6910128][bookmark: _Toc7769216][bookmark: _Toc41060300]Assessment Requirements for ICTNWK422 Install and manage servers
[bookmark: _Toc6910129]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
install and manage at least one server 
document and lodge outcomes and process 

In the course of the above, the candidate must:
manage server operating system, including user accounts, file, network directory and print services
perform backup and recovery
update operating system and software
troubleshoot server and network failures.
[bookmark: _Toc6910130]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:

·  industry standard network hardware and software systems and their requirements, including:
network operating systems (NOS)
server applications including compatibility issues and resolution procedures
desktop applications and operating systematic server installation and maintenance processes and procedures, including:
documentation skills for networks 
error logging and reporting
high availability options for file systems, including redundant array of independent disks (RAID) and replication
network directory services and network service configuration options for performance tuning user authentication
processes and procedures required to support and manage a server, including:
best practice for implementing backup and recovery procedures
boot process
operating system help and support utilities
operating system installation methods, including installation from CD or DVD, universal serial bus (USB) boot disk, network and script (automated install)printer management
process and task management, including:
process termination
task scheduling utilities 
troubleshooting tools and techniques including:
network diagnostic utilities user account and password management.
[bookmark: _Toc6910131]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
a site where server installation may be conducted
relevant server specifications including:
cabling
local area networked (LAN) computers
server diagnostic software 
switch
client requirements
wide area network (WAN) service point of presence
workstations
relevant regulatory documentation that affects installation activities.

[bookmark: _Toc6910132]Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.

[bookmark: _Toc6910133]Links
Companion Volume Implementation Guide is found on VETNet: 
https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2






[bookmark: _Toc5200429][bookmark: _Toc6910134][bookmark: _Toc7769217][bookmark: _Toc41060301]ICTNWK423 Manage network and data integrity
[bookmark: _Toc6910135]Application
This unit describes the skills and knowledge required to lead development of asset protection processes, determining threats and implementing controls to mitigate risk.
It applies to individuals in the Information Communications Technology (ICT) industries who are responsible for implementing and managing the organisational disaster recovery and asset protection policy and procedures of a network.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: O_698953][bookmark: _Toc6910136]Unit Sector
Networking
[bookmark: _Toc6910137]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Assess organisational network and security policies

	1.1 Identify organisational security policies and procedures
1.2 Identify security access and user privileges according to organisational requirements 
1.3 Determine compatibility of identified security access user privileges to organisational requirements

	2. Audit system assets
	2.1 Conduct audit on system hardware and software assets according to organisational procedures and guidelines 
2.2 Document audit findings according to organisational procedures 
2.3 Lodge audit findings documents with required personnel

	3. Protect assets from threats
	3.1 Determine environmental threats to data
3.2 Determine data protection systems and controls according to organisational requirements  
3.3 Implement data protection systems according to organisational requirements 
3.4 Implement and test antivirus and anti-malware solutions according to vendor specifications and organisational requirements  

	4. Develop a backup solution
	4.1 Determine data backup types compatible to organisational systems and requirements
4.2 Plan backup solution according to organisational requirements
4.3 Implement backup solution and restore backed up media 
4.4 Implement real time backup and data sync solution according to organisational requirements

	5. Monitor network performance
	5.1 Determine available network performance monitoring tools compatible to existing network 
5.2 Implement network performance monitoring tools according to task requirements
5.3 Document network performance expectations and actual performance according to organisational procedures
5.4 Lodge document with required personnel


[bookmark: _Toc6910138]Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.

	SKILL
	DESCRIPTION

	Oral communication
	Uses verbal techniques to confirm information and requirements, communicate ideas and gather feedback

	Reading
	Interprets textual information from relevant sources to identify software solutions and adherence to organisational security policies and procedures

	Writing
	Prepares required documentation conveying explicit recommendations, requirements and information using specific and relevant language

	Planning and organising
	Determines job priorities, resources and equipment, and works logically and systematically to undertake clearly defined and familiar tasks

	Problem solving
	Initiates standard procedures when applying solutions in networks, including systems management processes, and deploys rapid solutions to problems involving management of network assets

	Self-management
	Demonstrates an understanding of, and compliance with explicit organisational policies and procedures
Takes responsibility for routine decision making by selecting from a range of predetermined options in routine situations, identifying and taking some situational factors into account

	Technology
	Demonstrates an understanding of purposes, specific functions and key features of common digital systems and tools, and operates them effectively to complete routine tasks


[bookmark: _Toc6910139]Unit Mapping Information
Supersedes and is equivalent to ICTNWK403 Manage network and data integrity and ICTTEN511 Administer a data communications network.
[bookmark: _Toc6910140]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
[bookmark: _Toc7769218][bookmark: _Toc41060302]Assessment Requirements for ICTNWK423 Manage network and data integrity
Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
· maintain and manage at least one network 
· maintain data integrity whilst managing at least one network
· document and lodge outcomes and process 

In the course of the above, the candidate must:
use industry standard tools to conduct audit on system assets
implement and test antivirus solution
employ systems to negate environmental threats
demonstrate features of data backup, restore and system roll back
perform network monitoring using a variety of current standard tools
add network controls according to network and data integrity policies.
Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:

	broad principles of current data integrity on a network, including:
auditing and control of user access
	asset tracking and auditing
	industry standard antivirus solutions and techniques
	backup, restore and rollback procedures
	system and network monitoring tools and their related functions
	organisational structure and business functionality as they relate to data integrity
	tools and applications required to manage network and data integrity, including disaster recovery processes.
Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 

This includes access to:
· a site or prototype where network and data integrity strategies may be implemented and managed
· use of network support tools currently used in industry
· organisational security policies, manufacturer recommendations and network and data integrity protection standards.
Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standard.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2



[bookmark: _Toc7769219][bookmark: _Toc41060303]ICTNWK424 Install and operate small enterprise branch networks
[bookmark: _Toc7112957][bookmark: _Toc7114078][bookmark: _Toc7769220][bookmark: _Toc7769860][bookmark: _Toc7770501][bookmark: _Toc41060304]Application
This unit describes the skills and knowledge required to utilise networking fundamentals, including wide area network (WAN) technologies, basic security, route and switch operations as well as to configure simple networks.
It applies to individuals involved in network support positions with the Information Communications Technologies (ICT) skills required to use tools, equipment, software and protocols to install, operate, a small enterprise branch network.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: _Toc7112958][bookmark: _Toc7114079][bookmark: _Toc7769221][bookmark: _Toc7769861][bookmark: _Toc7770502]Unit Sector
Networking
[bookmark: _Toc7112959][bookmark: _Toc7114080][bookmark: _Toc7769222][bookmark: _Toc7769862][bookmark: _Toc7770503]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Prepare to install network
	1.1 Determine organisational network performance and data flow requirements 
1.2 Identify protocols in OSI and TCP/IP models according to organisational requirements 
1.3 Identify common network problems at layers 1, 2, 3 and 7

	2. Install small switched network
	2.1 Select media, cables, ports, and connectors according to task requirements 
2.2 Identify network segmentation, traffic management and switching requirements
2.3 Perform, save and verify initial switch configuration according to task requirements
2.4 Verify network status and switch operation according to technical and organisational standards 
2.5 Implement and verify security level for switch according to organisational requirements 

	3. Implement IP addressing scheme and services 
	3.1 Create and implement addressing scheme to network according to task requirements and technical standards 
3.2 Assign and verify live IP addresses to hosts, servers and networking devices in a local area network (LAN) environment
3.3 Implement static and dynamic addressing services for hosts 
3.4 Enable and verify operation of network address translation (NAT) 
3.5 Configure and implement dynamic host configuration protocol (DHCP) on router according to task requirements

	4. Install small routed network
	4.1 Select media, cables, ports, and connectors according to task requirements 
4.2 Perform, save and verify basic router configuration according to task requirements
4.3 Install and verify classless routing protocol and network connectivity with required personnel
4.4 Implement password and physical security according to organisational requirements 

	5. Connect WAN links
	5.1 Determine required method for connecting to a WAN
5.2 Implement and verify basic WAN serial connection

	6.  Finalise branch network activities
	6.1 Seek network performance capability feedback from required personnel
6.2 Document finalised process and submit to required personnel
6.3 Store unused ICT equipment according to organisational policies and procedures



[bookmark: _Toc7112960][bookmark: _Toc7114081][bookmark: _Toc7769223][bookmark: _Toc7769863][bookmark: _Toc7770504]Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	SKILL
	DESCRIPTION

	Oral Communication
	Uses listening and questioning techniques to confirm information and requirements and gather feedback from required personnel

	Reading
	Interprets and critically analyses complex texts
Applies appropriate strategies to construct meaning from complex texts

	Writing
	Prepares documentation detailing finalised process 
Writes and edits code and technical data in a logical manner using required syntax and specifications 


[bookmark: _Toc7112961][bookmark: _Toc7114082][bookmark: _Toc7769224][bookmark: _Toc7769864][bookmark: _Toc7770505]Unit Mapping Information
Supersedes and is equivalent to ICTNWK404 Install, operate and troubleshoot a small enterprise branch network.
[bookmark: _Toc7112962][bookmark: _Toc7114083][bookmark: _Toc7769225][bookmark: _Toc7769865][bookmark: _Toc7770506]Links
[bookmark: _Toc7112963][bookmark: _Toc7114084][bookmark: _Toc7769226][bookmark: _Toc7769866][bookmark: _Toc7770507]Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2

[bookmark: _Toc7769227][bookmark: _Toc41060305]Assessment Requirements for ICTNWK424 Install and operate small enterprise branch networks
[bookmark: _Toc7112965][bookmark: _Toc7114086][bookmark: _Toc7769228][bookmark: _Toc7769868][bookmark: _Toc7770509]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
configure, install and operate one small enterprise branch network 
identify, test and verify performance capability issues for a small enterprise branch network.
[bookmark: _Toc7112966][bookmark: _Toc7114087][bookmark: _Toc7769229][bookmark: _Toc7769869][bookmark: _Toc7770510]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
internet protocol (IP) addressing scheme architecture
network topologies, protocols and security solutions defined network problems
Open Systems Interconnection (OSI) layers of networking 
Transmission Control Protocol (TCP)
Network Address translation (NAT)
dynamic host configuration protocol.
[bookmark: _Toc7112967][bookmark: _Toc7114088][bookmark: _Toc7769230][bookmark: _Toc7769870][bookmark: _Toc7770511]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
a site where network installation may be conducted
small enterprise routers and switches
network’s design documentation
equipment specifications
hardware and software required to install and operate small enterprise branch networks 
organisational guidelines
computers
documents including policies and procedures that may affect installation and operation of a network.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: _Toc7112968][bookmark: _Toc7114089][bookmark: _Toc7769231][bookmark: _Toc7769871][bookmark: _Toc7770512]Links
[bookmark: _Toc7112969][bookmark: _Toc7114090][bookmark: _Toc7769232][bookmark: _Toc7769872][bookmark: _Toc7770513]Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc6910835][bookmark: _Toc7769233][bookmark: _Toc41060306]ICTNWK425 Build small wireless local area networks
[bookmark: _Toc6910836][bookmark: _Toc7114092][bookmark: _Toc7769234][bookmark: _Toc7769874][bookmark: _Toc7770515]Application
This unit describes the skills and knowledge required to build and arrange connectivity to a single zone wireless local area network (WLAN).
It applies to individuals with the Information and Communications Technology (ICT) skills involved in building wireless access points or wireless router in a small-to-medium enterprise or similar environments.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: _Toc6910837][bookmark: _Toc7114093][bookmark: _Toc7769235][bookmark: _Toc7769875][bookmark: _Toc7770516]Unit Sector
Networking
[bookmark: _Toc6910838][bookmark: _Toc7114094][bookmark: _Toc7769236][bookmark: _Toc7769876][bookmark: _Toc7770517]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Prepare to build network
	1.1 Identify network needs and organisational requirements
1.2 Determine position for user access point according to environmental and organisational requirements
1.3 Plan schedule of works for preliminary work to be carried out according to organisational and technical requirements

	2. Select, install and configure wireless access point
	2.1 Determine access point device according to organisational and technical requirements  
2.2 Install and configure access point and services according to organisational requirements
2.3 Test access point and verify wireless connection and security arrangements according to task requirements
2.4 Select, install and configure legacy equipment and wireless card 

	3. Configure network
	3.1 Configure security and other key parameters according to organisational requirements
3.2 Test security and firewall arrangements according to organisational requirements 
3.3 Test network general compatibility and access with user equipment 

	4. Prepare network users
	4.1 Determine required network devices according to organisational requirements 
4.2 Establish and demonstrate  user pairing and log-on arrangements 
4.3 Inform users of wireless network etiquette and traffic capacity issues according to organisational policies and procedures
4.4 Develop user documentation and network settings according to organisational and technical standards 
4.5 Lodge documentation with required personnel according to organisational policies and procedures



[bookmark: _Toc6910839][bookmark: _Toc7114095][bookmark: _Toc7769237][bookmark: _Toc7769877][bookmark: _Toc7770518]Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria 
	SKILL
	DESCRIPTION

	Oral communication
	Uses verbal techniques to confirm information and requirements, communicate ideas and gather feedback

	Reading
	Interprets textual information from relevant sources to identify software solutions and adherence to organisational security policies and procedures

	Writing
	Prepares required documentation conveying explicit recommendations, requirements and information using specific and relevant language

	Planning and organising
	Determines job priorities, resources and equipment, and works logically and systematically to undertake clearly defined and familiar tasks

	Problem solving
	Initiates standard procedures when applying solutions in networks, including systems management processes 
Deploys rapid solutions to problems involving building wireless local area networks and technical environment

	Self-management
	Demonstrates and understanding of, and compliance with explicit organisational policies and procedures
Takes responsibility for routine decision making by selecting from a range of predetermined options in routine situations, identifying and taking some situational factors into account

	Technology
	Demonstrates and understanding of purposes, specific functions and key features of common digital systems and tools, and operates them effectively to complete routine tasks


[bookmark: _Toc6910840][bookmark: _Toc7114096][bookmark: _Toc7769238][bookmark: _Toc7769878][bookmark: _Toc7770519]Unit Mapping Information
Supersedes and is equivalent to ICTNWK405 Build a small wireless local area network.
[bookmark: _Toc6910841][bookmark: _Toc7114097][bookmark: _Toc7769239][bookmark: _Toc7769879][bookmark: _Toc7770520]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
[bookmark: _Toc6910842][bookmark: _Toc7769240][bookmark: _Toc41060307][bookmark: _Toc6910843]
Assessment Requirements for ICTNWK425 Build small wireless local area networks 
[bookmark: _Toc7769241][bookmark: _Toc7769881][bookmark: _Toc7770522]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
install, configure and test at least two wireless access points 
monitor and resolve wireless network issues on at least two wireless local area networks 
develop and document user training material.
[bookmark: _Toc6910844][bookmark: _Toc7114099][bookmark: _Toc7769242][bookmark: _Toc7769882][bookmark: _Toc7770523]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:

basic principles of network security, including:
audit and intrusion detection systems
auditing and penetration testing techniques
authentication methods
network protocols and operating systems
security protocols, standards and data encryption
factors that impact on a small wireless network, including:
bandwidth and quality of service
factors affecting signal quality
layer 2 and layer 3 design issues
features of a small office or home office (SOHO) network
wireless security strategies
wireless topologies
wireless local area network (WLAN) solutions
protocols and their application for wireless networks, including:
transmission control protocol (TCP)
internet protocol (IP).

[bookmark: _Toc6910845][bookmark: _Toc7114100][bookmark: _Toc7769243][bookmark: _Toc7769883][bookmark: _Toc7770524]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
site at which a small wireless network can be installed
tools to install small wireless network 
network technical requirements
network infrastructure, including wireless hardware and software
documentation and guidelines that may affect wireless network installations.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: _Toc6910846][bookmark: _Toc7114101][bookmark: _Toc7769244][bookmark: _Toc7769884][bookmark: _Toc7770525]Links
[bookmark: _Toc6910847][bookmark: _Toc7114102][bookmark: _Toc7769245][bookmark: _Toc7769885][bookmark: _Toc7770526][bookmark: _Hlk36740017]Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2

[bookmark: _Toc7769246][bookmark: _Toc41060308]ICTNWK426 Install and configure client-server applications and services
[bookmark: _Toc7112971][bookmark: _Toc7114104][bookmark: _Toc7769247][bookmark: _Toc7769887][bookmark: _Toc7770528]Application
This unit describes the skills and knowledge required to install, configure, maintain and support server-side applications on network workstations, in both Windows and Linux based networks.
It applies to individuals working as network administrators and network support roles who implement the installation and configuration of client-server-based software.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: _Toc7112972][bookmark: _Toc7114105][bookmark: _Toc7769248][bookmark: _Toc7769888][bookmark: _Toc7770529]Unit Sector
Networking
[bookmark: _Toc7112973][bookmark: _Toc7114106][bookmark: _Toc7769249][bookmark: _Toc7769889][bookmark: _Toc7770530]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Prepare to provide client-server software requirements
	1.1 Identify client-server output requirements according to organisational needs 
1.2 Plan client-server solution according to organisational requirements
1.3 Determine required hardware to implement client-server solution 
1.4 Determine host operating system for client-server software

	2. Install, configure, and manage services 
	2.1 Install client-server software  and client hardware according to organisational policies, procedures and guidelines
2.2 Configure client-server software according to vendor guidelines 
2.3 Manage installation of upgrades and patches to client-server software environment
2.4 Backup client-server software according to technical and organisational requirements 

	4. Determine configuration effect on network design
	4.1 Identify required utilities to monitor and determine network performance capability according to task requirements 
4.2 Create network performance benchmarks 
4.3 Determine performance effect on network after installation of client-server software

	5. Test and finalise client-server activities
	5.1 Test operation of client-server software against task requirements
5.2 Store unused ICT equipment according to manufacturer specifications and organisational procedures
5.3 Obtain sign-off from required personnel 



[bookmark: _Toc7112974][bookmark: _Toc7114107][bookmark: _Toc7769250][bookmark: _Toc7769890][bookmark: _Toc7770531]Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	SKILL
	DESCRIPTION

	Numeracy
	Interprets numerical information to analyse memory, hard disk and performance requirements

	Oral communication
	Selects appropriate form, channel and mode of communication for a specific purpose relevant to own role

	Reading
	Recognises and interprets technical and vendor-specific information to determine business requirements


[bookmark: _Toc7112975][bookmark: _Toc7114108][bookmark: _Toc7769251][bookmark: _Toc7769891][bookmark: _Toc7770532]Unit Mapping Information
[bookmark: _Toc7112976][bookmark: _Toc7114109][bookmark: _Toc7769252][bookmark: _Toc7769892][bookmark: _Toc7770533]Supersedes and is equivalent to ICTNWK407 Install and configure client-server applications and services.
[bookmark: _Toc7112977][bookmark: _Toc7114110][bookmark: _Toc7769253][bookmark: _Toc7769893][bookmark: _Toc7770534]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2   
[bookmark: _Toc7769254][bookmark: _Toc41060309]
Assessment Requirements for ICTNWK426 Install and configure client-server applications and services
[bookmark: _Toc7112979][bookmark: _Toc7114112][bookmark: _Toc7769255][bookmark: _Toc7769895][bookmark: _Toc7770536]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
· install, configure, monitor and maintain at least one server-based client software to communicate with existing server software. 

In the course of the above, the candidate must:
· test operation of client-server software
· identify and implement required updates for client-server software
· monitor performance of client-server software
· backup and maintain client-server software.
[bookmark: _Toc7112980][bookmark: _Toc7114113][bookmark: _Toc7769256][bookmark: _Toc7769896][bookmark: _Toc7770537]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
· requirements for client-server applications and services, including:
computer hardware and software required
internet protocol (IP) addressing
networking fundamentals
operating systems
· operating system help and support utilities required, including:
procedures for implementing backup and recovery
software installation and configuration
user account and password management
troubleshooting tools and techniques
network diagnostic utilities.

[bookmark: _Toc7112981][bookmark: _Toc7114114][bookmark: _Toc7769257][bookmark: _Toc7769897][bookmark: _Toc7770538]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
· hardware and software supplies
· server and networking tools 
· client-server based network
· appropriate client-server software
· ICT equipment used in industry 
· relevant equipment documentation 
· work health and safety guidelines 
· ICT storage guidelines.
[bookmark: _Toc7112982][bookmark: _Toc7114115][bookmark: _Toc7769258][bookmark: _Toc7769898][bookmark: _Toc7770539]Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.  
[bookmark: _Toc7112983][bookmark: _Toc7114116][bookmark: _Toc7769259][bookmark: _Toc7769899][bookmark: _Toc7770540]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2 


[bookmark: _Toc7769260][bookmark: _Toc41060310]ICTNWK427 Configure desktop environments
[bookmark: _Toc7112985][bookmark: _Toc7114118][bookmark: _Toc7769261][bookmark: _Toc7769901][bookmark: _Toc7770542]Application
This unit describes the skills and knowledge required to install, configure and support a desktop and workstation operating system in a networked environment.
It applies to individuals with competent technical skills employed in Information and Communications Technology (ICT) support roles or similar.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: _Toc7112986][bookmark: _Toc7114119][bookmark: _Toc7769262][bookmark: _Toc7769902][bookmark: _Toc7770543]Unit Sector
Networking
[bookmark: _Toc7112987][bookmark: _Toc7114120][bookmark: _Toc7769263][bookmark: _Toc7769903][bookmark: _Toc7770544]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Prepare to install a desktop operating system
	1.1 Determine desktop applications and feature requirements according to organisational requirements  
1.2 Determine licensing, data migration, hardware and system requirements according to organisational requirements
1.3 Implement local data backups according to organisational and technical requirements  

	2. Install desktop operating system
	2.1 Install and upgrade desktop operating system and applications according to task requirements 
2.3 Configure and connect network settings and workstation according to task requirements 
2.4 Patch operating system and applications according to task requirements 
2.5 Restore local data to new workstation 

	3. Configure desktop environment
	3.1 Configure required hardware devices 
3.2 Administer user environment according to task requirements 
3.3 Create file and directory structure according to task requirements 
3.4 Configure access to external data and desktop applications according to business requirements

	4. Operate command line interface
	4.1 Open command line interface and run commands and scripts according to task requirements  
4.2 Manipulate command line files according to task requirements 

	5. Configure desktop security
	5.1 Modify default user security settings according to organisational policies and guidelines 
5.2 Modify file and directory ownership, permissions and password security
5.3 Configure and implement security settings for desktop applications according to business requirements

	6. Monitor and test desktop
	6.1 Test desktop environment functionality and performance according to organisational requirements 
6.2 Diagnose and rectify desktop operating errors according to task requirements 
6.3 Document desktop environment and lodge with required personnel according to organisational policies and procedures



[bookmark: _Toc7112988][bookmark: _Toc7114121][bookmark: _Toc7769264][bookmark: _Toc7769904][bookmark: _Toc7770545]Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria
	SKILL
	DESCRIPTION

	Numeracy
	· Analyses and demonstrates an understanding of numerical test measurements to evaluate workstation performance

	Oral Communication
	· Uses listening and questioning techniques to confirm information and requirements using industry for intended audience

	Reading
	· Identifies and interprets technical material, organisational policy and regulatory information to determine job requirements

	Writing
	· Prepares documentation detailing finalised process according to specified requirements

	Problem solving
	· Makes decisions that demonstrates an understanding of implications of legal and regulatory responsibilities related to own work



[bookmark: _Toc7112989][bookmark: _Toc7114122][bookmark: _Toc7769265][bookmark: _Toc7769905][bookmark: _Toc7770546]Unit Mapping Information
[bookmark: _Toc7112990][bookmark: _Toc7114123][bookmark: _Toc7769266][bookmark: _Toc7769906][bookmark: _Toc7770547]Supersedes and is equivalent to ICTNWK408 Configure a desktop environment.

[bookmark: _Toc7112991][bookmark: _Toc7114124][bookmark: _Toc7769267][bookmark: _Toc7769907][bookmark: _Toc7770548]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc7769268][bookmark: _Toc41060311]Assessment Requirements for ICTNWK427 Configure desktop environments
[bookmark: _Toc7112993][bookmark: _Toc7114126][bookmark: _Toc7769269][bookmark: _Toc7769909][bookmark: _Toc7770550]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
· install and configure at least one desktop operating system, including user accounts, file and print services and security
· perform backup and recovery, monitor and troubleshoot the desktop environment for one desktop operating system 
· document the finalised process.
[bookmark: _Toc7112994][bookmark: _Toc7114127]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:

· features of desktop operating systems, applications, compatibility issues and resolution procedures
· configuration requirements of a desktop environment
· file naming conventions related to selected operating system
· network protocols and transmission control protocol or internet protocol (TCP/IP) network connectivity
· operating systems and their functions, including file system, memory management and process scheduling
· printer driver and queue management
· process or task management, including process termination
· tools available for remote assistance and administration
· troubleshooting tools and techniques, including network diagnostic utilities and remote assistance and administration tools 
· user account, group and password administration and guidelines for selecting a secure password
· file system navigation and manipulation utilities
· software and hardware manufacturer and user licensing. 

[bookmark: _Toc7112995][bookmark: _Toc7114128][bookmark: _Toc7769270][bookmark: _Toc7769910][bookmark: _Toc7770551]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
· a site where server installation may be conducted
relevant server specifications, including:
cabling
local area network (LAN)
diagnostic software
switch
client requirements
wide area network (WAN) service point of presence
desktop workstations
·  required regulatory documentation that affects installation activities.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: _Toc7112996][bookmark: _Toc7114129][bookmark: _Toc7769271][bookmark: _Toc7769911][bookmark: _Toc7770552]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2   


[bookmark: _Toc7769272][bookmark: _Toc41060312]ICTNWK428 Create scripts for networking
[bookmark: _Toc7112998][bookmark: _Toc7114131][bookmark: _Toc7769273][bookmark: _Toc7769913][bookmark: _Toc7770554]Application
This unit describes the skills and knowledge required to undertake scripted programming tasks for networking related activities.
It applies to individuals with competent technical skills who are employed in network or systems administration roles.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: _Toc7112999][bookmark: _Toc7114132][bookmark: _Toc7769274][bookmark: _Toc7769914][bookmark: _Toc7770555]Unit Sector
Networking
[bookmark: _Toc7113000][bookmark: _Toc7114133][bookmark: _Toc7769275][bookmark: _Toc7769915][bookmark: _Toc7770556]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Prepare to write networking scripts 
	1.1 Determine and document problem and script solution requirements according to organisational requirements
1.2 Employ abbreviated software development cycle to script creation according to task requirements 
1.3 Develop pre-emptive downtime solution algorithm according to task requirements 
1.4 Develop a guaranteed to end algorithm according to task requirements 

	2. Create and implement code
	2.1 Select and create clear and concise code according to task requirements
2.2 Implement  selection, iteration and sequence to control script execution flow according to task requirements 
2.3 Implement sequential file input and output and  retrieve and store information
2.4 Seek and respond to script operation from user input  according to task requirements

	3. Implement operating system tools
	3.1 Use searching and sorting tools to select information from logging output of operating system (OS) 
3.2 Implement controls and demonstrate capability of script to maintain a log of operations 
3.3 Register and run scripts with OS scheduling facility 

	4. Test and finalise script activities 
	4.1 Test script against design specification and task requirements 
4.2 Identify and resolve scripting language bugs, syntactical, logical and design errors 
4.3 Store unused materials and ICT equipment according to manufacturing specifications and organisational procedures
4.4 File documentation in required location according to organisational procedures



[bookmark: _Toc7113001][bookmark: _Toc7114134][bookmark: _Toc7769276][bookmark: _Toc7769916][bookmark: _Toc7770557]Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	SKILL
	DESCRIPTION

	Oral Communication
	· Uses listening and questioning techniques to confirm information and requirements, communicate ideas and solutions, and gather feedback

	Reading
	· Identifies and interprets technical material, organisational policy and regulatory information to determine job requirements

	Writing
	· Prepares user and technical documentation detailing process according to organisational procedures 
· Writes and edits code and technical data in a logical manner using required syntax



[bookmark: _Toc7113002][bookmark: _Toc7114135][bookmark: _Toc7769277][bookmark: _Toc7769917][bookmark: _Toc7770558]Unit Mapping Information
[bookmark: _Toc7113003][bookmark: _Toc7114136][bookmark: _Toc7769278][bookmark: _Toc7769918][bookmark: _Toc7770559]Supersedes and is equivalent to ICTNWK409 Create scripts for networking.
[bookmark: _Toc7113004][bookmark: _Toc7114137][bookmark: _Toc7769279][bookmark: _Toc7769919][bookmark: _Toc7770560]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2   

[bookmark: _Toc7769280][bookmark: _Toc41060313]Assessment Requirements for ICTNWK428 Create scripts for networking
[bookmark: _Toc7113006][bookmark: _Toc7114139][bookmark: _Toc7769281][bookmark: _Toc7769921][bookmark: _Toc7770562]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
· design, document, construct and test a small single purpose operating system (OS) utility application in response to a problem description
· create a scripted program that access information stored in files on system and use system utility programs to sort and find information within files for one operating system (OS)
·  document process.
[bookmark: _Toc7113007][bookmark: _Toc7114140][bookmark: _Toc7769282][bookmark: _Toc7769922][bookmark: _Toc7770563]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:

· principles of algorithm design
· operating system components and processes, including:
command line interface
log files
program scheduling utilities
data types
operations and expressions
development methodologies
· tools, utilities and testing methods that may be used to create scripts for networking 
· debugging for a variety of scripting scenarios
· programming structured control constructs: sequence, selection and iteration
· scripting techniques and language syntax that may be used to create scripts for networking.

[bookmark: _Toc7113008][bookmark: _Toc7114141][bookmark: _Toc7769283][bookmark: _Toc7769923][bookmark: _Toc7770564]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 

This includes access to:
· OS scheduling software 
· storage guidelines for ICT equipment
· work health and safety requirements 
· technical requirements
· software development environment
· software testing environment.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: _Toc7113009][bookmark: _Toc7114142][bookmark: _Toc7769284][bookmark: _Toc7769924][bookmark: _Toc7770565]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc7769285][bookmark: _Toc41060314]ICTNWK429 Install hardware to networks
[bookmark: _Toc7113011][bookmark: _Toc7114144][bookmark: _Toc7769286][bookmark: _Toc7769926][bookmark: _Toc7770567]Application
This unit describes the skills and knowledge required to plan, manage and install new hardware components in a network.
It applies to individuals involved in technical Information and Communications Technology (ICT) support roles, including  network administrators who support network hardware in a peer-to-peer or client-server networked environment.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: _Toc7113012][bookmark: _Toc7114145][bookmark: _Toc7769287][bookmark: _Toc7769927][bookmark: _Toc7770568]Unit Sector
Networking
[bookmark: _Toc7113013][bookmark: _Toc7114146][bookmark: _Toc7769288][bookmark: _Toc7769928][bookmark: _Toc7770569]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Determine network hardware requirements
	1.1 Determine network hardware and cabling requirements for local area network (LAN), wide area network (WAN), wireless networks according to organisational requirements
1.2 Identify any mobile equipment access design limitations according to task requirements 
1.3 Determine effectiveness of  organisational guidelines, purchasing policies, procedures, licensing arrangements and budget according to organisational requirements

	2. Obtain and test network hardware
	2.1 Identify technical specifications for required hardware according to task requirements
2.2 Test hardware capability according to organisational and technical requirements 
2.3 Document recommendations and provide document  to required personnel 
2.4 Determine and document licensing requirements and security issues according to organisational and industry standards 
2.5 Obtain hardware according to recommendations and organisational requirements 

	3. Install and configure network hardware
	3.1 Install hardware according to manufacturer and organisational  policies, procedures and guidelines 
3.2 Configure and test installation according to manufacturer and task requirements

	4. Provide instruction and support for installed products
	4.1 Determine and document organisational user instructions and requirements from installed products
4.2 Provide instruction document to required personnel according to organisational requirements 
4.3 Seek evaluation and feedback from required personnel 


[bookmark: _Toc7113014][bookmark: _Toc7114147][bookmark: _Toc7769289][bookmark: _Toc7769929][bookmark: _Toc7770570]Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria
	SKILL
	DESCRIPTION

	Learning
	Demonstrates an understanding of licensing and security issues relevant to job requirements

	Numeracy
	Uses mathematical formulas and calculations to estimate and plan costs according to business budgets

	Oral Communication 
	Uses listening and questioning techniques to confirm information and task requirements, communicate ideas and solutions 

	Writing
	Prepares documentation detailing recommendations, requirements and organisational user instruction using cohesive language for intended audience

	Technology
	Demonstrates and understanding of technical information and organisational procedures to determine job requirements


[bookmark: _Toc7113015][bookmark: _Toc7114148][bookmark: _Toc7769290][bookmark: _Toc7769930][bookmark: _Toc7770571]Unit Mapping Information
Supersedes and is equivalent to ICTNWK401 Install hardware to a network.
[bookmark: _Toc7113016][bookmark: _Toc7114149][bookmark: _Toc7769291][bookmark: _Toc7769931][bookmark: _Toc7770572]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2   
[bookmark: _Toc7769292][bookmark: _Toc41060315]
Assessment Requirements for ICTNWK429 Install hardware to networks
[bookmark: _Toc7113018][bookmark: _Toc7114151][bookmark: _Toc7769293][bookmark: _Toc7769933][bookmark: _Toc7770574]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
evaluate client user requirements and hardware installation for at least one network
install a range of network hardware by planning, managing and supporting the installation of new components in a network
document finished process.
[bookmark: _Toc7113019][bookmark: _Toc7114152][bookmark: _Toc7769294][bookmark: _Toc7769934][bookmark: _Toc7770575]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
· industry, data and voice networking, security products, devices and procedures, including:
industry accepted network protocols
organisational contracting procedures and responsibilities
system diagnostic software 
industry accepted network hardware and software products
hardware and software installation procedures
local area network (LAN) capabilities and characteristics, such as network type, internet protocol (IP) addressing, switch or hub operation
various features of network connections, including types of cables, cabling distance limitations and wireless connections
operating systems sufficient to enable basic installation
set-up and configuration procedures
software packages supported by organisation.

[bookmark: _Toc7113020][bookmark: _Toc7114153][bookmark: _Toc7769295][bookmark: _Toc7769935][bookmark: _Toc7770576]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry.
This includes access to:
· vendor hardware and software components
· application software and operating system
· hardware maintenance tools
· a live network
· networked computers
· organisational guidelines
· technical documentation and installation manuals.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: _Toc7113021][bookmark: _Toc7114154][bookmark: _Toc7769296][bookmark: _Toc7769936][bookmark: _Toc7770577]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2

[bookmark: _Toc7769297][bookmark: _Toc41060316]ICTNWK430 Deploy software to networked computers
[bookmark: _Toc7113023][bookmark: _Toc7114156][bookmark: _Toc7769298][bookmark: _Toc7769938][bookmark: _Toc7770579]Application
This unit describes the skills and knowledge required to plan, manage and support installation of new and upgraded software to networked computers according to vendor and organisational specifications.
It applies to individuals involved in installing, configuring, maintaining and supporting software, including network administrators and network support staff.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: _Toc7113024][bookmark: _Toc7114157][bookmark: _Toc7769299][bookmark: _Toc7769939][bookmark: _Toc7770580]Unit Sector
Networking
[bookmark: _Toc7113025][bookmark: _Toc7114158][bookmark: _Toc7769300][bookmark: _Toc7769940][bookmark: _Toc7770581]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Determine operating system requirements
	1.1 Determine software and licensing  according to organisational requirements 
1.2 Determine hardware needs  according to organisational requirements 
1.3 Determine hardware and software requirements against local area network (LAN), wide area network (WAN), and wireless networks

	2. Obtain deployment software to automate deployment
	2.1 Determine   required deployment software according to task requirements 
2.2 Obtain required software and licences, technical specifications and support arrangements from vendors 
2.3 Store software licences and manuals according to organisational guidelines

	3. Automate installation of operating system 
	3.1 Plan and deploy operating system according to vendor installation procedures and organisational requirements
3.2 Configure and test installation according to vendor specifications and organisational requirements
3.3 Install updates and patches according to task requirements 

	4. Automate installation of software packages 
	4.1 Plan and deploy software packages according to vendor installation procedures and organisational requirements 
4.2 Configure and test installation to task  requirements 
4.3 Install required updates and patches according to task requirements

	5. Test and sign off
	5.1 Test installed operating system and software and confirm error-free performance
5.2 Document security and licensing agreements according to organisational policies and procedures
5.3 Submit documentation to required personnel for final approval sign off



Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria
	SKILL
	DESCRIPTION

	Oral Communication 
	Uses active listening, observational and questioning techniques to confirm information and determine job requirements

	Reading
	Recognises and interprets written technical, licensing and organisational 

	Writing
	Prepares required documentation conveying explicit recommendations, requirements and information using specific and relevant language

	Planning and organising
	Uses effective planning structures and prioritises tasks according to output needs



[bookmark: _Toc7113027][bookmark: _Toc7114160][bookmark: _Toc7769302][bookmark: _Toc7769942][bookmark: _Toc7770583]Unit Mapping Information
[bookmark: _Toc7113028][bookmark: _Toc7114161][bookmark: _Toc7769303][bookmark: _Toc7769943][bookmark: _Toc7770584]Supersedes and is equivalent to ICTNWK411 Deploy software to networked computers.
[bookmark: _Toc7113029][bookmark: _Toc7114162][bookmark: _Toc7769304][bookmark: _Toc7769944][bookmark: _Toc7770585]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc7769305][bookmark: _Toc41060317]Assessment Requirements for ICTNWK430 Deploy software to networked computers
[bookmark: _Toc7113031][bookmark: _Toc7114164][bookmark: _Toc7769306][bookmark: _Toc7769946][bookmark: _Toc7770587]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, and to:
plan and deploy automatic installation of operating system and software to at least two networked computers 
configure and test installation of automatic installation of operating system and software on at least two networked computers
document finalised process.
[bookmark: _Toc7113032][bookmark: _Toc7114165][bookmark: _Toc7769307][bookmark: _Toc7769947][bookmark: _Toc7770588]Knowledge Evidence
[bookmark: _Toc6304988][bookmark: _Toc6910235][bookmark: _Toc7113033][bookmark: _Toc7114166][bookmark: _Toc7769308][bookmark: _Toc7769948][bookmark: _Toc7770589]The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
network protocols and operating systems
transmission control protocols (TCP)
internet protocols (IPs)
network applications
organisational contracting procedures and responsibilities that may be used in deploying software for networked computers
software licensing requirements and documentation
standards related to software deployment, including:
deployment software configuration
configuration of automated deployment processes
operating system deployment
software package deployment
troubleshooting deployment processes.
[bookmark: _Toc7113034][bookmark: _Toc7114167][bookmark: _Toc7769309][bookmark: _Toc7769949][bookmark: _Toc7770590]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
a site or prototype where deployment processes may be implemented
a live network
software tools to support implementation of deployment processes
technical documentation and installation manuals
required regulatory documentation that affects networking activities
organisational guidelines.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: _Toc7113035][bookmark: _Toc7114168][bookmark: _Toc7769310][bookmark: _Toc7769950][bookmark: _Toc7770591]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2

[bookmark: _Toc7769312][bookmark: _Toc41060318]ICTNWK431 Create network documentation
[bookmark: _Toc7113038][bookmark: _Toc7114171][bookmark: _Toc7769313][bookmark: _Toc7769953][bookmark: _Toc7770594]Application
This unit describes the skills and knowledge required to determine network requirements and produce and evaluate network documentation.
It applies to individuals involved in roles requiring task management and competent Information and Communications Technology (ICT) skills, including network administrators, technicians and support personnel.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: _Toc7113039][bookmark: _Toc7114172][bookmark: _Toc7769314][bookmark: _Toc7769954][bookmark: _Toc7770595]Unit Sector
Networking
[bookmark: _Toc7113040][bookmark: _Toc7114173][bookmark: _Toc7769315][bookmark: _Toc7769955][bookmark: _Toc7770596]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Determine network documentation requirements
	1.1 Determine document purpose and standards  according to organisational requirements 
1.2 Define required network configuration 
1.3 Develop naming standards and labelling schemes according to organisational requirements 
1.4 Develop, calculate and verify network addressing scheme according to task requirements 

	2. Design network diagrams and checklists
	2.1 Identify network software mapping tools according to task requirements   
2.2 Design network diagrams according to task requirements and organisational procedures
2.3 Develop plans checklists and manuals according to organisational procedures and task requirements

	3. Produce network documentation
	3.1 Validate documentation structure according to task requirements and organisational procedures  
3.2 Produce network diagrams, plans and checklists according to organisational procedures
3.3 Produce network according to task requirements 
3.4 Document  procedure and policy manuals according to organisational requirements and industry standards 

	4. Complete network documentation
	4.1 Check network documentation with required organisational personnel
4.2 Publish network documentation according task requirements and organisational policies and procedures  
4.3 Record and store network documentation according to organisational policies and procedures 
4.4 Notify required personnel of completed network documentation and initiate final sign off 


[bookmark: _Toc7113041][bookmark: _Toc7114174][bookmark: _Toc7769316][bookmark: _Toc7769956][bookmark: _Toc7770597]Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	SKILL
	DESCRIPTION

	Numeracy
	Recognises, compares and interprets technical data when developing network addressing scheme

	Oral Communication
	Articulates requirements and strategies using technical language appropriate to audience and environment 

	Reading
	Gathers, interprets and analyses current industry information from a range of sources and identifies relevant and key information

	Writing
	Prepares required documentation conveying explicit recommendations, requirements and information using specific and relevant language

	Teamwork
	Identifies and takes steps to follow accepted communication practices and protocols


Unit Mapping Information
[bookmark: _Toc7113042][bookmark: _Toc7114175][bookmark: _Toc7769317][bookmark: _Toc7769957][bookmark: _Toc7770598]Supersedes and is equivalent to ICTNWK412 Create network documentation.
Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc7769318][bookmark: _Toc41060319]Assessment Requirements for ICTNWK431 Create network documentation
[bookmark: _Toc7113044][bookmark: _Toc7114177][bookmark: _Toc7769319][bookmark: _Toc7769959][bookmark: _Toc7770600]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, and to:
· design and implement at least one network document and publish to its intended environment.
[bookmark: _Toc7113045][bookmark: _Toc7114178][bookmark: _Toc7769320][bookmark: _Toc7769960][bookmark: _Toc7770601]Knowledge Evidence
[bookmark: _Toc7113046][bookmark: _Toc7114179][bookmark: _Toc7769321][bookmark: _Toc7769961][bookmark: _Toc7770602]The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
open systems interconnect (OSI) layered communication model
network requirements related to:
applications
life cycles
manageability
quality of service
design concepts related to:
financial constraints
network topologies
organisation requirements
physical constraints
security issues.

[bookmark: _Toc7113047][bookmark: _Toc7114180][bookmark: _Toc7769322][bookmark: _Toc7769962][bookmark: _Toc7770603]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
a site where network documentation can be carried out 
a live network
software tools to support network documentation tasks
relevant network documentation
legislation and standards documentation
industry codes of practice
required regulatory documentation that affects networking documentation activities
organisational guidelines.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: _Toc7113048][bookmark: _Toc7114181][bookmark: _Toc7769323][bookmark: _Toc7769963][bookmark: _Toc7770604]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc7769324][bookmark: _Toc41060320]ICTNWK432 Build an enterprise wireless network
[bookmark: _Toc7113050][bookmark: _Toc7114183][bookmark: _Toc7769325][bookmark: _Toc7769965][bookmark: _Toc7770606]Application
This unit describes the skills and knowledge required to build an enterprise, community or mesh wireless network internally and externally to buildings.
It applies to individuals with task management, interpersonal and Information and Communications Technology (ICT) skills working in senior design roles in the networking area, who are required to develop complex wireless networks for organisations.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: _Toc7113051][bookmark: _Toc7114184][bookmark: _Toc7769326][bookmark: _Toc7769966][bookmark: _Toc7770607]Unit Sector
Networking
[bookmark: _Toc7113052][bookmark: _Toc7114185][bookmark: _Toc7769327][bookmark: _Toc7769967][bookmark: _Toc7770608]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Prepare to install network 
	1.1 Determine network requirements according organisational requirements 
1.2 Review existing network design documentation 
1.3 Identify network topology according to task requirements 
1.4 Identify required networking components according to technical and task requirements
1.5  Determine usability of installation and safety equipment according to technical standards and organisational requirements  

	2. Install and configure access points 
	2.1 Determine hardware according to task requirements 
2.2 Install and configure wireless access hardware according to task requirements
2.3 Configure security, monitoring, logging and quality of service features and networks 
2.4 Calibrate test equipment according to task requirements 
2.5 Test wireless network systems performance according to task requirements 

	3.Install and configure antennas
	3.1 Select antennas according to task requirements 
3.2 Install and configure wireless network access antennas to technical specification and task requirements 
3.3 Measure and assess signal strength according to task requirements
3.4 Resolve and report any radio frequency interference issues to required personnel 

	4. Finalise network activities 
	4.1 Seek and respond to network performance feedback according to task requirements 
4.2 Review planned maintenance and network performance continuity upgrade requirements
4.3 Document and store network settings and performance continuity recommendations according to organisational procedures 
4.4 Store unused ICT equipment according to organisational and industry procedures and guidelines



[bookmark: _Toc7113053][bookmark: _Toc7114186][bookmark: _Toc7769328][bookmark: _Toc7769968][bookmark: _Toc7770609]Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.
	SKILL
	DESCRIPTION

	Numeracy
	Interprets numerical information to calibrate equipment and measure and assess signal strength 

	Oral Communication
	Uses active listening, observational and questioning techniques to confirm information and using technical language appropriate to audience and environment

	Reading
	Gathers, interprets and analyses information from a range of sources and identifies relevant and key information

	Writing
	[bookmark: OLE_LINK4][bookmark: OLE_LINK5]Prepares required documentation detailing finalised process in a logical manner using cohesive language

	Planning and organising
	Uses a combination of formal, logical planning processes to ensure work is completed according to time constraints and an increasingly intuitive understanding of context to identify relevant information and risks

	Self-management
	Demonstrates an understanding of securing information in relation to own work and takes personal responsibility for identifying and managing risk
Initiates standard procedures when solving a broad range of ICT problems 
Complies with explicit organisational policies and procedures
Recognises and applies protocols governing what to communicate, with whom and how in a range of different contexts

	Technology
	Uses familiar digital systems and tools to access, organise, analyse and store information
Demonstrates an understanding of purposes, specific functions and key features of common digital systems and tools, and operates them effectively to complete routine tasks



Unit Mapping Information
Supersedes and is equivalent to ICTNWK417 Build an enterprise wireless network.

[bookmark: _Toc7113054][bookmark: _Toc7114187][bookmark: _Toc7769329][bookmark: _Toc7769969][bookmark: _Toc7770610]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2



[bookmark: _Toc7769330]Assessment Requirements for ICTNWK432 Build an enterprise wireless network
[bookmark: _Toc7113056][bookmark: _Toc7114189][bookmark: _Toc7769331][bookmark: _Toc7769971][bookmark: _Toc7770612]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
select, install and configure required wireless hardware on at least one occasion 
test, monitor, and administer the installation on at least one occasion
document finalised process .
[bookmark: _Toc7113057][bookmark: _Toc7114190][bookmark: _Toc7769332][bookmark: _Toc7769972][bookmark: _Toc7770613]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
Industry standard wireless local area network (WLAN) and wireless area network (WAN) solutions, including:
audit and intrusion detection systems
auditing and penetration testing techniques
bandwidth and quality of service
factors affecting signal quality
layer 2 and layer 3 design issues
suitability for small office home office (SOHO) and enterprise local area networks (LANs)
transmission control protocols or internet protocols (TCPs/IPs) and applications
wireless topologies
common features of security threats and how to develop a security strategy, including:
security protocols
standards
data encryption
common network protocols and operating systems.
[bookmark: _Toc7113058][bookmark: _Toc7114191][bookmark: _Toc7769333][bookmark: _Toc7769973][bookmark: _Toc7770614]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
a site at which design, build and implementation of networking and ICT activities may be carried out
industry standard ICT equipment 
network infrastructure, including wireless hardware and software
required regulatory documentation that affects networking activities
organisational guidelines.
Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: _Toc7113059][bookmark: _Toc7114192][bookmark: _Toc7769334][bookmark: _Toc7769974][bookmark: _Toc7770615]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
[bookmark: _Toc7769335][bookmark: _Toc41060321]
ICTNWK433 Install backbone technologies in a local area network
[bookmark: _Toc7113061][bookmark: _Toc7114194][bookmark: _Toc7769336][bookmark: _Toc7769976][bookmark: _Toc7770617]Application
This unit describes the skills and knowledge required to install core layer (backbone) connectivity in a local area network (LAN) for applications between floors in a multi-storey and separate buildings.
It applies to individuals who apply specialised technical knowledge and a systematic approach to installing Information and Communications Technology (ICT) technologies and backbone connectivity in a LAN.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: _Toc7113062][bookmark: _Toc7114195][bookmark: _Toc7769337][bookmark: _Toc7769977][bookmark: _Toc7770618]Unit Sector
Networking
[bookmark: _Toc7113063][bookmark: _Toc7114196][bookmark: _Toc7769338][bookmark: _Toc7769978][bookmark: _Toc7770619]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Design and prepare to install network requirements 
	1.1 Identify network requirements according to technical and organisational and requirements 
1.2 Design network structure according to organisational requirements 
1.3 Design network addressing system with subnet and host identities (IP addressing) and virtual LANs (VLANs)
1.4 Identify and document resource requirements according to organisational policies, procedures and task requirements 

	2. Install and configure network backbone
	2.1 Install and configure networking switches and routers according to task requirements
2.2 Install network protocol suites according to task requirements 
2.3 Configure host and workstation network access according to task requirements

	3. Test and validate network
	3.1 Test network connectivity and ensure hosts on segments and VLANs operation parameters are met 
3.2 Implement adjustments to systems structure according to task requirements 
3.3 Document and validate network performance according to organisational policies and procedures


[bookmark: _Toc7113064][bookmark: _Toc7114197][bookmark: _Toc7769339][bookmark: _Toc7769979][bookmark: _Toc7770620]Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria.

	SKILL
	DESCRIPTION

	Numeracy
	Interprets numerical information to calculate and interpret network connectivity 

	Oral communication
	Uses active listening, observational and questioning techniques to confirm information and using technical language appropriate to audience and environment

	Reading
	Gathers, interprets and analyses current network design specifications and identifies relevant and key information

	Writing
	Prepares required documentation detailing network performance using cohesive and relevant language for intended audience

	Planning and organising
	Uses a combination of formal, logical planning processes and an increasingly intuitive understanding of context to prioritise tasks and contingency arrangements

	Problem solving
	Demonstrates an understanding of purposes, specific functions and key features of common digital systems and tools, and operates them effectively to complete routine tasks

	Self-management
	Initiates standard procedures when responding to familiar problems within immediate context

	Technology
	Uses mobile communication tools and specialised software to ensure that geographically distributed team members remain connected in virtual environments



[bookmark: _Toc7113065][bookmark: _Toc7114198][bookmark: _Toc7769340][bookmark: _Toc7769980][bookmark: _Toc7770621]Unit Mapping Information
Supersedes and is equivalent to ICTNWK418 Implement backbone technologies in a local area network.
[bookmark: _Toc7113066][bookmark: _Toc7114199][bookmark: _Toc7769341][bookmark: _Toc7769981][bookmark: _Toc7770622]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
[bookmark: _Toc7769342][bookmark: _Toc41060322]
Assessment Requirements for ICTNWK433 Install backbone technologies in a local area network
[bookmark: _Toc7113068][bookmark: _Toc7114201][bookmark: _Toc7769343][bookmark: _Toc7769983][bookmark: _Toc7770624]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, and to:
install and configure backbone connectivity in a LAN on at least one occasion.
build and test one asynchronous transfer mode (ATM) local area network (LAN) that provides the required services at the required communication standards
document resource requirements and network performance.
[bookmark: _Toc7113069][bookmark: _Toc7114202][bookmark: _Toc7769344][bookmark: _Toc7769984][bookmark: _Toc7770625]Knowledge Evidence
[bookmark: _Toc7113070][bookmark: _Toc7114203][bookmark: _Toc7769345][bookmark: _Toc7769985][bookmark: _Toc7770626]The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
current and emerging industry standard practice associated with:
bandwidth limitations, measuring and testing
LAN and wide area network (WAN) network topologies (three-layer LAN hierarchy: core distribution and access)
MAC addresses, network layer protocols
open systems interconnect (OSI) layer modelling
routers virtual LANs
network interface cards (NICs) and switches, including:
fast Ethernet
gigabit and 10-gigabit Ethernet store-and-forward
fast-forward
fragment-free
internetworking protocol suites, including:
TCP/IP, IPX, DECnet, AppleTalk, IPv6.
[bookmark: _Toc7113071][bookmark: _Toc7114204][bookmark: _Toc7769346][bookmark: _Toc7769986][bookmark: _Toc7770627]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
· a site at which installation of backbone and ICT activities may be carried out
· required web and technical applications 
· documented installation guidelines on vendor products 
· local area network infrastructure
· switches with various interfaces
· network administration tools.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: _Toc7113072][bookmark: _Toc7114205][bookmark: _Toc7769347][bookmark: _Toc7769987][bookmark: _Toc7770628]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc5200431][bookmark: _Toc6910147][bookmark: _Toc7769348][bookmark: _Toc41060323][bookmark: O_698702]ICTNWK434 Identify and implement industry standard virtualisation technologies
[bookmark: O_698703][bookmark: _Toc6910148]Application
This unit describes the skills and knowledge required to use virtualisation technology to review and demonstrate work processes, skills and techniques and to deliver quality across the entire business. 
This unit applies to individuals engaged in ongoing review and research, who review and maintain business processes at the most advanced level.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: O_698706][bookmark: _Toc6910149]Unit Sector
Networking
[bookmark: O_698707][bookmark: _Toc6910150]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Prepare to use virtualisation software  
	1.1 Determine desktop virtualisation software needs according to organisational requirements 
1.2 Identify industry standard virtualisation vendors and different types of virtualisation technology 
1.3 Review and select desktop virtualisation software according to organisational requirements

	2. Install and test virtualisation software 
	2.1 Install desktop virtualisation software according to technical and organisational requirements 
2.2 Test features and functions of desktop virtualisation software according to technical and organisational requirements
2.3 Seek and respond to desktop virtualisation software performance feedback according to task requirements 

	3. Evaluate desktop virtualisation software performance
	3.1 Review and document organisational benefits of desktop virtualisation software 
3.2 Lodge review document according to organisational policies and procedures 
3.3 Dispose redundant ICT equipment and store unused ICT equipment according to organisational policies and procedures




[bookmark: O_698708][bookmark: _Toc6910151]Foundation Skills
This section describes language, literacy, numeracy and employment skills incorporated in the performance criteria that are required for competent performance.
	SKILL
	DESCRIPTION

	Learning
	Contributes to the continuous improvement of current work practices, by applying basic principles of analytical and lateral thinking

	Reading
	Critically analyses documentation from a variety of sources and records
Consolidates information to determine task requirements

	Writing
	Prepares, edits and proofreads required documents to ensure clarity of meaning, and the accuracy and consistency of information

	Planning and organising 
	Takes responsibility for planning, sequencing and prioritising tasks and own workload, for efficiency and effective outcomes

	Problem solving 
	Makes routine decisions and implements standard procedures for routine tasks, using formal decision-making processes, for more complex and non-routine situations

	Self-management 
	Identifies, and acts on, issues that contravene relevant policies, procedures and legal requirements
Takes personal responsibility for following explicit and implicit policies, procedures and legislative requirements



[bookmark: O_698710][bookmark: _Toc6910152]Unit Mapping Information
[bookmark: O_698717]Supersedes and is equivalent to ICTNWK419 Identify and use current virtualisation technologies.
[bookmark: _Toc6910153]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc5200432][bookmark: _Toc6910154][bookmark: _Toc7769349][bookmark: _Toc41060324]Assessment Requirements for ICTNWK434 Identify and implement industry standard virtualisation technologies
[bookmark: O_698712][bookmark: O_698713][bookmark: _Toc6910155]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
· identify and implement at least one major virtualisation software technologies
· test output and performance of at least one major virtualisation software technologies 
· document findings.
[bookmark: O_698714][bookmark: _Toc6910156]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:

· industry standard trends and directions in Information and Communications Technology (ICT), in major industry technology standards used in virtualisation technology
· vendor product directions relating to virtualisation technology
· industry hardware and software products, their general features, capabilities and application
· technical information-gathering techniques
· environmental and sustainability policies of workplace
· features of virtualisation technology
· current standards of testing and evaluating virtualisation technology.

[bookmark: O_698715][bookmark: _Toc6910157]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 

This includes access to:
· a site where industry-specific technologies are used
· industry-specific technologies currently used in industry
· virtualisation software.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standard.
[bookmark: O_698718][bookmark: _Toc6910158]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: O_679383][bookmark: O_679384][bookmark: O_679387][bookmark: O_679388][bookmark: O_679389][bookmark: O_679391][bookmark: O_679398][bookmark: O_679393][bookmark: O_679394][bookmark: O_679395][bookmark: O_679396][bookmark: O_679399][bookmark: O_698778][bookmark: O_698779][bookmark: O_698782][bookmark: O_698783][bookmark: O_698784][bookmark: O_698786][bookmark: O_698793][bookmark: O_698788][bookmark: O_698789][bookmark: O_698790][bookmark: O_698791][bookmark: O_698794][bookmark: O_698797][bookmark: O_698798][bookmark: O_698801][bookmark: O_698802][bookmark: O_698803][bookmark: O_698805][bookmark: O_698812][bookmark: O_698807][bookmark: O_698808][bookmark: O_698809][bookmark: O_698810][bookmark: O_669337][bookmark: O_698813][bookmark: O_698816][bookmark: O_698817][bookmark: O_698820][bookmark: O_698821][bookmark: O_698822][bookmark: O_698824][bookmark: O_698831][bookmark: O_698826][bookmark: O_698827][bookmark: O_698828][bookmark: O_698829][bookmark: O_698832][bookmark: O_698835][bookmark: O_698836][bookmark: O_698839][bookmark: O_698840][bookmark: O_698841][bookmark: O_698843][bookmark: O_698850][bookmark: O_698845][bookmark: O_698846][bookmark: O_698847][bookmark: O_698848][bookmark: O_698851][bookmark: O_698854][bookmark: O_698855][bookmark: O_698858][bookmark: O_698859][bookmark: O_698860][bookmark: O_698862][bookmark: O_698869][bookmark: O_698864][bookmark: O_698865][bookmark: O_698866][bookmark: O_698867][bookmark: O_698870][bookmark: O_698873][bookmark: O_698874][bookmark: O_698877][bookmark: O_698878][bookmark: O_698879][bookmark: O_698881][bookmark: O_698888][bookmark: O_698883][bookmark: O_698884][bookmark: O_698885][bookmark: O_698886][bookmark: O_698889][bookmark: O_930801][bookmark: O_930800][bookmark: O_930799][bookmark: O_930798][bookmark: O_930797][bookmark: O_930796][bookmark: O_930802][bookmark: O_930794][bookmark: O_930793][bookmark: O_930792][bookmark: O_930791][bookmark: O_930803][bookmark: O_698930][bookmark: O_698931][bookmark: O_698934][bookmark: O_698935][bookmark: O_698936][bookmark: O_698938][bookmark: O_698945][bookmark: O_698940][bookmark: O_698941][bookmark: O_698942][bookmark: O_698943][bookmark: O_698946][bookmark: O_764288][bookmark: O_764289][bookmark: O_764292][bookmark: O_764293][bookmark: O_764294][bookmark: O_764296][bookmark: O_764303][bookmark: O_764298][bookmark: O_764299][bookmark: O_764300][bookmark: O_764301][bookmark: O_764304][bookmark: O_673164][bookmark: O_673165][bookmark: O_673168][bookmark: O_673169][bookmark: O_673170][bookmark: O_673172][bookmark: O_673179][bookmark: O_673174][bookmark: O_673175][bookmark: O_673176][bookmark: O_673177][bookmark: O_673180][bookmark: _Toc5200559][bookmark: _Toc6241940][bookmark: _Toc7769350][bookmark: _Toc41060325]ICTTEN434 Install, configure and test internet protocol networks
[bookmark: _Toc5200561][bookmark: _Toc6241942][bookmark: _Toc7113076][bookmark: _Toc7114209][bookmark: _Toc7769351][bookmark: _Toc7769991][bookmark: _Toc7770632]Application
This unit describes the skills and knowledge required to identify required network elements according to specifications, install for interoperability within network, apply network topologies, protocols and security issues, and troubleshoot when required.
It applies to individuals who are involved in installation, maintenance and upgrade of Information and Communications Technology (ICT) networks in telecommunications or Information Technology Networking provisioning companies.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: _Toc5200562][bookmark: _Toc6241943][bookmark: _Toc7113077][bookmark: _Toc7114210][bookmark: _Toc7769352][bookmark: _Toc7769992][bookmark: _Toc7770633]Unit Sector
Telecommunications – Telecommunications Networks Engineering
[bookmark: _Toc5200563][bookmark: _Toc6241944][bookmark: _Toc7113078][bookmark: _Toc7114211][bookmark: _Toc7769353][bookmark: _Toc7769993][bookmark: _Toc7770634]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Prepare to install IP network
	1.1 Determine internet protocol performance requirements 
1.2 Select components and network elements according to technical and organisational requirements 
1.3 Obtain vendor specifications and availability of required components
1.4 Develop plans for installation of components according to organisational requirements 
1.5 Obtain feedback and approval for plans from required personnel

	2. Install and configure IP network
	2.1 Install and configure server hardware and software according to organisational and industry standards
2.2 Install and configure computer, other hardware and software, according to organisational and industry standards
2.3 Install and configure security and integrity software required for network 

	3. Test and reconfigure IP network
	3.1 Test installed software and hardware, utilising available technical tools, to ensure all components are functioning as expected
3.2 Test the network to ensure it is functioning according to specifications
3.3 Resolve problems identified in the modified network

	4. Finalise documentation and clean worksite
	4.1 Complete hardware and asset recording document according to organisational requirements
4.2 Document installation, boot-configuration procedure according to organisational requirements
4.3 Tabulate test results and finalise user reports
4.4 Complete client report and notify of network status according to organisational policies and procedures
4.5 Lodge all documentation and seek finalised sign off from required personnel



[bookmark: _Toc5200564][bookmark: _Toc6241945][bookmark: _Toc7113079][bookmark: _Toc7114212][bookmark: _Toc7769354][bookmark: _Toc7769994][bookmark: _Toc7770635]Foundation Skills
This section describes those language, literacy, numeracy and employment skills that are essential to performance but not explicit in the performance criteria 
	Skill
	Description

	Learning
	Recognises and anticipates an increasing range of familiar problems, their symptoms and causes, depending on differing operational contingencies, risk situations and environments

	Numeracy
	Makes calculations required to take test measurements, interpret results and evaluate performance and interoperability of network

	Oral communication
	Uses listening and questioning techniques to confirm requirements and articulate complex concepts and matters using relevant industry for intended audience

	Reading
	Recognises and interprets technical, legislative and operational documentation to determine job requirements

	Writing
	Prepares documentation detailing work performed according to organisational requirements 

	Teamwork
	Cooperates with others as part of familiar routine activities and contributes to specific activities requiring joint responsibility and accountability

	Planning and organising
	Works logically and systematically to monitor, analyse and action job priorities
Implements and adjusts actions according to a predetermined plan 

	Problem solving
	Makes decisions quickly and intuitively in familiar situations requiring immediate attention, drawing on past experience to identify key variables and determine required course of action

	Self-management
	Takes personal responsibility for adherence to legal and regulatory responsibilities relevant to own work context
Recognises and follows explicit and implicit protocols and meets expectations associated with own role

	Technology
	Demonstrates an understanding of key principles and concepts underpinning design and operation of digital systems and tools, and applies these as required



[bookmark: _Toc5200565][bookmark: _Toc6241946][bookmark: _Toc7113080][bookmark: _Toc7114213][bookmark: _Toc7769355][bookmark: _Toc7769995][bookmark: _Toc7770636]Unit Mapping Information
Supersedes and is not equivalent to ICTTEN416 Install, configure and test an internet protocol network.

[bookmark: _Toc7113081][bookmark: _Toc7114214][bookmark: _Toc7769356][bookmark: _Toc7769996][bookmark: _Toc7770637][bookmark: _Toc5200566][bookmark: _Toc6241947]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2



[bookmark: _Toc5200567][bookmark: _Toc6241948][bookmark: _Toc7113083][bookmark: _Toc7769358][bookmark: _Toc41060326]Assessment Requirements for ICTTEN434 Install, configure and test internet protocol networks
[bookmark: _Toc5200569][bookmark: _Toc6241950][bookmark: _Toc7113084][bookmark: _Toc7114217][bookmark: _Toc7769359][bookmark: _Toc7769999][bookmark: _Toc7770640]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
select network elements to plan, prepare and install at least one IP network installation 
configure and test network on at least one occasion
document completed process.
[bookmark: _Toc5200570][bookmark: _Toc6241951] Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of organisational procedures including:
industry-accepted hardware and software products 
data and voice transmission technologies and protocols
networking technologies
router-based network architectures
safe installation of networking products
interoperability across networking layers.

[bookmark: _Toc5200571][bookmark: _Toc6241952][bookmark: _Toc7113085][bookmark: _Toc7114218][bookmark: _Toc7769360][bookmark: _Toc7770000][bookmark: _Toc7770641]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 

This includes access to:
field measurement equipment currently used in industry
network design documentation
equipment specifications
network components
hardware and software
a live network
organisational guidelines
networked (LAN) computers
wide area network (WAN) service point of presence. 

[bookmark: _Toc7113086][bookmark: _Toc7114219][bookmark: _Toc7769361][bookmark: _Toc7770001][bookmark: _Toc7770642]Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.



Links
[bookmark: _Toc7113087][bookmark: _Toc7114220][bookmark: _Toc7769362][bookmark: _Toc7770002][bookmark: _Toc7770643][bookmark: O_699025][bookmark: O_699026][bookmark: O_699029][bookmark: O_699030][bookmark: O_699031][bookmark: O_699033][bookmark: O_699040][bookmark: O_699035][bookmark: O_699036][bookmark: O_699037][bookmark: O_699038][bookmark: O_699041][bookmark: O_698721][bookmark: O_698722][bookmark: O_698725][bookmark: O_698726][bookmark: O_698727][bookmark: O_698729][bookmark: O_698736][bookmark: O_698731][bookmark: O_698732][bookmark: O_698733][bookmark: O_698734][bookmark: O_698737][bookmark: O_699006][bookmark: O_699007][bookmark: O_699010][bookmark: O_699011][bookmark: O_699012][bookmark: O_699014][bookmark: O_699021][bookmark: O_699016][bookmark: O_699017][bookmark: O_699018][bookmark: O_699019]Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc36802949][bookmark: _Toc41060327][bookmark: O_698664][bookmark: O_698665]ICTNWK537 Implement secure encryption technologies
[bookmark: _Toc13835262][bookmark: _Toc13834833]Application
This unit describes the skills and knowledge required to select, implement and monitor secure file encryption technologies on a computer network or local environment.
It applies to individuals working as network engineers, security analysts, application and software developers as well as systems support administrations in in any size enterprise.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: O_698668][bookmark: _Toc13834834][bookmark: _Toc13835263]Unit Sector
Networking
[bookmark: O_698669][bookmark: _Toc13834835][bookmark: _Toc13835264]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Determine encryption methods
	1.1 Identify enterprise data security needs according to computer network and organisational needs
1.2 Obtain and review available range of encryption technologies and determine options according to computer network and organisational needs
1.3 Plan and document proposed encryption implementation strategy and submit to required personnel
1.4 Seek and respond to proposed encryption plan feedback from required personnel according to organisational needs

	2. Carry out encryption
	2.1 Implement encryption technology to enterprise system according to vendor specifications
2.2 Analyse and document effect of encryption technologies on required user roles and responsibilities
2.3 Submit encryption technologies analysis report and inform user impact to required users and organisational personnel

	3. Finalise encryption technologies 
	3.1 Evaluate implementation of encryption technologies according to encryption analysis report
3.2 Determine function and performance of encryption technologies
3.3 Seek user feedback on function and performance of encryption technologies
3.4 Document encryption issues and compromises and submit to organisational help desk support


[bookmark: O_698670][bookmark: _Toc13834836][bookmark: _Toc13835265]Foundation Skills
This section describes language, literacy, numeracy and employment skills incorporated in the performance criteria that are required for competent performance.
	Skill
	Description

	Reading
	· Interprets and analyses technical data to determine security requirements
· Identifies and interprets technical compromises from help desk records

	Writing
	· Prepares workplace documentation that incorporates an evaluation of technical information using specialised and cohesive language

	Teamwork
	· Determines the required form, channel and mode of communication for a specific purpose, according to own role

	Problem solving
	· Uses a combination of formal, logical planning processes and an increasingly intuitive knowledge of context to determine data security threats, risks and countermeasures
· Initiates standard procedures when responding to familiar problems to troubleshoot, debug and correct connectivity and security issues

	Self-management
	· Follows explicit and implicit protocols and meets expectations associated with own role
· Demonstrates knowledge of the purposes, specific functions and key features of industry standard digital systems and tools 
· Operates industry standard digital systems and tools effectively to complete routine tasks

	Technology
	· Manages and maintains data securely and actively monitors technology, notifying others if security becomes compromised
· Operates industry standard digital systems and tools effectively to complete routine tasks


[bookmark: O_698672][bookmark: _Toc13834837][bookmark: _Toc13835266]Unit Mapping Information
Supersedes and is equivalent to ICTNWK502 Implement secure encryption technologies.
[bookmark: O_698679][bookmark: _Toc13834838][bookmark: _Toc13835267]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc36802950][bookmark: _Toc41060328][bookmark: O_698674]Assessment Requirements for ICTNWK537 Implement secure encryption technologies
[bookmark: O_698675][bookmark: _Toc13834840][bookmark: _Toc13835269]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
· create and document a security plan for the encryption of at least two applications or solutions.

In the course of the above, the candidate must:
· carry out and evaluate encryption of applications or solutions
· analyse enterprise data security requirements 
· determine encryption methods.
[bookmark: O_698676][bookmark: _Toc13834841][bookmark: _Toc13835270]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
· industry standard certificate related infrastructure including certificate authorities, registration authorities, repository services
· industry standard symmetric key algorithms and their usage, including:
· advanced encryption standard (AES), data encryption standard (DES), triple data encryption algorithm (triple DES)
· Blowfish
· industry standard encryption types, including:
· public key, secret key, hash key
· encryption strength
· functions and features of:
· access control permissions
· digital signatures and timestamps
· symmetric encryption, asymmetric encryption and one-way encryption
· one-way message digests including:
· message digest algorithm 5 (MD5)
· secure hash algorithm (SHA)
· public key infrastructure (PKI), pretty good privacy (PGP) and GNU Privacy Guard (GnuPG)
· replay security processes and how to prevent them
· transmission control protocol and internet protocol (TCP/IP) protocols and applications
· wired equivalent privacy (WEP), Wi-Fi protected access (WPA) and Wi-Fi protected access 2 (WPA2).

[bookmark: O_698677][bookmark: _Toc13834842][bookmark: _Toc13835271]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry.  
This includes access to:
· a site where encryption installation may be conducted
· a live network
· servers
· industry standard encryption software
· industry standard encryption tools
· organisational security and encryption deliverables.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: O_698680][bookmark: _Toc13834843][bookmark: _Toc13835272]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc36802951][bookmark: _Toc41060329]ICTNWK538 Install and maintain valid authentication processes
[bookmark: O_698645][bookmark: O_698646][bookmark: _Toc13834845][bookmark: _Toc13835274]Application
This unit describes the skills and knowledge required to design, develop, install and maintain authentication processes and reduce vulnerability of a system.
It applies to individuals working in middle management roles including information security managers, network engineers, security analysts, or similar roles who are responsible for implementing and monitoring an organisational security management system.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: O_698649][bookmark: _Toc13834846][bookmark: _Toc13835275]Unit Sector
[bookmark: O_698650][bookmark: _Toc13834847][bookmark: _Toc13835276]Networking
Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Evaluate authentication requirements
	1.1 Determine user and organisational security requirements according to organisational security plan 
1.2 Identify and analyse authentication options according to user and organisational requirements
1.3 Determine required authentication and authorisation processes according to organisational policies and procedures 

	2. Configure authentication system
	2.1 Create required authentication realm and reuse according to authentication system and organisational requirements 
2.2 Add required users and authorisation rules to new realm according to authentication system requirements 
2.3 Determine user attributes and user attribute set-up according to authentication system requirements
2.4 Set up authentication filter and authorisation parameters according to authentication system requirements

	3. Apply authentication methods
	3.1 Develop and document authentication systems and protocols according to authentication system requirements
3.2 Develop, document and distribute user authentication system responsibilities to required personnel 
3.3 Apply authentication system to network and user according to system product and authentication system requirements
3.4 Record and securely store permission and configuration information according to authentication system requirements

	4. Monitor authentication system
	4.1 Review authentication system according to user security and quality of service requirements
4.2 Determine and document security monitoring, incident management and reporting processes according to organisational security plan
4.3 Submit documentation and respond to feedback from to required personnel
4.4 Seek and respond to feedback from required personnel according to organisational policies and procedures



[bookmark: O_698651][bookmark: _Toc13834848][bookmark: _Toc13835277]Foundation Skills
This section describes language, literacy, numeracy and employment skills incorporated in the performance criteria that are required for competent performance.
	Skill
	Description

	Reading
	· Interprets and analyses technical data to determine requirements according to user and organisational plans

	Writing
	· Prepares documentation detailing work performed according to organisational policies and procedures for a specific audience

	Planning and organising
	· Uses a combination of formal, logical planning processes and an increasingly intuitive knowledge of context to plan control methods and systems processes

	Problem solving
	· Demonstrates a high-level knowledge of ways in which digital systems and tools are used or could be used to achieve work goals and begins to recognise strategic and operational applications
· Uses intuition to identify authentication failure and security incidents and their general problem area
· Demonstrates an analytical thought processes to clarify goals and key issues and lateral thinking processes to generate possible solutions

	Self-management
	· Follows explicit and implicit protocols and meets expectations associated with own role
· Uses digital technologies and systems safely and securely when implementing and monitoring a system with a growing awareness of the permanence and transparency of all activities


[bookmark: O_698653][bookmark: _Toc13834849][bookmark: _Toc13835278]Unit Mapping Information
Supersedes and is equivalent to ICTNWK503 Install and maintain valid authentication processes.
[bookmark: O_698660][bookmark: _Toc13834850][bookmark: _Toc13835279]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2

[bookmark: _Toc36802952][bookmark: _Toc41060330]Assessment Requirements for ICTNWK538 Install and maintain valid authentication processes
[bookmark: O_698655][bookmark: O_698656][bookmark: _Toc13834852][bookmark: _Toc13835281]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
· design and deploy authentications solutions to a medium-sized business technology environment. 

In the course of the above, the candidate must:
· configure authentication software and tools
· align authentication processes to organisational requirements and industry standard best practices
· document work plans and processes.
[bookmark: O_698657][bookmark: _Toc13834853][bookmark: _Toc13835282]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
· problems and challenges associated with organisational authentication issues, including resource accounting through authentication
· industry standard virtual private network (VPN) issues, including:
· quality of service (QoS) considerations
· bandwidth
· dynamic security environment
· function and operation of VPN concepts
· authentication adaptors, including biometric authentication adaptors
· digital certificates, including:
· VeriSign
· X.509
· SSL
· function and operation of authentication controls and protocols including:
· passwords and personal identification numbers (PINs)
· smart cards biometric devices
· network authentication services including:
· Kerberos 
· NT LAN Manager (NTLM)
· features of common password protocols, including:
· challenge handshake authentication protocol (CHAP)
· challenge phrases
· password authentication protocol (PAP)
· remote authentication dial-in user service (RADIUS) authentication
· principles of security tokens.
[bookmark: O_698658][bookmark: _Toc13834854][bookmark: _Toc13835283]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
· a site or prototype where network authentication may be implemented and managed
· network support tools currently used in industry
· organisational security policies related to authentication
· manufacturers recommendations
· current authentication standards, including biometric authentication adaptors.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: O_698661][bookmark: _Toc13834855][bookmark: _Toc13835284]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc36802953][bookmark: _Toc41060331]ICTNWK539 Design and implement integrated server solutions
[bookmark: O_698626][bookmark: O_698627][bookmark: _Toc13834857][bookmark: _Toc13835286]Application
This unit describes the skills and knowledge required to design and implement network authentication models that allow users to log in using the same user credentials between multiple operating system platforms and that provides a secure method of file sharing on a single, shared network.
It applies to individuals working in network or systems engineering roles, where they are required to support multiple operating systems in a complex computing environment of medium-to-large organisational settings. 
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: O_698630][bookmark: _Toc13834858][bookmark: _Toc13835287]Unit Sector
Networking
[bookmark: O_698631][bookmark: _Toc13834859][bookmark: _Toc13835288]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Prepare to design and install integrated server solution
	1.1 Identify server integration requirements according to organisational network requirements
1.2 Determine deployment access requirements and user down times
1.3 Determine required authentication methods and protocols according to organisational network requirements
1.4 Identify additional installation preparation requirements and document preparation details according to organisational network requirements

	2. Design integrated server solution
	2.1 Analyse network operating systems integration and authentication methods according to network authentication model
2.2 Research redundancy and replication requirements for required authentication model
2.3 Design and document integrated server design

	3. Install and configure the integrated server solution 
	3.1 Implement integrated authentication solution according to server design specifications
3.2 Implement integrated file sharing solution according to server design specifications
3.3 Configure required integrated environment on required user workstations
3.4 Implement required integrated server environment security according to server design specifications

	4. Test and reconfigure network servers
	4.1 Test server performance and document outcomes according to network requirements
4.2 Analyse documented error report and identify system errors 
4.3 Diagnose and correct identified integration problems according to network requirements
4.4 Test and validate network server changes and additions against specifications

	5. Document and complete network design and installation
	5.1 Document server configuration and operational changes
5.2 Complete required documentation report and notification of server status
5.3 Clean up and restore worksite according to organisational requirements


[bookmark: O_698632][bookmark: _Toc13834860][bookmark: _Toc13835289]Foundation Skills
This section describes language, literacy, numeracy and employment skills incorporated in the performance criteria that are required for competent performance.
	Skill
	Description

	Numeracy
	· Analyses numerical information to take measurements, interpret results and evaluate performance and interoperability of network

	Reading
	· Interprets and analyses enterprise procedures, manuals and specifications to determine requirements

	Writing
	· Prepares workplace documentation that incorporates an evaluation of technical information and specialised and cohesive language in a format and style required for a specific audience

	Teamwork
	· Actively identifies the requirements of important communication exchanges, selecting channels, format, tone and content to suit purpose and audience

	Planning and organising
	· Uses a combination of formal, logical planning processes and an increasingly intuitive knowledge of context to plan, prioritise and monitor own work

	Problem solving
	· Makes a range of decisions in relatively complex situations, taking a range of constraints into account
· Initiates standard procedures and contingency management skills when responding to familiar problems to adapt configuration procedures to requirements of network and reconfigure, depending on differing operational contingencies, risk situations and environments

	Self-management
	· Demonstrates knowledge of the implications of legal and regulatory responsibilities related to own work

	Technology
	· Demonstrates knowledge of key principles and concepts underpinning design and operation of digital systems and tools and applies these when troubleshooting existing technology


[bookmark: O_698634][bookmark: _Toc13834861][bookmark: _Toc13835290]Unit Mapping Information
Supersedes and is equivalent to ICTNWK504 Design and implement an integrated server solution.
[bookmark: O_698641][bookmark: _Toc13834862][bookmark: _Toc13835291]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc36802954][bookmark: _Toc41060332][bookmark: O_698636][bookmark: O_698637]Assessment Requirements for ICTNWK539 Design and implement integrated server solutions
[bookmark: _Toc13835293][bookmark: _Toc13834864]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
· install and configure at least two integrated server solutions according to at least two produced integrated server design documents.

In the course of the above, the candidate must:
· produce design documents required to integrate multiple server operating systems for authentication, file sharing and security
· monitor and test the solution
· troubleshoot integration problems
· test and reconfigure network servers.
[bookmark: O_698638][bookmark: _Toc13834865][bookmark: _Toc13835294]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
· authentication methods and protocols, including:
· lightweight directory access protocol (LDAP)
· Kerberos
· industry standard network operating systems (NOS), including:
· operating system help and support utilities
· network file systems and sharing
· industry standard server applications, compatibility issues and resolution procedures, including:
· error and event logging and reporting procedures 
· file and print management
· high availability options for servers
· network service configuration and security
· industry standard performance monitoring tools and tuning options
· process of managing a project, including:
· process or task management 
· task scheduling utilities
· troubleshooting tools and techniques, including network diagnostic utilities
· user authentication and directory services.
[bookmark: O_698639][bookmark: _Toc13834866][bookmark: _Toc13835295]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
· a site where server installation may be conducted
· industry standard server specifications including:
· multiple operating system platforms
· cabling
· networked (LAN) computers
· server diagnostic software
· switching equipment
· client requirements
· workstations.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: O_698642][bookmark: _Toc13834867][bookmark: _Toc13835296]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc36802955][bookmark: _Toc41060333][bookmark: O_698607]ICTNWK540 Design, build and test network servers
[bookmark: O_698608][bookmark: _Toc13834869][bookmark: _Toc13835298]Application
This unit describes the skills and knowledge required to design, install and test servers in complex network environments.
It applies to individuals who are employed in network or systems engineering roles or similar, and are required to design and build network servers in a complex computing environment of medium-to-large organisations.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: O_698611][bookmark: _Toc13834870][bookmark: _Toc13835299]Unit Sector
[bookmark: _Toc13835300][bookmark: _Toc13834871]Networking
Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Plan and design network servers 
	1.1 Identify network server performance and data migration specifications according to organisational requirements 
1.2 Design and document configuration of network services and server applications according to organisational requirements
1.3 Prototype design and update documentation
1.4 Develop test plan and confirm alignment according to organisational requirements
1.5 Submit documented plan and obtain sign of from required personnel 

	2. Prepare for network server installation
	2.1 Identify safety hazards and implement risk control measures according to network design specifications
2.2 Determine network and user disruptions and communicate to required personnel 
2.3 Back up local data according to network design specifications 

	3. Build and configure servers 
	3.1 Install network operating system according to design specifications
3.2 Install additional tools and required third-party software applications according to network server requirements
3.3 Implement security design and patch operating system and application according to network design specifications
3.4 Configure network services, restore local data and provide automatic updates according to network design specifications
3.5 Implement security design to prevent unauthorised access to system according to network design specifications
3.6 Reconnect and reconfigure connectivity devices according to network server requirements
3.7 Configure update services to provide automatic updates for operating system and applications
3.8 Restore local data to new server
3.9 Implement backup and recovery methods and enable restoration capability in the event of a disaster

	4. Test and reconfigure network servers
	4.1 Test server and benchmark against network design specifications and document outcomes
4.2 Identify and remediate identified server operating issues according to network design specifications
4.3 Test and validate changes and additions against organisational requirements 

	5. Complete and document network design and installation process
	5.1 Document server configuration, server status and operational changes
5.2 Complete required documentation report and notification of server status
5.3 Clean up and restore worksite according to organisational requirements



[bookmark: O_698613][bookmark: _Toc13834872][bookmark: _Toc13835301]Foundation Skills
This section describes language, literacy, numeracy and employment skills incorporated in the performance criteria that are required for competent performance.
	Skill
	Description

	Learning
	· Demonstrates knowledge of ways in which digital systems and tools are used or could be used to achieve work goals and begins to recognise strategic and operational applications

	Numeracy
	· Analyses numerical information to take measurements, interpret results and evaluate performance and interoperability of network
· Uses mathematical formulas and calculations to estimate and plan project costs within a defined budget

	Reading
	· Interprets organisational procedures, manuals and specifications to determine requirements

	Writing
	· Prepares workplace documentation that incorporates an evaluation of technical information using specialised language in a format and style required for a specific audience

	Teamwork
	· Determines the required form, channel and mode of communication for a specific purpose, according to own role

	Planning and organising
	· Uses a combination of formal, logical planning processes and an increasingly intuitive knowledge of context to plan, prioritise and monitor own work

	Problem solving
	· Uses formal and informal processes to monitor implementation of solutions and reflect on outcomes
· Demonstrates effective decision making in relatively complex situations

	Self-management
	· Demonstrates knowledge of the nature and purpose of own role and associated responsibilities and how it contributes to the work of others
· Demonstrates and articulates knowledge of legislation and regulations required to own rights and responsibilities

	Technology
	· Uses digital technologies and systems safely and securely when implementing and monitoring a system, with a growing awareness of the permanence and transparency of all activities


Unit Mapping Information 
[bookmark: O_698615][bookmark: O_698622]Supersedes and is equivalent to ICTNWK505 Design, build and test a network server and ICTTEN514 Install, configure and test a server.
[bookmark: _Toc13835302][bookmark: _Toc13834873]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc36802956][bookmark: _Toc41060334]Assessment Requirements for ICTNWK540 Design, build and test network servers
[bookmark: O_698617][bookmark: O_698618][bookmark: _Toc13834875][bookmark: _Toc13835304]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
· produce a design report for at least one server with complex user and network service requirements 
· prepare and install a network server on at least one occasion.

In the course of the above, the candidate must:
· document work plans and processes
· configure a wide range of server network and security services, including:
· domain name system (DNS)
· dynamic host configuration protocol (DHCP)
· web and proxy mail
· file transfer protocol (FTP)
· firewall.
[bookmark: O_698619][bookmark: _Toc13834876][bookmark: _Toc13835305]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
· features of industry standard network operating systems (NOS)
· industry standard server applications compatibility issues and resolution procedures 
· industry standard network service configuration, including:
· domain name system (DNS)
· dynamic host configuration protocol (DHCP)
· file transfer protocol (FTP)
· mail
· network time protocol (NTP)
· proxy
· server messages block (SMB)
· web
· industry standard network service management including start, stop, restart and start on boot
· network service security features, including server firewall configuration
· troubleshooting tools and techniques including network diagnostic utilities
· Industry standard operating system installation and operation issues, including:
· installation media:
· boot process and diagnosing boot failures
· operating system rescue environment
· operating system help and support utilities
· performance monitoring tools and tuning options
· compatibility issues and resolution procedures
· high availability options for servers
· file and print management
· data security and storage measures required on  networked server, including:
· user authentication and directory services
· best practice procedures for implementing backup and recovery
· error and event logging and reporting
· storage options, including file systems and disk partitioning schemes.

[bookmark: O_698620][bookmark: _Toc13834877][bookmark: _Toc13835306]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
· a site where server installation may be conducted
· server specifications
· industry standard hardware 
· networked (LAN) computers
· server diagnostic software
· switching equipment
· organisational deliverables relating to building network servers 
· wide area network (WAN) service point of presence
· end user device.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: O_698623][bookmark: _Toc13834878][bookmark: _Toc13835307]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2



[bookmark: _Toc36802957][bookmark: _Toc41060335]ICTNWK541 Configure, verify and troubleshoot WAN links and IP services 
[bookmark: O_698588][bookmark: O_698589][bookmark: _Toc13834880][bookmark: _Toc13835309]Application
[bookmark: O_698592][bookmark: _Toc13834881][bookmark: _Toc13835310]This unit describes the skills and knowledge required to use required tools, equipment, software and protocols to install, operate and troubleshoot switches and routers in a medium-size enterprise network.
It applies to individuals who are employed in desk technician and network support technician roles.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
Unit Sector
Networking
[bookmark: O_698593][bookmark: _Toc13834882][bookmark: _Toc13835311]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Prepare to install medium enterprise Wide Area Network (WAN) links
	1.1 Review existing network design documentation and determine currency and completeness according to organisational requirements 
1.2 Analyse organisational security protocol requirements
1.3 Determine access and security requirements of required tools, equipment, software
1.4 Develop and document installation plans and detail prioritised tasks and contingency arrangements according to organisational requirements
1.5 Obtain installation plan sign off from required personnel 

	2. Configure WAN links
	2.1 Determine WAN connection method requirements according to installation plan specifications
2.2 Configure and verify required serial WAN configuration and WAN protocols according to vendor specifications
2.3 Configure required virtual private network (VPN) and site-to-site technology according to vendor specifications
2.4 Determine and configure an asymmetric digital subscriber line (ADSL) connection according to installation plan specifications

	3. Configure and verify IP services on a router
	3.1 Configure, implement and verify a Dynamic Host Configuration Protocol (DHCP) router operation according to vendor specifications
3.2 Configure and verify internet protocol version 6 (IPv6) addressing according to vendor specifications
3.3 Configure and verify the operation of network address translation (NAT) requirements according to installation plan specifications

	4. Secure a network using router services
	4.1 Determine purpose and types of access control lists (ACLs) according to installation plan specifications
4.2 Configure and apply ACLs according to network filtering requirements
4.3 Secure access to the network router according to installation plan specifications

	5. Troubleshoot medium enterprise WAN links
	5.1 Test WAN implementation links and align to installation plan service expectations
5.2 Respond and rectify identified WAN implementation issues
5.3 Document test results and rectification methods according to installation plan specifications
5.4 Seek and respond to feedback from required personnel



[bookmark: O_698594][bookmark: _Toc13834883][bookmark: _Toc13835312]Foundation Skills
This section describes language, literacy, numeracy and employment skills incorporated in the performance criteria that are required for competent performance.
	Skill
	Description

	Numeracy
	· Analyses numerical information to take measurements, interpret results and evaluate performance and interoperability of network

	Oral communication
	· Uses listening and questioning techniques to confirm requirements, articulate complex concepts and matters using required terminology to explain technical and business-related matters with required personnel

	Reading
	· Interprets and analyses technical information to determine requirements according to organisational needs

	Writing
	· Prepares workplace documentation which incorporates an evaluation of technical information and specialised language in a format and style for a specific audience

	Planning and organising
	· Uses a combination of formal, logical planning processes and an increasingly intuitive knowledge of context to plan, prioritise and monitor own work

	Problem solving
	· Demonstrates effective decision making for relatively complex situations and takes a range of factors into consideration
· Uses intuition to identify the general problem area, switching to analytical processes to clarify goals and key issues and lateral thinking processes to generate possible solutions

	Self-management
	· Demonstrates knowledge of the implications of legal and regulatory responsibilities related to own work
· Demonstrates knowledge of how strategic and operational applications are used or could be used to achieve work goals

	Technology
	· Demonstrates knowledge of the ways in which digital systems and tools are used or could be used to achieve work goals
· Uses digital technologies and systems safely and securely when implementing and monitoring a system, with a growing awareness of the permanence and transparency of all activities


[bookmark: O_698596][bookmark: _Toc13834884][bookmark: _Toc13835313]Unit Mapping Information
Supersedes and is equivalent to ICTNWK506 Configure, verify and troubleshoot WAN links and IP services in a medium enterprise network.
[bookmark: O_698603][bookmark: _Toc13834885][bookmark: _Toc13835314]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc36802958][bookmark: _Toc41060336][bookmark: O_698598]Assessment Requirements for ICTNWK541 Configure, verify and troubleshoot WAN links and IP services
[bookmark: O_698599][bookmark: _Toc13834887][bookmark: _Toc13835316]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
· install, configure and test Wide Area Networks (WAN) links on at least two occasions.

In the course of the above, the candidate must:
· plan and prepare for WAN link installation
· document finalised solutions for WAN links
· secure access to network router through access control lists.
[bookmark: O_698600][bookmark: _Toc13834888][bookmark: _Toc13835317]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
· industry standard operation and configuration of internet protocol version 6 (IPv6)
· industry standard router setup and operations, including:
· ACLs
· router command line interface (CLI) configuration
· router debug commands
· industry standard problems and solutions with WAN link installations.

[bookmark: O_698601][bookmark: _Toc13834889][bookmark: _Toc13835318]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
· [bookmark: _Hlk24305187]a site where network installation may be conducted
· small enterprise routers and switches
· network’s design documentation
· equipment specifications
· hardware and software required to install and operate small enterprise branch networks 
· end user device 
· policies and procedures pertaining to the installation and operation of a network

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: O_698604][bookmark: _Toc13834890][bookmark: _Toc13835319]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc36802959][bookmark: _Toc41060337][bookmark: O_698569]ICTNWK542 Install, operate and troubleshoot medium enterprise routers
[bookmark: O_698570][bookmark: _Toc13834892][bookmark: _Toc13835321]Application
This unit describes the skills and knowledge required to use tools, equipment, software and protocols to install, operate and troubleshoot medium enterprise routers.
It applies to individuals working as network technicians and network administrators or in other network support roles.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: O_698573][bookmark: _Toc13834893][bookmark: _Toc13835322]Unit Sector
Networking
[bookmark: O_698574][bookmark: _Toc13834894][bookmark: _Toc13835323]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Prepare to install router
	1.1 Identify and analyse existing router performance against organisational requirements 
1.2 Review existing network design documentation and determine alignment to organisational requirements 
1.3 Determine network element additions and upgrades according to organisational requirements
1.4 Develop and document installation plan and submit document to required personnel
1.5 Obtain installation plan sign off from required personnel 

	2. Configure basic router operation
	2.1 Determine basic routing requirements and operating parameters according to installation plan specifications
2.2 Select required media, cables, ports, connectors and connect routers to network devices and hosts according to installation plan specifications
2.3 Set basic parameters and router firmware according to installation plan specifications
2.4 Save and back up router configuration files according to installation plan specifications
2.5 Implement required router security and configure static and default routes according to installation plan specifications

	3. Configure dynamic classless routing protocols
	3.1 Calculate and apply required classless IP addressing scheme using variable length subnet mapping (VLSM) to a local area network (LAN) and a wide area network (WAN) environment according to router specifications
3.2 Configure and verify required classless routing protocols according to router specifications

	4. Apply troubleshooting processes 
	4.1 Troubleshoot device configuration and network connectivity according to network specifications
4.2 Identify and correct problems with IP addressing and host configurations according to network specifications
4.3 Seek and respond to feedback from required personnel



[bookmark: O_698575][bookmark: _Toc13834895][bookmark: _Toc13835324]Foundation Skills
This section describes language, literacy, numeracy and employment skills incorporated in the performance criteria that are required for competent performance.
	Skill
	Description

	Learning
	· Reflects on the ways in which digital systems and tools are, or could be, used to achieve work goals and have strategic and operational applications

	Numeracy
	· Analyses numerical information to take measurements, interpret results and evaluate the performance and interoperability of the network
· Adds, subtracts, multiples and divides basic and complex numbers

	Reading
	· Gathers, interprets and analyses technical and regulatory information, to determine the requirements according to client needs

	Writing
	· Uses factual information and industry-related terminology, to convey information to internal and external personnel on technical, operational and business-related matters

	Planning and organising
	· Uses a combination of formal, logical planning processes, intuitive knowledge of context to plan, prioritise and monitor own work and coordinate processes, in liaison with others

	Problem solving
	· Identifies the implications of legal and regulatory responsibilities related to own work
· Demonstrates a use of intuition to identify the general problem area, switching to analytical processes to clarify goals and key issues and uses lateral thinking processes to generate possible solutions

	Self-management
	· Makes decisions in relatively complex situations, taking a range of factors into consideration

	Technology
	· Uses digital technologies and systems safely and securely, when implementing and monitoring a system, with a growing awareness of the permanence and transparency of all activities


[bookmark: O_698577][bookmark: _Toc13834896][bookmark: _Toc13835325]Unit Mapping Information
Supersedes and is equivalent to ICTNWK507 Install, operate and troubleshoot medium enterprise routers.
[bookmark: O_698584][bookmark: _Toc13834897][bookmark: _Toc13835326]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
[bookmark: _Toc36802960][bookmark: _Toc41060338][bookmark: O_698579]
Assessment Requirements for ICTNWK542 Install, operate and troubleshoot medium enterprise routers
[bookmark: O_698580][bookmark: _Toc13834899][bookmark: _Toc13835328]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
· configure, install, manage and troubleshoot on medium enterprise routers on at least two occasions.

In the course of the above, the candidate must:
· apply network topologies, routing and security protocols.
[bookmark: O_698581][bookmark: _Toc13834900][bookmark: _Toc13835329]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
· industry standard routing concepts for medium enterprise network switches and routers
· classless routing protocols, including:
· open shortest path first (OSPF)
· routing information protocol (RIPv2)
· debug commands
· internet protocol version 4 (IPv4)
· purpose and basic operation of protocols in the open system interconnection (OSI) and transmission control protocol and internet protocol (TCP/IP) models
· router command line interface (CLI) configuration.
[bookmark: O_698582][bookmark: _Toc13834901][bookmark: _Toc13835330]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
· a site where network installation may be conducted
· small enterprise routers and switches
· network’s design documentation
· equipment specifications
· hardware and software required to install and operate small enterprise branch networks 
· end user device 
· policies and procedures pertaining to the installation and operation of a routers.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: O_698585][bookmark: _Toc13834902][bookmark: _Toc13835331]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc36802961][bookmark: _Toc41060339][bookmark: O_698550][bookmark: O_698551]ICTNWK543 Install, operate and troubleshoot medium enterprise switches
[bookmark: _Toc13835333][bookmark: _Toc13834904]Application
This unit describes the skills and knowledge required to use tools, equipment, software and protocols to install, operate and troubleshoot medium enterprise switches and routers.
It applies to individuals working as help desk technicians, network support technicians or in similar roles.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: O_698554][bookmark: _Toc13834905][bookmark: _Toc13835334]Unit Sector
Networking
[bookmark: O_698555][bookmark: _Toc13834906][bookmark: _Toc13835335]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Prepare to install  medium enterprise switch and router
	1.1 Identify and analyse existing switch and router performance against manufacturer expectations and organisational requirements
1.2 Review existing network design documentation and determine alignment to manufacturer expectations and organisational requirements 
1.3 Determine network element additions and upgrades  according to organisational requirements 
1.4 Develop and document installation plan and submit to required personnel
1.5 Obtain installation plan sign off from required personnel 

	2. Configure basic switch operation
	2.1 Determine network segmentation, traffic management and switching requirements according to installation plan specifications
2.2 Perform, save and verify initial switch configuration tasks according to installation plan specifications
2.3 Select required media, cables, ports and connectors and connect switches to network devices and hosts
2.4 Perform, save and verify initial switch configuration tasks and upgrade switch firmware
2.5 Save and back up switch configuration files and implement required switch security

	3. Configure and verify advanced switching functions
	3.1 Determine required switching technologies according to switch specifications
3.2 Configure and verify virtual local area networks (VLANs)
3.3 Configure and verify required trunks between switches and inter-VLAN routing 
3.4 Configure and verify required spanning tree protocol (STP) operations 

	4. Troubleshoot medium enterprise switches
	4.1 Troubleshoot device configuration and network connectivity according to switch specifications
4.2 Identify and resolve switched network issues according to technical requirements 
4.3 Seek and respond to feedback from required personnel



[bookmark: O_698556][bookmark: _Toc13834907][bookmark: _Toc13835336]Foundation Skills
This section describes language, literacy, numeracy and employment skills incorporated in the performance criteria that are required for competent performance.
	Skill
	Description

	Learning
	· Identifies implications of legal and regulatory responsibilities related to own work
· Reflects on the ways in which digital systems and tools are used or could be used to achieve work goals and have strategic and operational applications

	Numeracy
	· Analyses numerical information to take measurements, interpret results and evaluate performance and interoperability of network

	Reading
	· Gathers, interprets and analyses technical and regulatory information to determine requirements according to client needs

	Writing
	· Uses factual information and industry-related terminology to convey information to internal and external personnel on technical, operational and business-related matters

	Planning and organising
	· Uses a combination of formal, logical planning processes to plan, prioritise and monitor own work and coordinate processes in liaison with others and within different contexts

	Problem solving
	· Makes decisions in relatively complex situations, taking a range of factors into consideration
· May use intuition to identify general problem areas from complex issues, switching to analytical processes to clarify goals and key issues and uses lateral thinking processes to generate possible solutions

	Technology
	· Uses digital technologies and systems safely and securely when implementing and monitoring a system with a growing awareness of the permanence and transparency of all activities


[bookmark: O_698558][bookmark: _Toc13834908][bookmark: _Toc13835337]Unit Mapping Information
Supersedes and is equivalent to ICTNWK508 Install, operate and troubleshoot medium enterprise switches.
[bookmark: O_698565][bookmark: _Toc13834909][bookmark: _Toc13835338]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc36802962][bookmark: _Toc13834910][bookmark: _Toc41060340][bookmark: O_698560]Assessment Requirements for ICTNWK543 Install, operate and troubleshoot medium enterprise switches
[bookmark: O_698561][bookmark: _Toc13834911][bookmark: _Toc13835340]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
· prepare and install at least two medium enterprise switches 
· configure and test network elements on at least two occasions.

In the course of the above, the candidate must:
· apply network topologies, protocols and security issues
· apply solutions and troubleshoot defined network problems.
[bookmark: O_698562][bookmark: _Toc13834912][bookmark: _Toc13835341]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
· switches and their operation
· industry standard installation requirements of switches, including:
· debug commands
· routing between virtual local area networks (VLANs)
· spanning tree protocol (STP)
· switch command line interface (CLI) commands
· switch security, including:
· port deactivation
· port security
· secure shell (SSH)
· advanced switching technologies
· common network switching issues
· industry standard network and related equipment.
[bookmark: O_698563][bookmark: _Toc13834913][bookmark: _Toc13835342]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry.  
This includes access to:
· a site where network installation may be conducted
· enterprise switches and operating systems
· equipment specifications
· hardware and software required to install and operate medium enterprise switches
· end user device
· policies and procedures pertaining to the installation and operation of enterprise switches.
[bookmark: _Toc13835343][bookmark: _Toc13834914]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc36802963][bookmark: _Toc41060341][bookmark: O_698531][bookmark: O_698532]ICTNWK544 Design and implement a security perimeter for ICT networks
[bookmark: _Toc13835345][bookmark: _Toc13834916]Application
This unit describes the skills and knowledge required to build a high performance, high security, failure resistant security perimeter for an enterprise Information and Communications Technology (ICT) network.
It applies to individuals with advanced ICT expertise and work in roles including middle managers, information security managers, network engineers, network technicians, security analysts or similar.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: O_698535][bookmark: _Toc13834917][bookmark: _Toc13835346]Unit Sector
Networking
[bookmark: O_698536][bookmark: _Toc13834918][bookmark: _Toc13835347]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Plan and design firewall solution
	1.1 Identify organisational and industry standard security threats according to organisational policies and procedures
1.2 Determine required firewall security according to organisational requirements
1.3 Research and identify available perimeter security options according to organisational requirements
1.4 Design security perimeter according to organisational requirements

	2. Configure perimeter to secure network 
	2.1 Deploy required perimeter devices according to network security requirements
2.2 Configure required perimeter topology according to network security requirements
2.3 Configure basic functionality of devices according to network security requirements
2.4 Configure required advanced functions according to network security requirements

	3. Design and configure network devices 
	3.1 Back up device configuration according to network security requirements
3.2 Design and configure perimeter and enable continuity of service during devices upgrades
3.3 Design and configure perimeter and enable continuity of service in event of device

	4. Configure VPN solution
	4.1 Configure perimeter for site-to-site virtual private networks (VPNs)
4.2 Configure perimeter as a remote access VPN server
4.3 Configure perimeter to allow VPN tunnel forwarding
4.4 Diagnose and resolve VPN connectivity issues according to network security requirements

	5. Test design performance 
	5.1 Test required functionality of basic features according to network security requirements
5.2 Test required functionality of advanced features according to network security requirements
5.3 Perform required penetration testing and verify perimeter against security requirements
5.4 Document functionality performance results and submit to required personnel



[bookmark: O_698537][bookmark: _Toc13834919][bookmark: _Toc13835348]Foundation Skills
This section describes language, literacy, numeracy and employment skills incorporated in the performance criteria that are required for competent performance.
	Skill
	Description

	Numeracy
	· Selects from and applies an expanding range of mathematical and problem-solving strategies to design and configure advanced features of perimeter devices and an integrated VPN solution

	Reading
	· Gathers, interprets and analyses technical and enterprise information to determine requirements according to client needs

	Writing
	· Uses factual information and industry related terminology to convey complex technical information and notes security breaches for client records to clients on technical, operational and business-related matters

	Planning and organising
	· Uses a combination of formal, logical planning processes to plan, prioritise and monitor own work and coordinate processes in liaison with others and within different contexts

	Problem solving
	· Makes decisions in relatively complex situations, taking a range of factors into consideration
· May use intuition to identify general problem areas from complex issues and switching to analytical processes to meet security requirements and resolve other technical problems

	Self-management
	· Identifies digital systems and tools are used or could be used to achieve work goals and begins to recognise strategic and operational applications

	Technology
	· Uses digital technologies and systems safely and securely when implementing and monitoring a system, with a growing awareness of the permanence and transparency of all activities


[bookmark: O_698539][bookmark: _Toc13834920][bookmark: _Toc13835349]Unit Mapping Information
Supersedes and is equivalent to ICTNWK509 Design and implement a security perimeter for ICT networks.
[bookmark: O_698546][bookmark: _Toc13834921][bookmark: _Toc13835350]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc36802964][bookmark: _Toc41060342]Assessment Requirements for ICTNWK544 Design and implement a security perimeter for ICT networks
[bookmark: O_698541][bookmark: O_698542][bookmark: _Toc13834923][bookmark: _Toc13835352]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
· design, configure and test a security perimeter and integrated VPN solution on network devices on at least one occasion.

In the course of the above, the candidate must:
· design and configure a firewall solution and network devices
· conduct testing of the performance of the perimeter of security devices
· document functionality performance results and the finalised process.
[bookmark: O_698543][bookmark: _Toc13834924][bookmark: _Toc13835353]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
· industry standard emerging security issues and the requirement for security policies
· industry standard security perimeter issues related to networks, including:
· security technologies according to perimeter design
· weaknesses of installed perimeter design
· principles and techniques for designing and implementing a security perimeter, including:
· software and hardware perimeter solutions
· organisational network infrastructure
· auditing and penetration testing techniques
· logging analysis techniques.
[bookmark: O_698544][bookmark: _Toc13834925][bookmark: _Toc13835354]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
· site or prototype where perimeter security may be implemented and managed
· perimeter devices
· organisational security requirements.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: O_698547][bookmark: _Toc13834926][bookmark: _Toc13835355]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc36802965][bookmark: _Toc41060343]ICTNWK545 Develop, implement and evaluate systems and applications security
[bookmark: O_698512][bookmark: O_698513][bookmark: _Toc13834928][bookmark: _Toc13835357]Application
This unit describes the skills and knowledge required to develop, implement and evaluate information security in an Information and Communications Technology (ICT) system or application during the system development life cycle (SDLC) and prior to the operations and maintenance phase.
It applies to individuals who work as network managers and required to handle system and application security from the development phase through implementation to evaluation. 
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: O_698516][bookmark: _Toc13834929][bookmark: _Toc13835358]Unit Sector
Networking
[bookmark: O_698517][bookmark: _Toc13834930][bookmark: _Toc13835359]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Develop system and application security
	1.1 Identify organisational ICT system and application security  requirements 
1.2 Determine and document ICT system and application security plan according to organisational requirements
1.3 Identify risk-based audit performance criteria against the ICT system or application
1.4 Develop and document required mitigation of vulnerabilities processes and procedures
1.5 Integrate information security requirements, controls, processes and procedures into ICT system and application design specifications

	2. Implement system and application security
	2.1 Execute and verify operational compliance according to technical and organisational requirements
2.2 Perform required configuration management practices and mitigate introduction of vulnerabilities
2.3 Validate and re-engineer ICT system and application security controls and operations phase vulnerabilities
2.4 Document ICT system and application security controls according to organisational policies and procedures

	3. Evaluate system and application security
	3.1 Assess effectiveness of information system controls against required risk management practices and procedures
3.2 Assess and evaluate system compliance against organisational requirements
3.3 Assess system maturation and readiness for promotion to production stage according to organisational requirements 
3.4 Document assessment findings and submit to required personnel



[bookmark: O_698518][bookmark: _Toc13834931][bookmark: _Toc13835360]Foundation Skills
This section describes language, literacy, numeracy and employment skills incorporated in the performance criteria that are required for competent performance.
	Skill
	Description

	Reading
	· Gathers, interprets and analyses technical and regulatory information to determine requirements according to client needs

	Writing
	· Uses factual information and industry related terminology to produce workplace documents

	Planning and organising
	· Uses a combination of formal, logical planning processes to plan, prioritise and monitor own work and coordinate processes in liaison with others and within different contexts

	Problem solving
	· Identifies sophisticated principles, concepts, nuance, language and practices associated with the digital world and uses these to troubleshoot and reduce risks
· Uses digital tools to access and organise complex data and analyse multiple sources of information for strategic purpose
· Makes a range of critical decisions in relatively complex situations, taking a range of constraints into account

	Self-management
	· Identifies and considers required policies and legislative requirements in the development of system security processes

	Technology
	·  Monitors and controls access to digitally stored and transmitted information



[bookmark: O_698520][bookmark: _Toc13834932][bookmark: _Toc13835361]Unit Mapping Information
Supersedes and is equivalent to ICTNWK510 Develop, implement and evaluate system and application security.

[bookmark: O_698527][bookmark: _Toc13834933][bookmark: _Toc13835362]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc36802966][bookmark: _Toc41060344][bookmark: O_698522]Assessment Requirements for ICTNWK545 Develop, implement and evaluate systems and applications security
[bookmark: O_698523][bookmark: _Toc13834935][bookmark: _Toc13835364]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
· create and implement an Information and Communications Technology (ICT) system and application security plan on at least one occasion.
[bookmark: O_698524][bookmark: _Toc13834936][bookmark: _Toc13835365]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
· industry standard programming languages
· industry standard best practices in application of language syntax rules, including:
· data structures
· graphical user interfaces (GUIs)
· small-size application development
· legislation, regulations and codes of practice that impact on network security
· threats and risks to the security environment
· security assurance specifications
· risk assessment process required in evaluating system vulnerabilities, including:
· risk mitigation
· security control selection
· implementation and evaluation process
· software security standards compliance.
[bookmark: O_698525][bookmark: _Toc13834937][bookmark: _Toc13835366]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
· ICT business specifications
· information on security environment, including:
· laws and legislation
· existing organisational security policies
· organisational expertise and knowledge
· application and system scenarios.
[bookmark: O_698528][bookmark: _Toc13834938][bookmark: _Toc13835367]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc36802967][bookmark: _Toc41060345]ICTNWK546 Manage network security
[bookmark: O_698474][bookmark: O_698475][bookmark: _Toc13834940][bookmark: _Toc13835369]Application
This unit describes the skills and knowledge required to implement and manage security functions throughout a network.
It applies to individuals with Information and Communications Technology (ICT) expertise and lead the development of strategic reviews of security and provide technical advice, guidance and leadership in resolution of specified problems.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: O_698478][bookmark: _Toc13834941][bookmark: _Toc13835370]Unit Sector
Networking
[bookmark: O_698479][bookmark: _Toc13834942][bookmark: _Toc13835371]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Plan security design process
	1.1 Define planning phase for network security design according to organisational requirements
1.2 Define building phase for network security design according to organisational requirements
1.3 Define managing phase for network security design according to organisational requirements

	2. Identify threats to network security
	2.1 Determine major threat themes to network security 
2.2 Determine the potential origin of major threats according to network security design specifications
2.3 Identify industry standard common network vulnerability types
2.4 Design and document threat model according to network security design specifications

	3. Analyse security risks
	3.1 Determine required elements of risk management according to network security design specifications
3.2 Identify organisational assets requiring protection
3.3 Categorise and document assets and determine their value according to organisational requirements
3.4 Determine and document risk management plan according to organisational requirements 

	4. Create a security design
	4.1 Determine attacker scenarios and threats according to network security design specifications
4.2 Design and document  network components security measures
4.3 Develop and document security policies
4.4 Submit document to required personnel and seek and respond to feedback

	5. Design security incidents response
	5.1 Design and document auditing and incidents response procedure
5.2 Submit to required personnel, seek and respond to feedback



[bookmark: O_698480][bookmark: _Toc13834943][bookmark: _Toc13835372]Foundation Skills
This section describes language, literacy, numeracy and employment skills incorporated in the performance criteria that are required for competent performance.
	Skill
	Description

	Numeracy
	· Calculates equipment costs in order to assess their business-related value

	Oral communication
	· Uses active listening, observational and questioning techniques in order to identify different perspectives and confirm and clarify knowledge

	Writing
	· Uses factual information and industry related terminology to develop organisational plans, security policies and document security breaches

	Problem solving
	· Identifies and applies complex principles, concepts, language and practices associated with the digital world and uses these to troubleshoot and reduce risks
· Uses digital tools to access and organise complex data and analyse multiple sources of information for strategic purposes


[bookmark: O_698482][bookmark: _Toc13834944][bookmark: _Toc13835373]Unit Mapping Information
Supersedes and is equivalent to ICTNWK511 Manage network security and ICTTEN811 Evaluate and apply network security.

[bookmark: O_698489][bookmark: _Toc13834945][bookmark: _Toc13835374]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc36802968][bookmark: _Toc41060346][bookmark: O_698484][bookmark: O_698485]Assessment Requirements for ICTNWK546 Manage network security
[bookmark: _Toc13835376][bookmark: _Toc13834947]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
· evaluate security information and use it to plan control methods and countermeasures to manage prescribed network security requirements on at least one occasion.

In the course of the above, the candidate must:
· document plans, policies and processes.
[bookmark: O_698486][bookmark: _Toc13834948][bookmark: _Toc13835377]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
· industry standard ICT networks and their configuration
· network attacks, vulnerabilities and related weaknesses of installed infrastructure, including:
· security technologies
· emerging security issues
· network security measures, including:
· auditing and penetration testing techniques
· logging analysis techniques
· organisational network infrastructure
· capabilities of software and hardware solutions
· general features of emerging security policies, with depth in security procedures
· network management and security process controls
· network security implementation risk management plans and procedures, including:
· network security planning
· implementation
· cost analysis and budgeting.
[bookmark: O_698487][bookmark: _Toc13834949][bookmark: _Toc13835378]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
· a site or prototype where network security may be implemented and managed
· network support tools currently used in industry
· organisational security policies, manufacturer recommendations and security standards

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: O_698490][bookmark: _Toc13834950][bookmark: _Toc13835379]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc36802969][bookmark: _Toc41060347][bookmark: O_698455][bookmark: O_698456]ICTNWK547 Manage system security on operational systems
[bookmark: _Toc13835381][bookmark: _Toc13834952]Application
This unit describes the skills and knowledge required to implement and manage security on an operational system.
It applies to individuals working in middle management or leadership roles and are responsible for implementing and managing the organisations security management system. 
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: O_698459][bookmark: _Toc13834953][bookmark: _Toc13835382]Unit Sector
Networking
[bookmark: O_698460][bookmark: _Toc13834954][bookmark: _Toc13835383]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Analyse threats to system
	1.1 Evaluate network security system and determine the level of alignment to organisational requirements
1.2 Conduct risk analysis on network security system and document outcomes
1.3 Identify and evaluate system threats and document findings according to organisational requirements
1.4 Identify and document system user interactions 

	2. Determine risk category
	2.1 Conduct risk assessment on network security system and categorise risks
2.2 Conduct risk assessment on human operations and interactions with network security system and categorise risks
2.3 Match risk plans to risk categories according to risk assessment levels
2.4 Determine and plan resources by risk categories according to risk assessment levels

	3. Identify required controls
	3.1 Devise and implement risk management controls according to system security requirements
3.2 Plan and document required system-related user policies and procedures 
3.3 Identify high-risk categories at specified periods according to risk assessment levels
3.4 Categorise and record system breakdowns according to organisational requirements

	4. Implement controls in the system
	4.1 Develop a management system security plan according to risk assessment levels and system security requirements
4.2 Develop security recovery plan according to risk assessment levels and system security requirements
4.3 Implement system controls and reduce risks in human interaction with the system

	5. Monitor system tools and procedures
	5.1 Conduct a management review process and monitor risks 
5.2 Review risk analysis process against security vendor benchmarks, security specialists and organisational requirements 
5.3 Determine and document re-evaluation system to identify new threats and risks
5.4 Submit all documentation to required personnel, and seek and respond to feedback



[bookmark: O_698461][bookmark: _Toc13834955][bookmark: _Toc13835384]Foundation Skills
This section describes language, literacy, numeracy and employment skills incorporated in the performance criteria that are required for competent performance.
	Skill
	Description

	Learning
	· Demonstrates an increasing capacity to manipulate oral, visual and or written formats to achieve a specific purpose with full command of vocabulary required to context

	Reading
	· Gathers, interprets and analyses technical and enterprise information to determine requirements according to client needs

	Writing
	· Prepares information that incorporates a synthesis of knowledge, using Information and Communications Technology (ICT) terminology and cohesive language in a format and style required to a specific audience

	Teamwork
	· Recognises and addresses complex problems involving participation in group solutions and analysis and resolving issues for a mixed mode environment of people and systems processes

	Planning and organising
	· Uses digital tools to access and organise complex data and analyse multiple sources of information for strategic purposes
· Uses a combination of formal and logical planning processes and an increasingly intuitive knowledge of context to develop a security plan and a security recovery plan

	Problem solving
	· Identifies and applies complex principles, concepts, language and practices associated with the digital world and uses these to troubleshoot and reduce risks
· Makes a range of critical decisions in relatively complex situations, taking a range of constraints into account

	Self-management
	· Takes full responsibility for identifying and considering required policies and procedures when managing a security system
· Monitors and controls access to digitally stored and transmitted information


[bookmark: O_698463][bookmark: _Toc13834956][bookmark: _Toc13835385]Unit Mapping Information
Supersedes and is equivalent to ICTNWK513 Manage system security.
[bookmark: O_698470][bookmark: _Toc13834957][bookmark: _Toc13835386]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc36802970][bookmark: _Toc41060348][bookmark: O_698465]Assessment Requirements for ICTNWK547 Manage system security on operational systems
[bookmark: O_698466][bookmark: _Toc13834959][bookmark: _Toc13835388]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
· conduct a network security system evaluation on at least one occasion
· develop a security plan and security recovery plan on at least one occasion
· implement controls within the security system on at least one occasion.

In the course of the above, the candidate must:
· implement and manage security functions on a system
· conduct a risk assessment
· set up effective controls to manage risk
· monitor risks and controls
· review risk analysis process
· document finalised plans.
[bookmark: O_698467][bookmark: _Toc13834960][bookmark: _Toc13835389]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
· industry standard security technologies
· industry standard risk analysis procedures, including:
· general features and 
· security procedures
· security requirements of an organisation, including:
· industry standard threats to security
· security techniques and technologies 
· systems management and process control in relation to security
· industry standard systems technologies, including their general features and capabilities.
[bookmark: O_698468][bookmark: _Toc13834961][bookmark: _Toc13835390]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
· a site where system security may be implemented and managed
· use of utility tools currently used in industry
· organisational security policies
· manufacturer recommendations
· security standards.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: O_698471][bookmark: _Toc13834962][bookmark: _Toc13835391]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc36802971][bookmark: _Toc41060349]ICTNWK548 Model preferred system solutions
[bookmark: O_698436][bookmark: O_698437][bookmark: _Toc13834964][bookmark: _Toc13835393]Application
This unit describes the skills and knowledge required to fit a physical model into the design phase of the methodology.
It applies to individuals working as system designers or similar and are required to model proposed solutions.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: O_698440][bookmark: _Toc13834965][bookmark: _Toc13835394]Unit Sector
Networking
[bookmark: O_698441][bookmark: _Toc13834966][bookmark: _Toc13835395]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Review and confirm system requirements 
	1.1 Determine and clarify organisation’s required system solutions with required personnel
1.2 Identify organisational standards and methods for developing models
1.3 Identify assumptions and incorporate into modelling process
1.4 Identify goals and resolve into task requirements
1.5 Determine and document task plan according to organisational policies and procedures 

	2. Resolve conflicts and inconsistencies
	2.1 Identify missed opportunities arising from previous and current model development 
2.2 Identify bottlenecks, overlooked functionalities and other required issues
2.3 Determine and document resolution process according to organisational policies and procedures

	3. Build and test model
	3.1 Develop and document model plan and implement existing architecture 
3.2 Submit documented plan to required personnel
3.3 Seek and respond to plan feedback from required personnel
3.4 Test model against test plan specifications
3.5 Document test data and confirm that test procedures validate performance of model

	4. Finalise workable solution
	4.1 Confirm consensus views of key information and communications technology (ICT) stakeholders is represented in model
4.2 Submit model to required ICT stakeholders for review and to confirm common knowledge of model and proposed solution
4.3 Submit model to required person for sign-off



[bookmark: O_698442][bookmark: _Toc13834967][bookmark: _Toc13835396]Foundation Skills
This section describes language, literacy, numeracy and employment skills incorporated in the performance criteria that are required for competent performance.
	Skill
	Description

	Learning
	· Uses a combination of formal and logical planning processes and an increasingly intuitive knowledge of context to set benchmarks and identify project scope when developing a model

	Reading
	· Interprets technical material and organisational standards to determine job requirements

	Writing
	· Develops material for a specific audience, using clear and detailed language to convey explicit information, requirements and recommendations

	Teamwork
	· Identifies the requirements of important communication exchanges, selecting required channels, format, tone and content to suit purpose and audience

	Problem solving
	· Identifies and applies complex principles, concepts, language and practices associated with the digital world
· Uses digital tools to access and organise complex data and analyse multiple sources of information for strategic purposes
· Makes a range of critical decisions in relatively complex situations, taking a range of constraints into account
· Identifies and addresses complex problems in systems models and may seek advice from required experts

	Self-management
	· Takes full responsibility for identifying and considering required policies and requirements in the development of preferred system solutions
· Monitors and controls access to digitally stored and transmitted information


[bookmark: O_698444][bookmark: _Toc13834968][bookmark: _Toc13835397]Unit Mapping Information
Supersedes and is equivalent to ICTNWK514 Model preferred system solutions.

[bookmark: O_698451][bookmark: _Toc13834969][bookmark: _Toc13835398]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc36802972][bookmark: _Toc41060350][bookmark: O_698446]Assessment Requirements for ICTNWK548 Model preferred system solutions
[bookmark: O_698447][bookmark: _Toc13834971][bookmark: _Toc13835400]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
· identify and resolve model conflicts and build a model using at least two development tools and test on at least one occasion.

In the course of the above, the candidate must:
· document finalised plan 
· analyse organisation’s required outcomes
· develop specific areas of a system for further information or to confirm a software or hardware direction
· identify opportunities for expansion of the model. 
[bookmark: O_698448][bookmark: _Toc13834972][bookmark: _Toc13835401]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
· organisational business domain in relation to the organisational structure
· functions and features of:
· development and test tools
· industry standard hardware and software products and standards
· industry standard explain modelling techniques
· systems development methodologies.

[bookmark: O_698449][bookmark: _Toc13834973][bookmark: _Toc13835402]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
· acceptance criteria
· client requirements
· organisational and process goals
· project budget
· project deliverables
· standards for model development
· technical specifications
· test plans.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: O_698452][bookmark: _Toc13834974][bookmark: _Toc13835403]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc36802973][bookmark: _Toc41060351]ICTNWK549 Design ICT security frameworks
[bookmark: O_698341][bookmark: O_698342][bookmark: _Toc13834976][bookmark: _Toc13835405]Application
This unit describes the skills and knowledge required to evaluate Information and Communications Technology (ICT) security requirements for a new system and to plan for controls and contingencies.
It applies to individuals working in senior roles in the networking area who are required to design security for new ICT systems or similar.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: O_698345][bookmark: _Toc13834977][bookmark: _Toc13835406]Unit Sector
Networking
[bookmark: O_698346][bookmark: _Toc13834978][bookmark: _Toc13835407]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Research ICT security requirements
	1.1 Analyse and determine statutory, commercial and application security requirements
1.2 Assess impact on the existing ICT system
1.3 Identify additional ICT security requirements
1.4 Document security requirements and submit for approval from required personnel

	2. Conduct risk analysis
	2.1 Identify internal and external security threats according to organisational security requirements
2.2 Develop security alleviation controls and contingencies according to organisational security requirements
2.3 Determine costs and additional resource requirements associated with contingencies
2.4 Conduct and document risk assessment recommendations
2.5 Submit to required personnel for feedback

	3. Develop ICT security policy and operational procedures
	3.1 Develop security policies and align to organisational security strategy
3.2 Create and document work procedures and align to organisational security policies
3.3 Document operating procedures 
3.4 Submit all documentation to required personnel for feedback



[bookmark: O_698347][bookmark: _Toc13834979][bookmark: _Toc13835408]Foundation Skills
This section describes language, literacy, numeracy and employment skills incorporated in the performance criteria that are required for competent performance.
	Skill
	Description

	Learning
	· Demonstrate operation from a broad conceptual plan, developing the operational detail in stages and regularly reviewing priorities and performance

	Numeracy
	· Interprets numerical data to develop a broad plan, budget and strategy

	Oral communication
	· Uses listening and questioning skills to confirm knowledge for requirements and articulates information clearly and concisely

	Reading
	· Demonstrates knowledge and knowledge of legislative, organisational and technical material to determine job requirements

	Writing
	· Develops a broad range of procedural material for a specific audience, using clear and detailed language to convey explicit information, requirements and recommendations

	Teamwork
	· Identifies the requirements of important communication exchanges, selecting required channels, format, tone and content to suit purpose and audience

	Problem solving
	· Identifies and applies complex principles, concepts, language and practices associated with the digital world

	Self-management
	· Identifies and applies complex own legal rights and responsibilities and understands general legal principles applicable across work contexts
· Takes responsibility for high-impact decisions in complex situations involving many variables and constraints
· Recognises complex anomalies and subtle deviations to normal expectations, focussing attention on critical issues and variables

	Technology
	· Uses digital technologies and systems safely and legally when gathering, storing, accessing and sharing information, with a growing awareness of the permanence and transparency of all activities


[bookmark: O_698349][bookmark: _Toc13834980][bookmark: _Toc13835409]Unit Mapping Information
Supersedes and is equivalent to ICTNWK519 Design an ICT security framework.
[bookmark: O_698356][bookmark: _Toc13834981][bookmark: _Toc13835410]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2 

[bookmark: _Toc36802974][bookmark: _Toc41060352]Assessment Requirements for ICTNWK549 Design an ICT security frameworks
[bookmark: O_698351][bookmark: O_698352][bookmark: _Toc13834983][bookmark: _Toc13835412]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
· determine and develop security policies and operating procedures on at least one occasion. 

In the course of the above, the candidate must:
· conduct risk analysis
· analyse and identify organisation’s security requirements
· research and assess security framework requirements with consideration of statutory and commercial requirements
· identify associated costs.
[bookmark: O_698353][bookmark: _Toc13834984][bookmark: _Toc13835413]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
· industry standard design criteria for a security framework, including:
· organisation’s business domain
· legislation relating to Information and Communications Technology (ICT) security
· current industry standard hardware
· current industry standard software products
· industry standard security features and capabilities
· operating systems
· risk relating to ICT security
· industry standard security considerations for businesses, including:
· typical environments
· threats
· policies and strategies.
[bookmark: O_698354][bookmark: _Toc13834985][bookmark: _Toc13835414]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
· information on the security environment
· laws and legislation relevant to ICT security
· existing organisational security policies
· security environment, which also includes the threats to security that are, or are held to be, present in the environment
· risk analysis tools.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: O_698357][bookmark: _Toc13834986][bookmark: _Toc13835415]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc36802975][bookmark: _Toc41060353]ICTNWK550 Design ICT system security controls
[bookmark: O_698265][bookmark: O_698266][bookmark: _Toc13834988][bookmark: _Toc13835417]Application
This unit describes the skills and knowledge required to design the security controls that confirm that an Information and Communications Technology (ICT) system is both physically and legally secure.
It applies to individuals in a range of ICT areas who are required to guarantee the security of ICT systems.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: O_698269][bookmark: _Toc13834989][bookmark: _Toc13835418]Unit Sector
Networking
[bookmark: O_698270][bookmark: _Toc13834990][bookmark: _Toc13835419]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Review organisational security policy and procedures
	1.1 Analyse business environment and identify organisational system security controls requirements
1.2 Determine legislative requirement for ICT security and impact on organisational requirements
1.3 Identify organisational ICT security threats
1.4 Document analysis findings and security requirements and submit to required personnel for approval 
1.5 Seek and respond to feedback from required personnel as required

	2. Develop security plan
	2.1 Identify potential security attacks, threats and risks
2.2 Prioritise, categorise and document assessment results 
2.3 Determine and document security plan according to organisational requirements
2.4 Submit plan to required personnel and seek feedback 
2.5 Integrate approved changes into security plan and confirm compliance with statutory requirements

	3. Implement system controls 
	3.1 Implement security controls according to security plan and confirm minimum risk of security breaches
3.2 Monitor each phase of implementation and determine organisational impact
3.3 Document implementation process according to organisational requirements
3.4 Plan risk assessment review process according to organisational requirements


[bookmark: O_698271][bookmark: _Toc13834991][bookmark: _Toc13835420]Foundation Skills
This section describes language, literacy, numeracy and employment skills incorporated in the performance criteria that are required for competent performance.
	Skill
	Description

	Oral communication
	· Uses listening and questioning skills to confirm requirements, articulate and present complex concepts and matters using required terminology for intended audience

	Reading
	· Interprets legislative, organisational and technical material to determine job requirements

	Writing
	· Develops a broad range of business reports for a specific audience, using clear and detailed language to convey explicit information, requirements and recommendations

	Planning and organising
	· Operates from a broad conceptual plan, developing the operational detail in stages, regularly reviewing priorities and performance during implementation and identifying and addressing issues

	Problem solving
	· Monitors outcomes of decisions, considering results from a range of perspectives and identifying key concepts and principles that may be adaptable in the future

	Self-management
	· Identifies and applies complex legislative or regulatory requirements required to own role and considers implications of any changes when planning and undertaking work

	Technology
	· Identifies and applies complex  principles, concepts, language and practices associated with the digital world
· Monitors and controls access to digitally stored and transmitted information


[bookmark: O_698273][bookmark: _Toc13834992][bookmark: _Toc13835421]Unit Mapping Information
Supersedes and is equivalent to ICTNWK520 Design ICT system security controls.

[bookmark: O_698280][bookmark: _Toc13834993][bookmark: _Toc13835422]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc36802976][bookmark: _Toc41060354]Assessment Requirements for ICTNWK550 Design ICT system security controls
[bookmark: O_698275][bookmark: O_698276][bookmark: _Toc13834995][bookmark: _Toc13835424]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
· review organisations existing security policies and procedures and design and document security procedures and controls for a system on at least one occasion.

In the course of the above, the candidate must:
· oversee the implementation and evaluation of the strategy.
[bookmark: O_698277][bookmark: _Toc13834996][bookmark: _Toc13835425]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
· communications security, including human organisational interactions
· procedures for conducting information security risk assessments
· internet security technologies and processes, including:
· firewalls
· physical security
· security testing methods for performing security tests
· wireless security
· security threats
· the impact of security policies, plans and strategies
· general features of specific security technology
· risk assessment
· current industry standard security processes, including general features and capabilities of software and hardware solutions
· legislative requirements and ethical standards expected when considering security controls, including:
· ethics in Information and Communications Technology (ICT) 
· privacy issues.
[bookmark: O_698278][bookmark: _Toc13834997][bookmark: _Toc13835426]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
· ICT security assurance specifications
· probability, frequency and severity of direct and indirect harm, loss or misuse of the ICT system
· risk analysis tools and methodologies
· an ICT environment in which there are security risks
· legislation, regulations and standards relating to security
· existing organisational security policies.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: O_698281][bookmark: _Toc13834998][bookmark: _Toc13835427]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
[bookmark: _Toc36802977][bookmark: _Toc41060355][bookmark: O_696197][bookmark: O_696198]
ICTNWK551 Build decks using wireless markup language
[bookmark: _Toc13835441][bookmark: _Toc13835012]Application
This unit describes the skills and knowledge required to create wireless markup language (WML) decks.
It applies to individuals who create specialised language intended for devices such as mobile phones that implement the Wireless Application Protocol (WAP) specification that provides navigational support, data input, hyperlinks, text and image presentation.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: O_696201][bookmark: _Toc13835013][bookmark: _Toc13835442]Unit Sector
Networking
[bookmark: O_696202][bookmark: _Toc13835014][bookmark: _Toc13835443]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Design WML deck
	1.1 Analyse existing hypertext markup language (HTML) page design and identify information accessible via hand-held device
1.2 Design deck logical structure and confirm deck size meets required boundaries
1.3 Determine content structure according to organisational requirements and user needs
1.4 Identify links between sets of cards according to WML deck requirements 

	2. Create deck
	2.1 Design user input cards and multiple item selection according to WML design specifications
2.2 Code deck cards according to WML design specifications 
2.3 Demonstrate cards compliance to international WML standards

	3. Test deck
	3.1 Test deck on multiple devices and confirm compatibility with required hand-held devices 
3.2 Validate and test WML files according to standard testing procedures
3.3 Document test results and submit to required personnel




[bookmark: O_696203][bookmark: _Toc13835015][bookmark: _Toc13835444]Foundation Skills
This section describes language, literacy, numeracy and employment skills incorporated in the performance criteria that are required for competent performance.
	Skill
	Description

	Learning
	· Monitors outcomes of decisions, considering results and identifying key concepts and principles that may be adaptable in the future

	Oral communication
	· Uses listening and questioning techniques to confirm  requirements and participates in a verbal exchange of ideas, feedback and solutions

	Reading
	· Interprets technical material to determine and confirm job requirements

	Writing
	· Demonstrates sophisticated writing skills using specialised language, stylistic devices and required conventions to express precise meaning

	Planning and organising
	· Operates from a broad conceptual plan, developing the operational detail in stages, regularly reviewing priorities and performance during implementation and identifying and addressing issues

	Problem solving
	· Recognises anomalies and subtle deviations to normal expectations, focussing attention and remedying problems as they arise

	Self-management
	· Demonstrates adherence to explicit and implicit protocols within familiar work contexts

	Technology
	· Identifies and applies complex principles, concepts, language and practices associated with the digital world


[bookmark: O_696205][bookmark: _Toc13835016][bookmark: _Toc13835445]Unit Mapping Information
Supersedes and is equivalent to ICTNWK522 Build decks using wireless markup language.

[bookmark: O_696212][bookmark: _Toc13835017][bookmark: _Toc13835446]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc36802978][bookmark: _Toc41060356]Assessment Requirements for ICTNWK551 Build decks using wireless markup language
[bookmark: O_696207][bookmark: O_696208][bookmark: _Toc13835019][bookmark: _Toc13835448]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
· design wireless markup language (WML) files and build and test a deck on at least one occasion. 

In the course of the above, the candidate must:
· analyse existing parameters
· create code using required language and standards
· test and validate compatibility and performance.
[bookmark: O_696209][bookmark: _Toc13835020][bookmark: _Toc13835449]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
· industry standard internet standards and transmission control protocols and internet protocols (TCPs/IPs) required to WML
· five-layer protocol stack of TCP/IP and its function in applications development
· wireless application protocol (WAP)
· application communication protocols
· WML code, including:
· WMLScript and WMLScript specification
· extensible markup language (XML) 1.0 standard
· XML applications
· wireless features:
· application environment
· datagram, session, transaction protocol
· transport layer security
· computer code of ethics as it applies to programming.

[bookmark: O_696210][bookmark: _Toc13835021][bookmark: _Toc13835450]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
· XML parser
· WML valuator
· industry standard hardware and software.
Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: _Toc13835451][bookmark: _Toc13835022]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc36802979][bookmark: _Toc41060357][bookmark: O_696178][bookmark: O_696179]ICTNWK552 Install and configure network access storage devices
[bookmark: _Toc13835453][bookmark: _Toc13835024]Application
This unit describes the skills and knowledge required to select, install and test a network access storage (NAS) device in a local area network (LAN).
It applies to individuals who work in roles that involve installing, configuring and testing NAS devices in the workplace environment.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: O_696182][bookmark: _Toc13835025][bookmark: _Toc13835454]Unit Sector
Networking
[bookmark: O_696183][bookmark: _Toc13835026][bookmark: _Toc13835455]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Determine NAS specifications  
	1.1 Determine and document topology of local area network (LAN) according to organisational requirements
1.2 Determine current and future organisational storage requirements 
1.3 Determine number and type of required NAS devices according to organisational requirements
1.4 Determine requirements for network management, backup, security and redundancy 

	2. Select hardware and software
	2.1 Select required hardware according to organisational requirements and technical specifications
2.2 Select required operating system software version according to organisational requirements and technical specifications
2.3 Select required storage applications according to technical specifications

	3. Install hardware and software
	3.1 Install required level of Redundant Array of Independent Disks (RAID) hardware and software
3.2 Install hard disks according to manufacturer specifications 
3.3 Install operating system software according to manufacturer specifications 
3.4 Connect required network media according to manufacturer specifications
3.5 Test functionality of hardware and software according to technical specifications

	4. Configure NAS 
	4.1 Configure required network address and hostname
4.2 Establish and test required network connection with other LAN devices
4.3 Configure hard disks according to RAID requirements and format with required file system
4.4 Configure access and security according to application and organisational requirements

	5. Test and troubleshoot NAS
	5.1 Test NAS according to manufacturer and organisational requirements 
5.2 Test access and response times aligned to required applications, users and organisational requirements 
5.3 Make required adjustments to configuration according to organisational requirements
5.4 Document finalised process and outcomes and submit to required personnel



[bookmark: O_696184][bookmark: _Toc13835027][bookmark: _Toc13835456]Foundation Skills
This section describes language, literacy, numeracy and employment skills incorporated in the performance criteria that are required for competent performance.
	Skill
	Description

	Learning
	· Monitors outcomes of decisions, considering results and identifying key concepts and principles that may be adaptable in the future

	Numeracy
	· Uses mathematical formulae to calculate required equipment, undertake measurements and determine response times

	Reading
	· Recognises and interprets technical, manufacturer and organisational documentation to determine and confirm job requirements

	Writing
	· Develops a range of workplace documentation for a specific audience, using clear and detailed language to convey explicit information, requirements and recommendations

	Planning and organising
	· Operates from a broad conceptual plan, developing the operational detail in stages, regularly reviewing priorities and performance during implementation and identifying and addressing issues

	Problem solving
	· Uses nuanced knowledge of context to recognise anomalies and subtle deviations to normal expectations, focussing attention and remedying problems as they arise

	Self-management
	· Takes full responsibility for identifying and considering required organisational protocols and requirements

	Technology
	· Identifies and applies complex concepts, language and practices associated with the digital world


[bookmark: O_696186][bookmark: _Toc13835028][bookmark: _Toc13835457]Unit Mapping Information
Supersedes and is equivalent to ICTNWK524 Install and configure network access storage devices.
[bookmark: O_696193][bookmark: _Toc13835029][bookmark: _Toc13835458]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc36802980][bookmark: _Toc41060358]Assessment Requirements for ICTNWK552 Install and configure network access storage devices
[bookmark: O_696188][bookmark: O_696189][bookmark: _Toc13835031][bookmark: _Toc13835460]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
· determine specifications, install, configure and test at least three network access storage devices on at least one occasion.

In the course of the above, the candidate must:
· troubleshoot performance issues where required
· document finalised outcomes.
[bookmark: O_696190][bookmark: _Toc13835032][bookmark: _Toc13835461]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
· advantages and disadvantages of NAS versus direct attached storage (DAS) devices
· legislative, regulatory, standards and codes of practice related to NAS
· industry standard hard drive types and connectors
· industry standard network cable types and connectors
· common network topologies
· process for implementation and configuration of networks
· redundant array of independent disks (RAID) configurations and their application in data storage.

[bookmark: O_696191][bookmark: _Toc13835033][bookmark: _Toc13835462]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
· a NAS device and basic components to build a NAS including: 
· industry standard personal computer
· industry standard operating system
· hard disk and network connection
· network devices
· workstations and servers
· cabling access points and a wireless access point.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: O_696194][bookmark: _Toc13835034][bookmark: _Toc13835463]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc36802981][bookmark: _Toc41060359]ICTNWK553 Configure enterprise virtual computing environments
[bookmark: O_696159][bookmark: O_696160][bookmark: _Toc13835036][bookmark: _Toc13835465]Application
This unit describes the skills and knowledge required to develop and implement virtualisation technologies, with the goal of providing a more sustainable Information and Communications Technology (ICT) environment.
It applies to individuals working in senior networking roles, and are responsible for increasing the sustainability of an organisation through the use of virtualisation technologies.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: O_696163][bookmark: _Toc13835037][bookmark: _Toc13835466]Unit Sector
Networking
[bookmark: O_696164][bookmark: _Toc13835038][bookmark: _Toc13835467]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Prepare to configure virtual environment
	1.1 Analyse organisational environment and determine virtual environment requirements
1.2 Determine virtualisation software requirements  
1.3 Determine environmental requirements for installing virtualisation software
1.4 Plan and document installation process according to organisational requirements and manufacturing specifications
1.5 Submit plan to required personnel and seek and respond to feedback

	2. Install and configure support services
	2.1 Install and configure services and ports according to organisational requirements and manufacturing specifications 
2.2 Install and configure virtualisation client and server management software according to organisational requirements and manufacturing specifications
2.3 Install and configure environmental requirements and virtual machines according to organisational requirements and manufacturing specifications
2.4 Test functionality of virtual machines and align with organisational and manufacturing requirements

	3. Design and configure virtual network
	3.1 Plan and document virtual network according to  organisational requirements 
3.2 Submit plan to required personnel, seek and respond to feedback  
3.3 Install and configure required virtual networks according to organisational requirements and manufacturing specifications
3.4 Verify functionality of virtualisation network, according to  organisational requirements and manufacturing specifications



[bookmark: O_696165][bookmark: _Toc13835039][bookmark: _Toc13835468]Foundation Skills
This section describes language, literacy, numeracy and employment skills incorporated in the performance criteria that are required for competent performance.
	Skill
	Description

	Learning
	· Actively identifies systems, devices and applications with the potential to meet current and future needs

	Oral communication
	· Articulates requirements and responsibilities clearly and distinctively, using industry standard technical language intended for audience and environment

	Reading
	· Interprets technical, manufacturer and organisational documentation, to determine and confirm job requirements

	Writing
	· Prepares documentation expressing ideas, explores complex issues and constructed logically and succinctly
· Writes and edits computer code and technical data, with correct syntax

	Teamwork
	· Collaborates with others, sharing information to build strong work groups
· Elicits feedback and provides feedback to others

	Planning and organising
	· Operates from a broad conceptual plan, developing the operational detail in stages, regularly reviewing priorities and performance during implementation, identifying and addressing any issues

	Problem solving
	· Responds intuitively to problems requiring immediate resolution, recognises anomalies and deviations from normal expectations, in a virtualised machine environment

	Self-management
	· Takes full responsibility for identifying and considering the required organisational protocols and policies for designing, configuring and managing virtual networks in a virtual environment

	Technology
	· Identifies and applies complex principles, concepts, language and practices associated with the digital world



[bookmark: O_696167][bookmark: _Toc13835040][bookmark: _Toc13835469]Unit Mapping Information
Supersedes and is equivalent to ICTNWK525 Configure an enterprise virtual computing environment.
[bookmark: O_696174][bookmark: _Toc13835041][bookmark: _Toc13835470]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2

[bookmark: _Toc36802982][bookmark: _Toc41060360][bookmark: O_696169]Assessment Requirements for ICTNWK553 Configure enterprise virtual computing environments
[bookmark: O_696170][bookmark: _Toc13835043][bookmark: _Toc13835472]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
· install, configure and test virtual machines on at least 2 occasions.

In the course of the above, the candidate must:
· manage environmental requirements
· document finalised outcomes.
[bookmark: O_696171][bookmark: _Toc13835044][bookmark: _Toc13835473]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
· government and industry policies and guidelines related to development of sustainable Information and Communication Technology (ICT) environments
· industry standard technologies and processes designed to produce required ICT environment
· tools and software applications required to manage virtual machines
· configuration of software applications required to manage virtual machines
· configuration required to integrate virtual machines into the existing network design
· outline structure, function and business organisation of the client.

[bookmark: O_696172][bookmark: _Toc13835045][bookmark: _Toc13835474]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
· a site or prototype where virtual machine environments may be implemented
· the network’s technical requirements
· industry required virtualisation software.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: O_696175][bookmark: _Toc13835046][bookmark: _Toc13835475]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc36802983][bookmark: _Toc41060361][bookmark: O_696121]ICTNWK554 Manage enterprise virtual computing environments
[bookmark: O_696122][bookmark: _Toc13835048][bookmark: _Toc13835477]Application
This unit describes the skills and knowledge required to manage virtualisation technologies, with the goal of enhancing  sustainable Information and Communications Technology (ICT) environments.
It applies to individuals who work in ICT roles where they are responsible for managing virtualisation technologies.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: O_696125][bookmark: _Toc13835049][bookmark: _Toc13835478]Unit Sector
Networking
[bookmark: O_696126][bookmark: _Toc13835050][bookmark: _Toc13835479]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Prepare to manage resources
	1.1 Analyse environment and determine organisational virtual computing environment outcome requirements 
1.2 Test, verify and document required functionality of virtual environment 
1.3 Determine virtual environment maintenance and upgrades according to organisational requirements and technical specifications
1.4 Implement required upgrades and maintenance and restore to organisational requirements  

	2. Manage virtual machines
	2.1 Convert physical machine to a virtual machine
2.2 Select virtual machine deployment methods according to organisational requirements  
2.3 Create and deploy virtual machine and use installation media and automated templates
2.4 Deploy virtual machine snapshots and reverse and implement virtual machine changes according to organisational requirements 

	3. Confirm high availability
	3.1 Plan and design high availability strategy according to organisational requirements
3.2 Identify required high availability implementation resources according to organisational and technical requirements
3.3 Implement and configure virtual machine environment and  confirm high availability and live migration 

	4. Backup virtual environment
	4.1 Plan and document backup strategy according to organisational and technical requirements 
4.2 Backup and recover virtual machine and use required integrating third-party tools
4.3 Document backup and recovery outcomes and submit to required personnel
4.4 Seek and respond to feedback from required personnel 



[bookmark: O_696127][bookmark: _Toc13835051][bookmark: _Toc13835480]Foundation Skills
This section describes language, literacy, numeracy and employment skills incorporated in the performance criteria that are required for competent performance.
	Skill
	Description

	Learning
	· Monitors the outcomes of decisions, considering the results from a range of perspectives and identifying key concepts and principles that may be adaptable in the future

	Oral communication
	· Uses listening and questioning techniques to confirm knowledge of requirements to articulate and present complex concepts to the client

	Reading
	· Gathers, interprets and analyses technical and organisational data to determine requirements, according to client needs

	Writing
	· Prepares documentation that expresses ideas and explores complex issues and is constructed logically, succinctly and accurately
· Writes and edits computer code and technical data, ensuring the correct syntax and accuracy

	Planning and organising
	· Operates from a broad conceptual plan, developing operational detail in stages and regularly reviewing priorities and performance, during implementation and identifying and addressing any issues

	Problem solving
	· Recognises anomalies and subtle deviations to normal expectations, focusing attention and quickly remedying any problems as they arise

	Self-management
	· Takes full responsibility for identifying and considering, the required policies and legislative requirements in the management of an enterprise’s virtual computing environment

	Technology
	· Identifies and applies complex principles, concepts, language and practices associated with the digital world and understands the uses and potential, of new technology



[bookmark: O_696129][bookmark: _Toc13835052][bookmark: _Toc13835481]Unit Mapping Information
Supersedes and is equivalent to ICTNWK527 Manage an enterprise virtual computing environment.
[bookmark: O_696136][bookmark: _Toc13835053][bookmark: _Toc13835482]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2

[bookmark: _Toc36802984][bookmark: _Toc41060362][bookmark: O_696131]Assessment Requirements for ICTNWK554 Manage enterprise virtual computing environments
[bookmark: O_696132][bookmark: _Toc13835055][bookmark: _Toc13835484]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
· create, deploy, back up and recover virtual machines on at least one occasion.

In the course of the above, the candidate must:
· document plans and outcomes.
[bookmark: O_696133][bookmark: _Toc13835056][bookmark: _Toc13835485]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
· government and industry policies and guidelines, in relation to development of sustainable information and communications technology (ICT) environments
· industry standard and current technologies and processes designed to produce a sustainable ICT environment
· structure, functions and business organisation of organisation 
· application and deployment of virtual machine management tools
· virtual machine configuration and integration options.

[bookmark: O_696134][bookmark: _Toc13835057][bookmark: _Toc13835486]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
· a site or prototype, where virtual machine environments may be implemented
· industry standard technical specifications 
· required hardware and software.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: O_696137][bookmark: _Toc13835058][bookmark: _Toc13835487]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc36802985][bookmark: _Toc41060363]ICTNWK556 Identify and resolve network problems
[bookmark: O_696045][bookmark: O_696046][bookmark: _Toc13835060][bookmark: _Toc13835489]Application
This unit describes the skills and knowledge required to troubleshoot local area network (LAN), wide area network (WAN) and wireless network problems.
It applies to individuals working as network managers, network engineers and technical specialists or similar, and who generally work independently with limited supervision. Individuals at this level perform a broad range of problem-solving activities including troubleshooting, evaluating and analysing networks and planning and developing new systems and procedures.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: O_696049][bookmark: _Toc13835061][bookmark: _Toc13835490]Unit Sector
Networking
[bookmark: O_696050][bookmark: _Toc13835062][bookmark: _Toc13835491]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Implement network monitoring
	1.1 Set up required network monitoring logs and produce a management information base (MIB) according to organisational requirements
1.2 Benchmark network performance and establish network performance reference point
1.3 Identify critical activity levels and network capacity
1.4 Plan and document network performance review schedule according to organisational requirements and technical specifications 
1.5 Determine additional network enhancing resource requirements according to organisational requirements and technical specifications

	2. Prepare to troubleshoot network problems
	2.1 Determine major network problems according to organisational reporting requirements
2.2 Identify organisational and vendor support services and network resolution plan
2.3 Plan and document network problem reporting and resolution plan
2.4 Lodge plan according to organisational requirements

	3. Diagnose network faults
	3.1 Establish fault hierarchy using data from previous resolution attempts
3.2 Progressively isolate and resolve fault according to technical specifications
3.3 Document fault resolution steps according to organisational requirements

	4. Rectify faults
	4.1 Isolate repair requirements according to technical specifications
4.2 Replace and reconfigure equipment and software 
4.3 Test network and confirm fault rectification against technical requirements
4.4 Document outcomes according to organisational policies and procedures
4.5 Document user downtimes and submit report to required personnel’

	5. Finalise fault rectification process
	5.1 Review fault resolution and determine likelihood for reoccurrence
5.2 Determine and document planned maintenance and upgrade requirements
5.3 Submit maintenance plan to required personnel
5.4 Seek and respond to feedback from required personnel



[bookmark: O_696051][bookmark: _Toc13835063][bookmark: _Toc13835492]Foundation Skills
This section describes language, literacy, numeracy and employment skills incorporated in the performance criteria that are required for competent performance.
	Skill
	Description

	Learning
	· Demonstrates consideration of strategic and operational potential of digital trends to achieve work goals, enhance work processes, create opportunities and enhance or reduce risks

	Numeracy
	· Performs mathematical calculations to analyse costs and values to accurately determine performance

	Oral communication
	· Uses highly developed listening and questioning techniques to understand others’ perspectives and articulates complex information to required personnel

	Reading
	· Draws knowledge from written technical material, equipment manuals and other specifications to determine and confirm job requirements

	Writing
	· Develops a broad range of material such as reports and test documentation for a specific audience, using clear and detailed language to convey explicit information

	Teamwork
	· Identifies the requirements of important communication exchanges, selecting required channels, format, tone and content to suit purpose and audience

	Planning and organising
	· Operates from a broad conceptual plan, developing the operational detail in stages, regularly reviewing priorities and performance during implementation and identifying and addressing issues

	Problem solving
	· Uses nuanced knowledge of context to recognise anomalies in a network environment and subtle deviations to normal expectations, focussing attention and solving problems as they arise

	Self-management
	· Demonstrates the importance of knowledge, monitoring and controlling access to digitally stored and transmitted information
· Identifies a need for further information or seek advice from required experts

	Technology
	· Demonstrates a sophisticated knowledge of principles, concepts, language and practices associated with the digital world



[bookmark: O_696053][bookmark: _Toc13835064][bookmark: _Toc13835493]Unit Mapping Information
Supersedes and is equivalent to ICTNWK532 Identify and resolve network problems.
[bookmark: O_696060][bookmark: _Toc13835065][bookmark: _Toc13835494]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc36802986][bookmark: _Toc41060364][bookmark: O_696055][bookmark: O_696056]Assessment Requirements for ICTNWK556 Identify and resolve network problems
[bookmark: _Toc13835496][bookmark: _Toc13835067]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
· monitor a medium-sized network, determine and rectify network fault.

In the course of the above, the candidate must:
· provide constant monitoring and tuning of network
· document finalised processes.
[bookmark: O_696057][bookmark: _Toc13835068][bookmark: _Toc13835497]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
· industry standard hardware, cabling and software products, including general features and capabilities
· organisational maintenance response-level escalation procedures
· organisational business domain, including organisational structure and business functionality
· network management tools including general features and capabilities with substantial depth in troubleshooting areas
· outline industry standard network topologies
· networking technologies, features and capabilities including those relating to:
· protocol stacks of transmission control protocol or internet protocol (TCP/IP)
· open system interconnection (OSI)
· major organisations that oversee internet protocols
· industry standard network protocols.
[bookmark: O_696058][bookmark: _Toc13835069][bookmark: _Toc13835498]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
· a live system and sites with a representative range of network environments and operating systems
· technical records and documentation
· management information base of accumulated fault resolution information
· network support tools.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: O_696061][bookmark: _Toc13835070][bookmark: _Toc13835499]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc36802987][bookmark: _Toc41060365]ICTNWK557 Configure and manage advanced virtual computing environments
[bookmark: O_696007][bookmark: O_696008][bookmark: _Toc13835072][bookmark: _Toc13835501]Application
This unit describes the skills and knowledge required to configure and manage advanced virtual computing environments and to provide a more efficient and reliable Information and Communications Technology (ICT) environment.
It applies to senior networking staff who are responsible for increasing the sustainability of an organisation.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: O_696011][bookmark: _Toc13835073][bookmark: _Toc13835502]Unit Sector
Networking
[bookmark: O_696012][bookmark: _Toc13835074][bookmark: _Toc13835503]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Configure and manage core virtual networks
	1.1 Plan and design a virtual network according to organisational requirements 
1.2 Configure virtual local area networks (VLANs) and required security and virtual switch (vSwitch) ports
1.3 Implement required security policies, traffic-shaping and network interface controller (NIC) teaming
1.4 Manage required distributed vSwitch connections, vSwitch physical and vSwitch storage adapter connections
1.5 Configure and manage required multiple networks according to organisational requirements

	2. Configure and manage core infrastructure storage and services
	2.1 Obtain vendor provided virtualisation software technical storage specifications and system requirements
2.2 Plan, design and document core infrastructure storage environment according to organisational requirements
2.3 Create, configure, manage and secure virtual storage connection according to technical specifications
2.4 Install and test local and shared data store, data store clusters and resource pools according to technical specifications
2.5 Configure required provisioning services and templates according to organisational requirements and technical specifications

	3. Secure virtual environment
	3.1 Plan and document administrative strategies according to organisational requirements
3.2 Configure required user roles and administer virtual environment according to organisational requirements and technical specifications
3.3 Set up and secure required user privileges and permissions 
3.4 Submit documents to required personnel, seek and respond to feedback



[bookmark: O_696013][bookmark: _Toc13835075][bookmark: _Toc13835504]Foundation Skills
This section describes language, literacy, numeracy and employment skills incorporated in the performance criteria that are required for competent performance.
	Skill
	Description

	Learning
	· Monitors the progress of plans and schedules and reviews and changes them, to meet new demands and priorities
· Investigates new and innovative ideas as a means by which to continuously improve work practices and processes through consultation, formal and analytical thinking

	Oral communication
	· Articulates requirements and responsibilities clearly and distinctively, using industry standard technical language intended for audience and environment

	Reading
	· Draws on strategies, in order to build and maintain knowledge throughout complex texts

	Writing
	· Prepares documentation that expresses ideas, explores complex issues and is constructed logically, succinctly and accurately

	Planning and organising
	· Operates from a broad conceptual plan, developing the operational detail in stages, regularly reviewing priorities and performance during implementation and identifying and addressing issues

	Problem solving
	· Makes critical decisions quickly and intuitively in complex situations, taking into consideration a range of variables and previous decisions
· Applies systematic and analytical decision- making processes for complex and non-routine situations

	Self-management
	· Modifies or develops organisational policies and procedures, to comply with legislative requirements and the organisation’s goals

	Technology
	· Uses and investigates, new digital technologies and applications to manage and manipulate data and to communicate effectively with others, in a secure and stable digital environment


[bookmark: O_696015][bookmark: _Toc13835076][bookmark: _Toc13835505]Unit Mapping Information
Supersedes and is equivalent to ICTNWK533 Configure and manage advanced virtual computing environments.
[bookmark: O_696022][bookmark: _Toc13835077][bookmark: _Toc13835506]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc36802988][bookmark: _Toc41060366][bookmark: O_696017][bookmark: O_696018]Assessment Requirements for ICTNWK557 Configure and manage advanced virtual computing environments
[bookmark: _Toc13835508][bookmark: _Toc13835079]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
· plan, design and configure a medium-size virtual network.

In the course of the above, the candidate must:
· document finalised plans and processes. 
[bookmark: O_696019][bookmark: _Toc13835080][bookmark: _Toc13835509]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
· government and industry policies and guidelines, relating to the development of efficient and reliable, information and communications technology (ICT) environments
· industry standards technologies and processes, designed to produce an efficient and reliable ICT environment
· structure, functions and business organisation of the client
· benefits and costs of virtualisation
· procedures and processes for planning, designing and securing virtual environments
· design and configuration of industry standard tools and software applications required to manage virtual machines
· configuration required to integrate virtual machines into the existing network design
· configuration and management of industry standard storage infrastructure.
[bookmark: O_696020][bookmark: _Toc13835081][bookmark: _Toc13835510]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
· a site or prototype, where virtual machine environments may be implemented
· network technical requirements
· a range of suitable software.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: O_696023][bookmark: _Toc13835082][bookmark: _Toc13835511]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc36802989][bookmark: _Toc41060367]ICTNWK558 Monitor and troubleshoot virtual computing environments
[bookmark: O_695988][bookmark: O_695989][bookmark: _Toc13835084][bookmark: _Toc13835513]Application
This unit describes the skills and knowledge required to monitor and troubleshoot virtualisation technologies to provide a more efficient and reliable Information and Communications Technology (ICT) environment.
It applies to those who work as senior networkers and administrators, and responsible for increasing the sustainability of an enterprise or similar environment.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: O_695992][bookmark: _Toc13835085][bookmark: _Toc13835514]Unit Sector
Networking
[bookmark: O_695993][bookmark: _Toc13835086][bookmark: _Toc13835515]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Prepare to monitor and troubleshoot virtual computing environment
	1.1 Determine environment optimal performance requirements
1.2 Determine, list and categorise required resources according to organisational requirements
1.3 Identify virtual environment’s critical activity level and assign resources 
1.4 Review system’s logs and alerts and facilitate virtual environment tuning
1.5 Develop and document virtual environment performance monitoring plan according to organisational requirements 

	2. Manage virtual environment performance 
	2.1 Monitor and diagnose memory central processing unit (CPU) and distributed power management performance
2.2 Review storage and cluster performance and maximise operational efficiency
2.3 Monitor tasks, events, alarms and network activity and make optimal operation adjustments 

	3. Analyse and troubleshoot virtual environments
	3.1 Review and identify performance issues in virtual machine capacity, application, storage, input and output (I/O) performance
3.2 Resolve identified performance issues according to organisational requirements and technical specifications 
3.3 Test, analyse and troubleshoot identified virtual network performance issues
3.4 Analyse high availability and troubleshoot identified performance 
3.5 Consult with the virtualisation software vendors to provide solutions, where required

	4. Diagnose virtual environment faults and provide solutions
	4.1 Use virtualisation client and server management software tools and diagnose virtual environment problems
4.2 Install and configure external virtualisation management tools and diagnose virtual environment problems
4.3 Identify and resolve alerts and system logged errors
4.4 Document solution outcomes and submit to required personnel 
4.5 Seek and respond to feedback from required personnel



[bookmark: O_695994][bookmark: _Toc13835087][bookmark: _Toc13835516]Foundation Skills
This section describes language, literacy, numeracy and employment skills incorporated in the performance criteria that are required for competent performance.
	Skill
	Description

	Learning
	· Investigates new and innovative ideas, as a means to continuously improve work practices and processes, through consultation, formal and analytical thinking

	Oral communication
	· Use listening and questioning techniques for seeking and responding to feedback 

	Reading
	· Critically analyses documentation from a variety of sources and records and consolidates information, to determine requirements

	Writing
	· Writes, edits and proofreads documents to confirm clarity of meaning and accuracy and the consistency of information

	Planning and organising
	· Accepts responsibility for planning and sequencing complex tasks and workload, negotiating key aspects with others, taking into account capabilities, efficiencies and effectiveness
· Monitors the progress of plans and schedules and reviews and changes them, to meet new demands and priorities

	Problem solving
	· Applies systematic and analytical decision- making processes for complex and non-routine situations


[bookmark: O_695996][bookmark: _Toc13835088][bookmark: _Toc13835517]Unit Mapping Information
Supersedes and is equivalent to ICTNWK534 Monitor and troubleshoot virtual computing environments.
[bookmark: O_696003][bookmark: _Toc13835089][bookmark: _Toc13835518]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc36802990][bookmark: _Toc41060368][bookmark: O_695998]Assessment Requirements for ICTNWK558 Monitor and troubleshoot virtual computing environments
[bookmark: O_695999][bookmark: _Toc13835091][bookmark: _Toc13835520]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
· monitor, manage, analyse and troubleshoot a medium-sized virtual computing environment.

In the course of the above, the candidate must:
· document finalised process and solutions.
[bookmark: O_696000][bookmark: _Toc13835092][bookmark: _Toc13835521]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
· government and industry policies and guidelines relating to the development of efficient and reliable Information and Communications Technology (ICT) environments
· industry standard technologies and processes designed to produce an efficient and reliable ICT environment
· client organisational structure and functions applicable to ICT environments
· industry standard tools and software applications used to manage virtual machines
· configuration of software applications used to manage virtual machines
· configuration required to integrate virtual machines into an existing network design.

[bookmark: O_696001][bookmark: _Toc13835093][bookmark: _Toc13835522]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
· a site or prototype, where virtual machine environments may be implemented
· network technical requirements
· [bookmark: O_696004]industry standard software and hardware.
[bookmark: _Toc13835523][bookmark: _Toc13835094]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc36802991][bookmark: _Toc41060369]ICTNWK559 Install an enterprise virtual computing environment
[bookmark: O_695950][bookmark: O_695951][bookmark: _Toc13835096][bookmark: _Toc13835525]Application
This unit describes the skills and knowledge required to develop and implement virtualisation technologies to implement and enhance the efficiency and reliability of the Information and Communications Technology (ICT) environment.
It applies to individuals working in senior networking roles, and responsible for increasing the sustainability of an organisation or similar environment.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: O_695954][bookmark: _Toc13835097][bookmark: _Toc13835526]Unit Sector
Networking
[bookmark: O_695955][bookmark: _Toc13835098][bookmark: _Toc13835527]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Determine enterprise virtual computing requirements
	1.1 Analyse organisational virtual computing environment and determine organisational needs 
1.2 Assess existing organisational systems and determine suitability for virtualisation
1.3 Determine and document required installation process and resources according to organisational requirements

	2. Analyse the virtualisation host software
	2.1 Determine virtualisation host software requirements
2.2 Identify and compare industry standard virtualisation host software
2.3 Determine and document recommended virtualisation host software and submit to required personnel

	3. Evaluate system requirements
	3.1 Obtain technical specifications, licensing and system requirements from virtualisation software vendors
3.2 Evaluate and compare system requirements needed to implement virtualisation
3.3 Determine and document recommendations and submit to required personnel 

	4. Plan and install the virtualisation host software
	4.1 Prepare environment and initiate host software installation according to technical specifications
4.2 Obtain and install virtualisation host platform according to technical specifications
4.3 Test and validate functionality of virtualisation host platform against specifications
4.4 Finalise reports and documentation and submit to required personnel 


[bookmark: O_695956][bookmark: _Toc13835099][bookmark: _Toc13835528]Foundation Skills
This section describes language, literacy, numeracy and employment skills incorporated in the performance criteria that are required for competent performance.
	Skill
	Description

	Learning
	· Investigates new and innovative ideas, as a means by which to continuously improve, work practices and processes through consultation, formal and analytical thinking

	Oral communication
	· Uses collaborative and inclusive techniques, including active listening and questioning and the reading of verbal and non-verbal signals to convey and clarify information and to confirm knowledge

	Reading
	· Demonstrates critical analysis of documentation from a variety of sources and records and consolidates information, in order to determine requirements

	Writing
	· Prepares and produces dynamic material for a specific audience, using clear and detailed language in order to convey explicit information, requirements and recommendations

	Teamwork
	· Requests feedback and provides feedback to others, in order to improve self or workgroup behaviours
· Recognises the diversity in people and manages this diversity to improve workplace relations and practices

	Planning and organising
	· Monitors the progress of plans and schedules and reviews and changes them, to meet new demands and priorities

	Problem solving
	· Identifies and resolves key business issues, processes and practices that may have legal implications
· Makes critical decisions quickly and intuitively in complex situations, taking into consideration a range of variables, including the outcomes of previous decisions
· Applies systematic and analytical decision- making processes for complex and non-routine situations

	Self-management
	· Takes full responsibility for following policies, procedures and legislative requirements and identifies the organisational implications of new legislation or regulation


[bookmark: O_695958][bookmark: _Toc13835100][bookmark: _Toc13835529]Unit Mapping Information
Supersedes and is equivalent to ICTNWK535 Install an enterprise virtual computing environment.
[bookmark: O_695965][bookmark: _Toc13835101][bookmark: _Toc13835530]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2

[bookmark: _Toc36802992][bookmark: _Toc41060370]Assessment Requirements for ICTNWK559 Install enterprise virtual computing environments
[bookmark: O_695960][bookmark: O_695961][bookmark: _Toc13835103][bookmark: _Toc13835532]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
· plan and install a medium enterprise virtual computing environment.
[bookmark: O_695962][bookmark: _Toc13835104][bookmark: _Toc13835533]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
· government and industry policies and guidelines relating to the development of efficient and reliable, information and communications technology (ICT) environments
· recommendations on sustainability options in ICT design
· benefits of virtualisation
· processes and procedures for installing and configuring virtualisation software and virtual machines
· processes and procedures for configuring virtual machines into network design
· industry standard tools and software applications required to manage virtual machines
· configuration of software applications required to manage virtual machines
· configuration required to integrate virtual machines into existing network design.

[bookmark: O_695963][bookmark: _Toc13835105][bookmark: _Toc13835534]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
· site or prototype, where virtual machine environments may be implemented
· the network’s technical requirements
· industry standard virtualisation software.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: O_695966][bookmark: _Toc13835106][bookmark: _Toc13835535]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc36802993][bookmark: _Toc41060371]ICTNWK618 Design and implement a security system
[bookmark: _Toc13835537][bookmark: _Toc13835108]Application
This unit describes the skills and knowledge required to use software tools, equipment and protocols to implement a security system.
It applies to individuals who work in ICT roles that involve the planning and implementing of networks, including budgeting, and determining and resolving network security threats.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: O_689004][bookmark: _Toc13835109][bookmark: _Toc13835538]Unit Sector
Networking
[bookmark: O_689005][bookmark: _Toc13835110][bookmark: _Toc13835539]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Assess network infrastructure threats 
	1.1 Identify major industry standard network attacks and malware
1.2 Evaluate mitigation methods for required network attacks and malware according to organisational network architecture
1.3 Determine and document options for defending network architecture

	2. Secure edge devices (routers)
	2.1 Secure required network routers according to technical requirements
2.2 Secure required administration access to routers using the router operating system (OS)
2.3 Secure required router OS and its configuration file(s)

	3. Implement authentication, authorisation and accounting (AAA) and secure access control system (ACS)
	3.1 Determine and implement required authentication and  authorisation 
3.2 Configure router and use AAA according to technical requirements
3.3 Analyse and compare Terminal Access Controller Access-Control System Plus (TACACS+) and Remote Authentication Dial In User Service (RADIUS) AAA protocols for securing the network

	4. Mitigate threats to routers and networks using access control lists (ACLs)
	4.1 Assess and document access control list functionality and  requirements 
4.2 Configure and verify IP ACLs to mitigate threats and  prevent internet protocol (IP) address spoofing 
4.3 Test IP ACLs functionality against organisational and technical requirements 

	5. Implement secure network management and reporting
	5.1 Configure secure shell (SSH) on routers and enable secure management
5.2 Configure routers to send log messages to a log server with tools
5.3 Document layer two attack prevention methods and confirm basic switch security features
5.4 Configure layer two attack prevention switch

	6. Implement intrusion detection and prevention system (IDPS) feature set in the router OS using secure device manager (SDM)
	6.1 Evaluate and compare network based and host based IDPS and identify malicious activity, log information, attempt to stop activity and document reported activity
6.2 Determine IDPS technologies, attack responses and monitoring options
6.3 Configure router OS IDPS operations according to organisational and technical requirements
6.4 Finalise reports and documentation and submit to required personnel 



[bookmark: O_689006][bookmark: _Toc13835111][bookmark: _Toc13835540]Foundation Skills
This section describes language, literacy, numeracy and employment skills incorporated in the performance criteria that are required for competent performance.
	Skill
	Description

	Numeracy
	· Interprets numerical data when taking test measurements, interpreting results and evaluating performance and interoperability of the network

	Oral communication
	· Establishes and maintains complex and effective spoken communication to convey and clarify a range of complex information

	Reading
	· Recognises and interprets technical documentation to determine and confirm job requirements

	Writing
	· Develops a broad range of materials, such as reports, for a specific audience using clear and detailed language to convey explicit information

	Teamwork
	· Actively identifies the requirements of important communication exchanges, selecting required channels, format, tone and content to suit purpose and audience and monitors impact
· Actively identifies, creates and utilises linkages to enhance knowledge sharing, idea creation, individual and collective engagement and work outcomes

	Planning and organising
	· Operates from a broad conceptual plan, developing the operational detail in stages, regularly reviewing priorities and performance during implementation and identifying and addressing issues

	Problem solving
	· Responds intuitively to problems requiring immediate resolution, using knowledge of context to recognise anomalies and deviations from normal expectation in a network environment

	Self-management
	· Uses a broad range of strategies to store, access and organise virtual information, recognising that design choices will influence what information is retrieved and how it may be interpreted and used
· Demonstrates an acute awareness of the importance of knowledge, monitoring and controlling access to digitally stored and transmitted information
· Monitors outcomes of decisions, considering results from a range of perspectives and identifying key concepts and principles that may be adaptable to future situations

	Technology
	· Considers the strategic and operational potential of digital trends to achieve work goals, enhance work processes, create opportunities and enhance or reduce risks


[bookmark: O_689009][bookmark: _Toc13835112][bookmark: _Toc13835541]Unit Mapping Information
Supersedes and is equivalent to ICTNWK601 Design and implement a security system.
[bookmark: O_689022][bookmark: _Toc13835113][bookmark: _Toc13835542]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc36802994][bookmark: _Toc41060372][bookmark: O_689013]Assessment Requirements for ICTNWK618 Design and implement security systems
[bookmark: O_689014][bookmark: _Toc13835115][bookmark: _Toc13835544]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
· design and implement a virtual private network (VPN) and mitigate attacks on at least two different occasions.
[bookmark: O_689016][bookmark: _Toc13835116][bookmark: _Toc13835545]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
· authentication protocols and encryption methodologies
· intrusion detection system (IDS) and intrusion prevention system (IPS)
· internet protocol (IP) and networking models
· industry standard procedures, techniques and certifications for:
· access control lists
· wireless regulations
· malicious attacks and prevention techniques
· network management tools
· procedures and techniques to configure, verify and troubleshoot, including:
· switch with virtual local area networks (VLANs) and inter-switching communications
· router
· access control lists
· command line interface to configure and test network elements
· common features of Terminal Access Controller Access-Control System Plus (TACACS+) and Remote Authentication Dial In User Service (RADIUS) authentication, authorisation and accounting (AAA) protocols.
[bookmark: O_689017][bookmark: _Toc13835117][bookmark: _Toc13835546]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
· a site where network security may be evaluated and tightened
· required hardware and software, including:
· LAN or WLAN internet work technologies
· network security technologies
· organisational guidelines, procedures and policies applicable to designing and implementing security systems.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: O_689023][bookmark: _Toc13835118][bookmark: _Toc13835547]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc36802995][bookmark: _Toc41060373]ICTNWK619 Plan, configure and test advanced server-based security
[bookmark: O_686001][bookmark: O_686002][bookmark: _Toc13835120][bookmark: _Toc13835549]Application
This unit describes the skills and knowledge required to implement advanced server security using secure authentication and network services on a network server.
It applies to individuals working in network specialists roles, ICT network engineers, network security specialists, network security planners, network security designers.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: O_686005][bookmark: _Toc13835121][bookmark: _Toc13835550]Unit Sector
Networking
[bookmark: O_686006][bookmark: _Toc13835122][bookmark: _Toc13835551]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Plan advanced network server security 
	1.1 Determine required advanced network server environment 
1.2 Analyse and review existing security documentation and  identify network service vulnerabilities
1.3 Research required network authentication and network service configuration options and implications 
1.4 Determine and document server security design solution according to organisational requirements 

	2. Prepare for network server security implementation
	2.1 Assess environment and determine risk and hazard potential 
2.2 Determine existing organisational risk and hazard control measures
2.3 Update existing risk control measures plan and align to installation requirements 
2.4 Submit plan to required personnel, seek and respond to plan feedback 
2.5 Implement risk and control preparation components according to technical and organisational requirements 

	3. Configure advanced network server security according to design 
	3.1 Configure required network authentication, authorisation, accounting services and automatic updates 
3.2 Configure service security and access control lists according to technical design specifications 
3.3 Configure required encryption and advanced network service security options 
3.4 Configure operating system and third-party firewall and filter traffic in line with security requirements
3.5 Implement backup and recovery methods and enable restoration capability in the event of a disaster

	4. Monitor and test network server security
	4.1 Test and monitor server, server logs, network traffic and assess effectiveness of network service security
4.2 Monitor required files, detect unauthorised modifications, open ports and detect possible intrusions
4.3 Investigate, verify and document alleged violations of server and data security and privacy breaches
4.4 Implement required risk control measures plan recovery strategies and document outcomes 
4.5 Finalise reports and documentation and submit to required personnel 



[bookmark: O_686007][bookmark: _Toc13835123][bookmark: _Toc13835552]Foundation Skills
This section describes language, literacy, numeracy and employment skills incorporated in the performance criteria that are required for competent performance.
	Skill
	Description

	Learning
	· Considers the strategic and operational potential of digital trends to achieve work goals, enhance work processes, create opportunities and enhance or reduce risks

	Oral communication
	· Uses listening and questioning skills to confirm knowledge for requirements and when seeking and responding to feedback

	Reading
	· Interprets technical enterprise security procedures, policies, specifications and vendor notifications to determine and confirm job requirements

	Writing
	· Develops a broad range of material including security reports for a specific audience, using clear and detailed language to convey explicit information, requirements and recommendations

	Teamwork
	· Actively identifies the requirements of important communication exchanges, selecting required channels, format, tone and content to suit purpose and audience

	Planning and organising
	· Keeps up to date on changes to legislation or regulations required to own rights and responsibilities and considers implications of these when planning, negotiating and undertaking work

	Problem solving
	· Uses a broad range of strategies to store, access and organise virtual information, recognising that design choices will influence what information is retrieved and how it may be interpreted and used
· Operates from a broad conceptual plan, developing the operational detail in stages, regularly reviewing priorities and performance during implementation and identifying and addressing issues

	Self-management
	· Uses nuanced knowledge of context to detect, investigate and recover from security breaches

	Technology
	· Demonstrates an acute awareness of the importance of knowledge, monitoring and controlling access to digitally stored and transmitted information



[bookmark: O_686009][bookmark: _Toc13835124][bookmark: _Toc13835553]Unit Mapping Information
Supersedes and is equivalent to ICTNWK602 Plan, configure and test advanced server-based security.
[bookmark: O_686016][bookmark: _Toc13835125][bookmark: _Toc13835554]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2

[bookmark: _Toc36802996][bookmark: _Toc41060374][bookmark: O_686011]Assessment Requirements for ICTNWK619 Plan, configure and test advanced server-based security
[bookmark: O_686012][bookmark: _Toc13835127][bookmark: _Toc13835556]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
· install, configure and test network security on a medium sized network on at least one occasion.

In the course of the above, the candidate must:
· monitor the server for security breaches
· document requirements, processes and outcomes.
[bookmark: O_686013][bookmark: _Toc13835128][bookmark: _Toc13835557]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
· industry standard auditing and penetration testing techniques
· best practice procedures for implementing backup and restore 
· industry standard cryptographic techniques
· procedures for error and event logging and reporting
· intrusion detection and recovery procedures
· industry standard network service configuration, including:
· DNS
· dynamic host configuration protocol (DHCP)
· web
· mail
· FTP
· server messages block (SMB)
· network time protocol (NTP)
· proxy
· network service security features, options, limitations and vulnerabilities
· planning, configuration, monitoring and troubleshooting techniques
· security protection mechanisms, security threats and risks
· server firewall configuration, monitoring and troubleshooting tools and techniques, including network monitoring and diagnostic utilities
· user authentication and directory services.
[bookmark: O_686014][bookmark: _Toc13835129][bookmark: _Toc13835558]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
· a site where server installation may be conducted
· server specifications
· cabling
· networked (LAN) computers
· server diagnostic software 
· switch
· WAN service point of presence
· regulatory documentation that impacts on installation activities.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: O_686017][bookmark: _Toc13835130][bookmark: _Toc13835559]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc36802997][bookmark: _Toc41060375]ICTNWK620 Design and implement wireless network security
[bookmark: O_679592][bookmark: O_679593][bookmark: _Toc13835132][bookmark: _Toc13835561]Application
This unit describes the skills and knowledge required to mitigate security threats to a wireless local area network (WLAN) by implementing security standards and policies.
It applies to individuals working in specialised Information and Communications Technology (ICT) roles including wireless help desk support technicians, wireless network support specialists and wireless network engineers
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: O_679596][bookmark: _Toc13835133][bookmark: _Toc13835562]Unit Sector
Networking
[bookmark: O_679597][bookmark: _Toc13835134][bookmark: _Toc13835563]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Prepare to implement wireless network security
	1.1 Evaluate benchmarked organisational and regulatory security policies and network security standards
1.2 Assess organisational requirements against regulatory security compliance 
1.3 Develop and document security solution plan according to organisational requirements and future growth expectations 

	2. Design, implement and test guest access services
	2.1 Analyse and select architecture for guest access services
2.2 Produce map and set up guest access accounts
2.3 Configure WLAN controller authorisation
2.4 Configure anchor and internal controllers
2.5 Troubleshoot guest access issues

	3. Design, implement and test security of wireless client devices
	3.1 Design and configure authentication of clients and management frame protection on clients and controllers
3.2 Configure access control servers and integrate with wireless network
3.3 Configure client-and server-side digital certificate services
3.4 Troubleshoot secure wireless connectivity services

	4. Design, implement and test integration of wireless network 
	4.1 Analyse network admission control architectures and assess feasibility of network integration
4.2 Analyse high-level authentication process flow and confirm that integration is compatible
4.3 Configure and test admission control wireless controller 
4.4 Troubleshoot network access integration issues of control

	5. Evaluate and plan secure wireless connectivity services
	5.1 Configure intrusion detection system (IDS) and monitor network activities for malicious activities and policy violations
5.2 Analyse IDS report and review threat-mitigation strategies
5.3 Update security solution plan, mitigate wireless vulnerabilities and check network integrity according to network security requirements 

	6. Manage WLAN integration requirements and advanced security platform requirements
	6.1 Evaluate end-to-end security solutions and assess compatibility to integrate with required wireless solutions
6.2 Analyse WLAN firewall configuration requirements and confirm compliance with organisational and network security requirements  
6.3 Configure and test WLAN controllers and detect wired and wireless intrusion prevention and detection system (IPDS) security protection
6.4 Finalise reports and documentation and submit to required personnel



[bookmark: O_679598][bookmark: _Toc13835135][bookmark: _Toc13835564]Foundation Skills
This section describes language, literacy, numeracy and employment skills incorporated in the performance criteria that are required for competent performance.
	Skill
	Description

	Learning
	· Uses a mix of intuitive and formal processes to identify key information and issues, evaluate alternative strategies, anticipate consequences and consider implementation issues and contingencies
· Monitors outcomes of decisions, considering results from a range of perspectives and identifying key concepts and principles that may be adaptable to future situations

	Numeracy
	· Interprets numerical data and undertakes measurements to evaluate performance and interoperability of network

	Reading
	· Interprets complex technical information to determine hardware requirements

	Writing
	· Develops a broad range of material including plans, maps and other documentation for a specific audience, using clear and detailed language to convey explicit information, requirements and recommendations

	Planning and organising
	· Demonstrates knowledge of own legal rights and responsibilities and considers implications of these when planning and undertaking work

	Problem solving
	· Demonstrates a sophisticated knowledge of principles, concepts, language and practices associated with the digital world and uses these to troubleshoot and understand the uses and potential of new technology

	Self-management
	· Demonstrates an acute awareness of the importance of knowledge, monitoring and controlling access to digitally stored and transmitted information

	Technology
	· Uses a broad range of strategies to store, access and organise virtual information, recognising that design choices will influence what information is retrieved and how it may be interpreted and used
· Uses nuanced knowledge of context to adapt configuration procedures to requirements of network, troubleshoot and debug WLAN issues and modify work depending on operational contingencies, risk situations and environments


[bookmark: O_679600][bookmark: _Toc13835136][bookmark: _Toc13835565]Unit Mapping Information
Supersedes and is equivalent to ICTNWK607 Design and implement wireless network security.
[bookmark: O_679607][bookmark: _Toc13835137][bookmark: _Toc13835566]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc36802998][bookmark: _Toc41060376][bookmark: O_679602]Assessment Requirements for ICTNWK620 Design and implement wireless network security
[bookmark: O_679603][bookmark: _Toc13835139][bookmark: _Toc13835568]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
· plan, implement and manage wireless network security on a medium size network on at least one occasion.

In the course of the above, the candidate must:
· document requirements, processes and outcomes.
[bookmark: O_679604][bookmark: _Toc13835140][bookmark: _Toc13835569]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
· configuration, verification and troubleshooting procedures for:
· router operation and routing
· virtual local area network (VLAN) switching and inter-switching communications
· iDevice Operating System (iOS) and internet protocol (IP) networking models
· intrusion prevention system (IPS) and intrusion detection system (IDS) security protection
· network security threat mitigation strategies
· aspects of wireless, including:
· industry standard regulations, standards and certifications
· deployment schemes
· network security technology
· network topologies, architectures and elements
· networking protocols
· WLAN with reference to:
· advanced security platforms
· devices, their specification and use
· radio frequency characteristics and their measuring techniques.
[bookmark: O_679605][bookmark: _Toc13835141][bookmark: _Toc13835570]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
· a site or prototype where network installation may be conducted
· industry standard hardware and software, including:
· live network
· stand-alone and lightweight WLAN controllers and access points (AP)
· WLAN site survey tools
· IDS and IPS
· organisational guidelines.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: O_679608][bookmark: _Toc13835142][bookmark: _Toc13835571]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc36802999][bookmark: _Toc41060377][bookmark: O_679573]ICTNWK621 Configure network devices for a secure network infrastructure
[bookmark: O_679574][bookmark: _Toc13835144][bookmark: _Toc13835573]Application
This unit describes the skills and knowledge required to use software tools, equipment and protocols to configure network devices in the design of the infrastructure of a secure network.
It applies to individuals with advanced Information and Communications Technology (ICT) expertise, who adapt router and switch operating system capabilities to mitigate attacks.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: O_679577][bookmark: _Toc13835145][bookmark: _Toc13835574]Unit Sector
Networking
[bookmark: O_679578][bookmark: _Toc13835146][bookmark: _Toc13835575]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Implement layer two security
	1.1 Configure router operating system (OS) commands and mitigate layer two attacks
1.2 Implement identity-based networking services (IBNS) and provide layer two security
1.3 Implement required identity management and use access control system (ACS) 

	2. Configure router OS intrusion prevention system (OS-IPS) 
	2.1 Evaluate advanced capabilities of router OS-IPS firewall feature set and include event action processing (EAP) 
2.2 Configure and verify IPS features, identify threats and dynamically block from network
2.3 Maintain, update and tune required IPS signatures
2.4 Configure and verify context-based access control (CBAC) and network address translation (NAT) and dynamically mitigate identified network threats
2.5 Configure and verify zone-based firewall (ZFW), advanced application inspections and uniform resource locator (URL) filtering 

	3. Configure virtual private networks (VPNs) 
	3.1 Analyse and evaluate internet protocol security (IPSec) and generic routing encapsulation (IPSec/GRE) features and functionality
3.2 Configure secure connectivity for site-to-site VPN using certificate authorities
3.3 Analyse required dynamic multipoint VPN (DMVPN) features and capabilities
3.4 Configure and verify secure connectivity for site-to-site VPN operations


	4. Provide secure connectivity for site-to-site and remote access communications
	4.1 Provide highly secure network access with secure socket layer (SSL) VPN to deliver remote access connectivity features and benefits
4.2 Evaluate EasyVPN benefits and configure EasyVPN server with dynamic virtual tunnel interface (DVTI) to create a virtual access interface on the virtual tunnel interface
4.3 Configure and verify EasyVPN remote to establish a site-to-site connection using both router and VPN software clients
4.4 Implement group-encrypted transport (GET) VPN features to simplify the provisioning and management of VPN

	5. Implement network foundation protection (NFP)
	5.1 Evaluate NFP infrastructure protection features and document outcomes
5.2 Secure management plane, data plane and control plane and use OS features of the router
5.3 Determine functionality against technical specifications 
5.4 Report on evaluation outcomes and obtain sign off from required personnel



[bookmark: O_679579][bookmark: _Toc13835147][bookmark: _Toc13835576]Foundation Skills
This section describes language, literacy, numeracy and employment skills incorporated in the performance criteria that are required for competent performance.
	Skill
	Description

	Learning
	· Demonstrates a sophisticated knowledge of principles, concepts, language and practices associated with the digital world and uses these to troubleshoot and understand the uses and potential of new technology
· Explores and incubates new and innovative ideas through unconstrained analysis and critical thinking

	Numeracy
	· Selects from and flexibly applies, a wide range of highly developed mathematical and problem-solving strategies and techniques in a broad range of contexts

	Oral communication
	· Articulates requirements and responsibilities clearly and distinctively, using industry standard technical language intended for audience and environment

	Reading
	· Organises, evaluates and critiques ideas and information from a range of complex texts
· Draws on a broad range of strategies to build and maintain knowledge throughout complex texts

	Writing
	· Generates complex written texts, demonstrating control over a broad range of writing styles and purposes
· Writes and edits computer code and technical data ensuring correct syntax and accuracy

	Planning and organising
	· Plans strategic priorities and outcomes within a flexible, efficient and effective context in a diverse environment exposed to competing demands

	Problem solving
	· Uses a broad range of strategies to store, access and organise virtual information recognising that design choices will influence what information is retrieved and how it may be interpreted and used

	Self-management
	· Takes full responsibility for identifying and considering required organisational protocols and requirements


[bookmark: O_679581][bookmark: _Toc13835148][bookmark: _Toc13835577]Unit Mapping Information
Supersedes and is equivalent to ICTNWK608 Configure network devices for a secure network infrastructure.
[bookmark: O_679588][bookmark: _Toc13835149][bookmark: _Toc13835578]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2
[bookmark: _Toc36803000][bookmark: _Toc41060378]
Assessment Requirements for ICTNWK621 Configure network devices for a secure network infrastructure
[bookmark: O_679583][bookmark: O_679584][bookmark: _Toc13835580]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
· design, implement and verify network security systems using layer two and layer three devices.

In the course of the above, the candidate must:
· document evaluation outcomes.
[bookmark: O_679585][bookmark: _Toc13835152][bookmark: _Toc13835581]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
· configuration, verification and troubleshooting procedures to undertake:
· virtual local area network (VLAN) switching
· inter-switching communications
· setting up and securing firewalls
· tunnelling protocols
· key features of deployment schemes
· iDevice operating system (iOS) and internet protocol (IP) networking models
· local area network (LAN) and wide area network (WAN) implementations
· network address translation (NAT) concepts and configuration, topologies, architectures and elements, networking standards and protocols
· procedures for configuring, verifying and troubleshooting router operations and routing
· secure connectivity and remote access communications, security protocols, such as secure socket layer (SSL)
· key features of VPN technologies.

[bookmark: O_679586][bookmark: _Toc13835153][bookmark: _Toc13835582]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
· a site or prototype where network security may be evaluated and tightened
· organisational guidelines, procedures and policies applicable to configuring network devices securely.

required hardware and software LAN and WLAN internetwork technologies and security technologies 
Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: O_679589][bookmark: _Toc13835154][bookmark: _Toc13835583]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc36803001][bookmark: _Toc41060379]ICTNWK622 Configure and manage intrusion prevention system on network sensors
[bookmark: O_679554][bookmark: O_679555][bookmark: _Toc13835156][bookmark: _Toc13835585]Application
This unit describes the skills and knowledge required to use required tools, equipment and software to implement an intrusion prevention system (IPS) on IPS sensors to mitigate network attacks.
It applies to individuals with advanced Information and Communications Technology (ICT) skills who are working as certified IPS specialists, network security specialists and network security managers.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: O_679558][bookmark: _Toc13835157][bookmark: _Toc13835586]Unit Sector
Networking
[bookmark: O_679559][bookmark: _Toc13835158][bookmark: _Toc13835587]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Evaluate ways IPS sensors are used to mitigate network attacks
	1.1 Evaluate inline operations network system requirements according to industry standards and organisational requirements 
1.2 Evaluate inline to promiscuous mode sensor operations and IPS devices network protection capability
1.3 Evaluate and determine ways IPS can defeat evasive network hacking methods 
1.4 Evaluate selection considerations, placement and deployment of network IPS and IPS signature

	2. Select, install and configure IPS sensors 
	2.1 Install, initialise and configure sensor interfaces, interface pairs, virtual local area network (VLAN) pairs and VLAN groups
2.2 Configure management access to sensor appliance and create required user accounts 
2.3 Set up, manage and monitor sensor communications with external management and monitoring systems and use built-in tools
2.4 Upgrade IPS sensor parameters and licensing requirements and  maintain network integrity
2.5 Plan mitigation of specific network vulnerabilities and exploits according to organisational requirements 

	3. Tune IPS sensor advanced system parameters 
	3.1 Tune sensor signatures and provide optimal protection of network
3.2 Create custom and meta signatures  and align to mitigation performance requirements
3.3 Configure passive operating system (OS) fingerprinting gateway
3.4 Configure external product interface to receive and process information from external security and management products 
3.5 Configure a virtual sensor and anomaly detection

	4. Manage IPS security and network response attacks
	4.1 Monitor IPS events and determine network attack response 4.2 Assess IPS effectiveness against security intrusion 
4.3 Report on security and response attacks according to organisational requirements



[bookmark: O_679560][bookmark: _Toc13835159][bookmark: _Toc13835588]Foundation Skills
This section describes language, literacy, numeracy and employment skills incorporated in the performance criteria that are required for competent performance.
	Skill
	Description

	Learning
	· Demonstrates a sophisticated knowledge of principles, concepts, language and practices associated with the digital world and uses these to troubleshoot and understand the uses and potential of new technology
· Demonstrates knowledge that identified ‘problems’ can be surface indicators of deeper issues and routinely reframes problem definitions as part of the process of identifying a root cause

	Numeracy
	· Selects from and flexibly applies, a wide range of highly developed mathematical and problem-solving strategies and techniques in a broad range of contexts

	Reading
	· Recognises and interprets complex technical and regulatory information to determine and confirm job requirements

	Writing
	· Demonstrates sophisticated writing skills by selecting required conventions and stylistic devices to express precise meaning
· Writes and edits complex computer code and technical data, ensuring correct syntax and accuracy

	Teamwork
	· Develops and implements communications strategies with internal and external persons
· Shares knowledge, information and experience openly as an integral part of the working relationship

	Planning and organising
	· Operates from a broad conceptual plan, developing the operational detail in stages, regularly reviewing priorities and performance during implementation and identifying and addressing issues

	Problem solving
	· Uses a broad range of strategies to store, access and organise virtual information, recognising that design choices will influence what information is retrieved and how it may be interpreted and used
· Uses a mix of intuitive and formal processes to identify key information and issues, evaluate alternative strategies, anticipate consequences and consider implementation issues and contingencies

	Self-management
	· Understands own legal rights and responsibilities and considers implications of these when planning and undertaking work
· Demonstrates an acute awareness of the importance of knowledge, monitoring and controlling access to digitally stored and transmitted information


[bookmark: O_679562][bookmark: _Toc13835160][bookmark: _Toc13835589]Unit Mapping Information
Supersedes and is equivalent to ICTNWK609 Configure and manage intrusion prevention system on network sensors.
[bookmark: O_679569][bookmark: _Toc13835161][bookmark: _Toc13835590]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc36803002][bookmark: _Toc41060380]Assessment Requirements for ICTNWK622 Configure and manage intrusion prevention system on network sensors
[bookmark: O_679564][bookmark: O_679565][bookmark: _Toc13835163][bookmark: _Toc13835592]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
· identify and evaluate requirements for a medium size digital environment on at least one occasion
· configure, tune and manage intrusion prevention system on at least one occasion.

In the course of the above, the candidate must:
· upgrade and maintain IPS sensors
· document finalised processes and outcomes.
[bookmark: O_679566][bookmark: _Toc13835164][bookmark: _Toc13835593]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
· configuration, verification and troubleshooting procedures to undertake switch and router operation and routing protocol
· internetwork operating system (IOS), internet protocol (IP) networking models and deployment schemes
· IP addressing and transmission control protocol (TCP) and IP stack
· IPS and intrusion detection system (IDS) strategies, sensor technologies and licensing requirements
· local area network and wide area network (LAN/WAN) implementations and design
· network topologies, architectures, elements, standards and protocols
· virtual local area network (VLAN) concepts and functionality and virtual private network (VPN) technologies
· legislation, regulations, standards and codes of practice required to network security.
[bookmark: O_679567][bookmark: _Toc13835165][bookmark: _Toc13835594]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
· a site or prototype where network installation may be conducted
· industry standard hardware and software
· organisational guidelines, policies and procedures 
· live network
· an IPS system and its sensors.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: O_679570][bookmark: _Toc13835166][bookmark: _Toc13835595]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc36803003][bookmark: _Toc41060381][bookmark: O_679459]ICTNWK623 Manage ICT security
[bookmark: O_679460][bookmark: _Toc13835168][bookmark: _Toc13835597]Application
This unit describes the skills and knowledge required to manage Information and Communications Technology (ICT) security including data security, enterprise continuity, incidents, networks and telecommunications security and system and application security.
It applies to individuals with managerial responsibility and advanced ICT expertise, working as security technical specialists, security analysts or security consultants.
No licensing, legislative or certification requirements apply to this unit at the time of publication.
[bookmark: O_679463][bookmark: _Toc13835169][bookmark: _Toc13835598]Unit Sector
Networking
[bookmark: O_679464][bookmark: _Toc13835170][bookmark: _Toc13835599]Elements and Performance Criteria
	ELEMENT
	PERFORMANCE CRITERIA

	Elements describe the essential outcomes.
	Performance criteria describe the performance needed to demonstrate achievement of the element.

	1. Manage enterprise security parameters
	1.1 Determine organisational security benchmarking requirements
1.2 Review security classification and data management policies and procedures 
1.3 Determine and document effective enterprise continuity of operations (COOP) program and critical business continuity structure 
1.4 Integrate and evaluate required risk management concepts 
1.5 Evaluate and document security incidents and establish effective incident management program according to organisational requirements

	2. Manage networks and telecommunications security
	2.1 Develop and document network security and telecommunications program according to organisational requirements
2.3 Establish risk management communication protocols between network security, telecommunications team and required personnel 
2.4 Determine and document integrated network security and telecommunications network performance

	3. Implement and document enhancements
	3.1 Implement required changes and improvement actions and evaluate effectiveness of enhancements
3.2 Produce and table documentation for audit tracking
3.3 Submit all documentation to required personnel and seek and respond to feedback 
3.4 Obtain final task sign off from required personnel 



[bookmark: O_679465][bookmark: _Toc13835171][bookmark: _Toc13835600]Foundation Skills
This section describes language, literacy, numeracy and employment skills incorporated in the performance criteria that are required for competent performance.
	Skill
	Description

	Learning
	· Demonstrates a sophisticated knowledge of principles, concepts, language and practices associated with the digital world and uses these to troubleshoot and understand the uses and potential of new technology
· Monitors outcomes of decisions, considering results from a range of perspectives and identifying key concepts and principles that may be adaptable to future situations

	Numeracy
	· Uses mathematical formulas and calculations to estimate and plan project costs

	Oral communication
	· Articulates requirements and responsibilities clearly and distinctively, using industry standard technical language intended for audience and environment

	Reading
	· Identifies, analyses and evaluates complex text to determine regulatory and business requirements

	Writing
	· Develops a broad range of operational material, including recommendations and reports for a specific audience, using clear and detailed language to convey explicit information, requirements and recommendations

	Teamwork
	· Selects, implements and manipulates communications systems, processes and practices for maximum impact
· Influences and fosters a collaborative culture, facilitating a sense of commitment and workplace cohesion
· Understands diversity and seeks to integrate diversity into the work context, for managing change, making decisions and achieving shared outcomes

	Planning and organising
	· Operates from a broad conceptual plan, developing the operational detail in stages, regularly reviewing priorities and performance during implementation and identifying and addressing issues

	Problem solving
	· Uses a mix of intuitive and formal processes to identify key information and issues, evaluate alternative strategies, anticipate consequences and consider implementation issues and contingencies
· Demonstrates use of intuition to identify general problem area when dealing with complex issues, switching to analytical processes to generate possible solutions, depending on differing operational contingencies, risk situations and environments

	Self-management
	· Develops and implements strategies so that organisational policies, procedures and regulatory requirements are being met
· Monitors and reviews the organisation’s policies, procedures and adherence to legislative requirements in order to implement and manage change

	Technology
	· Demonstrates high level awareness of the importance of knowledge, monitoring and controlling access to digitally stored and transmitted information


[bookmark: O_679467][bookmark: _Toc13835172][bookmark: _Toc13835601]Unit Mapping Information
Supersedes and is equivalent to ICTNWK614 Manage ICT security.
[bookmark: O_679474][bookmark: _Toc13835173][bookmark: _Toc13835602]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2


[bookmark: _Toc36803004][bookmark: _Toc41060382]Assessment Requirements for ICTNWK623 Manage ICT security
[bookmark: O_679469][bookmark: O_679470][bookmark: _Toc13835175][bookmark: _Toc13835604]Performance Evidence
The candidate must demonstrate the ability to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including evidence of the ability to:
· establish and manage an information and communications technology (ICT) system and application security engineering program for a medium size network on at least occasion. 
[bookmark: O_679471][bookmark: _Toc13835176][bookmark: _Toc13835605]Knowledge Evidence
The candidate must be able to demonstrate knowledge to complete the tasks outlined in the elements, performance criteria and foundation skills of this unit, including knowledge of:
· business and commercial issues related to the management of ICT security
· critical analysis in a management context
· principles and techniques to manage ICT security, including:
· continuity of operations (COOP)
· systems development life cycle (SDLC).
[bookmark: O_679472][bookmark: _Toc13835177][bookmark: _Toc13835606]Assessment Conditions
Skills in this unit must be demonstrated in a workplace or simulated environment where the conditions are typical of those in a working environment in this industry. 
This includes access to:
· ICT business specifications
· ICT security assurance specifications
· management related scenarios
· a security environment, including industry standard threats present in the environment
· information on the security environment, including:
· laws or legislation
· existing organisational security policies
· organisational expertise
· use of risk analysis tools and methodologies currently used in industry.

Assessors of this unit must satisfy the requirements for assessors in applicable vocational education and training legislation, frameworks and/or standards.
[bookmark: O_679475][bookmark: _Toc13835178][bookmark: _Toc13835607]Links
Companion Volume Implementation Guide is found on VETNet: https://vetnet.education.gov.au/Pages/TrainingDocs.aspx?q=a53af4e4-b400-484e-b778-71c9e9d6aff2




